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Notice

While reasonable efforts have been made to ensure that the
information in this document is complete and accurate at the time

of printing, Avaya assumes no liability for any errors. Avaya reserves
the right to make changes and corrections to the information in this
document without the obligation to notify any person or organization
of such changes.

Documentation disclaimer

“Documentation” means information published in varying media
which may include product information, subscription or service
descriptions, operating instructions and performance specifications
that are generally made available to users of products.
Documentation does not include marketing materials. Avaya shall
not be responsible for any modifications, additions, or deletions

to the original published version of Documentation unless such
modifications, additions, or deletions were performed by or on the
express behalf of Avaya. End user agrees to indemnify and hold
harmless Avaya, Avaya's agents, servants and employees against
all claims, lawsuits, demands and judgments arising out of, or in
connection with, subsequent modifications, additions or deletions to
this documentation, to the extent made by End user.

Link disclaimer

Avaya is not responsible for the contents or reliability of any linked
websites referenced within this site or Documentation provided by
Avaya. Avaya is not responsible for the accuracy of any information,
statement or content provided on these sites and does not
necessarily endorse the products, services, or information described
or offered within them. Avaya does not guarantee that these links will
work all the time and has no control over the availability of the linked
pages.

Warranty

Avaya provides a limited warranty on Avaya hardware and software.
Please refer to your agreement with Avaya to establish the terms of
the limited warranty. In addition, Avaya’s standard warranty language
as well as information regarding support for this product while under
warranty is available to Avaya customers and other parties through
the Avaya Support website: https://support.avaya.com/helpcenter/
getGenericDetails?detailld=C20091120112456651010 under the link
“Warranty & Product Lifecycle” or such successor site as designated
by Avaya. Please note that if the product(s) was purchased from an
authorized Avaya channel partner outside of the United States and
Canada, the warranty is provided by said Avaya Channel Partner and
not by Avaya.

“Hosted Service” means an Avaya hosted service subscription that
You acquire from either Avaya or an authorized Avaya Channel
Partner (as applicable) and which is described further in Hosted SAS
or other service description documentation regarding the applicable
hosted service. If You purchase a Hosted Service subscription,

the foregoing limited warranty may not apply but You may be

entitled to support services in connection with the Hosted Service

as described further in your service description documents for the
applicable Hosted Service. Contact Avaya or Avaya Channel Partner
(as applicable) for more information.

Hosted Service

THE FOLLOWING APPLIES ONLY IF YOU PURCHASE AN

AVAYA HOSTED SERVICE SUBSCRIPTION FROM AVAYA OR

AN AVAYA CHANNEL PARTNER (AS APPLICABLE), THE TERMS
OF USE FOR HOSTED SERVICES ARE AVAILABLE ON THE
AVAYA WEBSITE, HTTPS://SUPPORT.AVAYA.COM/LICENSEINFO
UNDER THE LINK “Avaya Terms of Use for Hosted Services”

OR SUCH SUCCESSOR SITE AS DESIGNATED BY AVAYA, AND
ARE APPLICABLE TO ANYONE WHO ACCESSES OR USES THE
HOSTED SERVICE. BY ACCESSING OR USING THE HOSTED
SERVICE, OR AUTHORIZING OTHERS TO DO SO, YOU, ON
BEHALF OF YOURSELF AND THE ENTITY FOR WHOM YOU ARE
DOING SO (HEREINAFTER REFERRED TO INTERCHANGEABLY
AS “YOU” AND “END USER”), AGREE TO THE TERMS OF USE.
IF YOU ARE ACCEPTING THE TERMS OF USE ON BEHALF A
COMPANY OR OTHER LEGAL ENTITY, YOU REPRESENT THAT
YOU HAVE THE AUTHORITY TO BIND SUCH ENTITY TO THESE

TERMS OF USE. IF YOU DO NOT HAVE SUCH AUTHORITY,

OR IF YOU DO NOT WISH TO ACCEPT THESE TERMS OF

USE, YOU MUST NOT ACCESS OR USE THE HOSTED SERVICE
OR AUTHORIZE ANYONE TO ACCESS OR USE THE HOSTED
SERVICE.

Licenses

The Global Software License Terms (“Software License Terms”)

are available on the following website https://www.avaya.com/en/
legal-license-terms/ or any successor site as designated by Avaya.
These Software License Terms are applicable to anyone who
installs, downloads, and/or uses Software and/or Documentation. By
installing, downloading or using the Software, or authorizing others to
do so, the end user agrees that the Software License Terms create
a binding contract between them and Avaya. In case the end user is
accepting these Software License Terms on behalf of a company or
other legal entity, the end user represents that it has the authority to
bind such entity to these Software License Terms.

License types
Copyright

Except where expressly stated otherwise, no use should be made
of materials on this site, the Documentation, Software, Hosted
Service, or hardware provided by Avaya. All content on this site, the
documentation, Hosted Service, and the product provided by Avaya
including the selection, arrangement and design of the content is
owned either by Avaya or its licensors and is protected by copyright
and other intellectual property laws including the sui generis rights
relating to the protection of databases. You may not modify, copy,
reproduce, republish, upload, post, transmit or distribute in any way
any content, in whole or in part, including any code and software
unless expressly authorized by Avaya. Unauthorized reproduction,
transmission, dissemination, storage, or use without the express
written consent of Avaya can be a criminal, as well as a civil offense
under the applicable law.

Virtualization

The following applies if the product is deployed on a virtual machine.
Each product has its own ordering code and license types. Unless
otherwise stated, each Instance of a product must be separately
licensed and ordered. For example, if the end user customer or
Avaya Channel Partner would like to install two Instances of the
same type of products, then two products of that type must be
ordered.

Third Party Components

The following applies only if the H.264 (AVC) codec is distributed
with the product. THIS PRODUCT IS LICENSED UNDER THE AVC
PATENT PORTFOLIO LICENSE FOR THE PERSONAL USE OF A
CONSUMER OR OTHER USES IN WHICH IT DOES NOT RECEIVE
REMUNERATION TO (i) ENCODE VIDEO IN COMPLIANCE WITH
THE AVC STANDARD (“AVC VIDEO”) AND/OR (ii) DECODE AVC
VIDEO THAT WAS ENCODED BY A CONSUMER ENGAGED IN A
PERSONAL ACTIVITY AND/OR WAS OBTAINED FROM A VIDEO
PROVIDER LICENSED TO PROVIDE AVC VIDEO. NO LICENSE

IS GRANTED OR SHALL BE IMPLIED FOR ANY OTHER USE.
ADDITIONAL INFORMATION MAY BE OBTAINED FROM MPEG LA,
L.L.C. SEE HTTP://WWW.MPEGLA.COM.

Service Provider

WITH RESPECT TO CODECS, IF THE AVAYA CHANNEL
PARTNER IS HOSTING ANY PRODUCTS THAT USE OR

EMBED THE H.264 CODEC OR H.265 CODEC, THE AVAYA
CHANNEL PARTNER ACKNOWLEDGES AND AGREES THE
AVAYA CHANNEL PARTNER IS RESPONSIBLE FOR ANY AND
ALL RELATED FEES AND/OR ROYALTIES. THE H.264 (AVC)
CODEC IS LICENSED UNDER THE AVC PATENT PORTFOLIO
LICENSE FOR THE PERSONAL USE OF A CONSUMER

OR OTHER USES IN WHICH IT DOES NOT RECEIVE
REMUNERATION TO: (i) ENCODE VIDEO IN COMPLIANCE WITH
THE AVC STANDARD (“AVC VIDEO”) AND/OR (ii) DECODE AVC
VIDEO THAT WAS ENCODED BY A CONSUMER ENGAGED IN A
PERSONAL ACTIVITY AND/OR WAS OBTAINED FROM A VIDEO
PROVIDER LICENSED TO PROVIDE AVC VIDEO. NO LICENSE

IS GRANTED OR SHALL BE IMPLIED FOR ANY OTHER USE.
ADDITIONAL INFORMATION FOR H.264 (AVC) ANDH 3 (HEVC)
CODECS MAY BE OBTAINED FROM MPEG LA, L.L.C. SEE HTTP://
WWW.MPEGLA.COM.
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Compliance with Laws

You acknowledge and agree that it is Your responsibility to comply
with any applicable laws and regulations, including, but not limited
to laws and regulations related to call recording, data privacy,
intellectual property, trade secret, fraud, and music performance
rights, in the country or territory where the Avaya product is used.

Preventing Toll Fraud

“Toll Fraud” is the unauthorized use of your telecommunications
system by an unauthorized party (for example, a person who is not a
corporate employee, agent, subcontractor, or is not working on your
company's behalf). Be aware that there can be a risk of Toll Fraud
associated with your system and that, if Toll Fraud occurs, it can
result in substantial additional charges for your telecommunications
services.

Avaya Toll Fraud intervention

If You suspect that You are being victimized by Toll Fraud and You
need technical assistance or support, please contact your Avaya
Sales Representative.

Security Vulnerabilities

Information about Avaya’s security support policies can be
found in the Security Policies and Support section of https://
support.avaya.com/security.

Suspected Avaya product security vulnerabilities are handled
per the Avaya Product Security Support Flow (https://
support.avaya.com/css/P8/documents/100161515).

Downloading Documentation

For the most current versions of Documentation, see the Avaya
Support website: https://support.avaya.com, or such successor site
as designated by Avaya.

Contact Avaya Support

See the Avaya Support website: https://support.avaya.com for
Product or Cloud Service notices and articles, or to report a

problem with your Avaya Product or Cloud Service. For a list of
support telephone numbers and contact addresses, go to the Avaya
Support website: https://support.avaya.com (or such successor site
as designated by Avaya), scroll to the bottom of the page, and select
Contact Avaya Support.

Trademarks

The trademarks, logos and service marks (“Marks”) displayed in this
site, the Documentation, Hosted Service(s), and product(s) provided
by Avaya are the registered or unregistered Marks of Avaya, its
affiliates, its licensors, its suppliers, or other third parties. Users

are not permitted to use such Marks without prior written consent
from Avaya or such third party which may own the Mark. Nothing
contained in this site, the Documentation, Hosted Service(s) and
product(s) should be construed as granting, by implication, estoppel,
or otherwise, any license or right in and to the Marks without the
express written permission of Avaya or the applicable third party.

Avaya is a registered trademark of Avaya LLC.

AVAYA

All non-Avaya trademarks are the property of their respective owners.

Java is a registered trademark of Oracle and/or its affiliates.

Java
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Chapter 1: Introduction

Purpose

This document contains checklists, descriptions, and procedures for migrating to Context Store
Snap-in Release 3.10.0.2.

Administrators and other personnel who perform Context Store Snap-in Release 3.10.0.2
migration can use this document.
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Comments on this document?



https://onecare.avaya.com/customercare/en/documentation/feedback?formId=1399859460448&p1=S3&p2=MigratingAvayaContextStoreSnap-in&p3=2

Chapter 2: Migrating to Context Store Snap-
in 3.10 0.2

Overview

The subsequent sections in this document provide tasks that you must perform before, during, and
after migrating to Context Store Snap-in 3.10.0.2.

The Avaya Context Store Snap-in migration procedure replaces each existing Avaya Breeze®
platform server in the cluster with a new server installed from the latest release of Avaya Breeze®
platform OVA.

The migration procedure impacts service, and you must perform only during a maintenance
window.

Prerequisite for migration

* Identify hardware resources to deploy Context Store Snap-in 3.10.0.2.

Identify if your environment is on the supported migration paths.

Check for third-party integrated software compatibility.

Download the Context Store Snap-in 3.10.0.2 software from the support site at https://
support.avaya.com.

« Additional 2 GB of RAM for each Avaya Breeze® platform node as compared to older release.

« Additional 5 GB of disk space for each Avaya Breeze® platform node as compared to older
release.

« Additional storage is required as the new and old Avaya Breeze® platform nodes co-exist until
the migration is completed.

Supported migration paths

The following table lists the supported migration paths for Context Store Snap-in:

March 2026 Migrating Avaya Context Store Snap-in 7
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Pre-migration tasks

From release To release
3.10 3.10.0.2

Pre-migration tasks

Use the following checklist for the tasks that you must complete before migrating to Avaya Context
Store Snap-in 3.10.0.2:

No. | Task Notes v

1 Take a snapshot of Context Perform this step if the customer
Store, Engagement designer Avaya | decides to fallback to the previous
Breeze® platform servers, and Avaya | release of Avaya Oceana®.

Aura® System Manager before
performing any activity.

° Note:

Skip Engagement designer
Avaya Breeze® platform servers
if engagement cluster is not part
of the deployment.

2 Set the cluster state of all clusters to | See Setting Cluster State to Denying on

Denying. page 7.
3 Record Avaya Breeze® platform Note down the information about the
identity certificate and third-party following certificates:

certificate information. - Security Module HTTPS

» Security Module SIP

For more information about accessing
these certificates, see Chapter
Configure certificates in the Deploying
Avaya Oceana® documentation
available on Avaya Support website at
https://support.avaya.com.

Related links
Setting Cluster State to Denying on page 7

Setting Cluster State to Denying

About this task

Use this procedure to set the cluster state of all clusters to Denying, so that they do not accept any
requests.

March 2026 Migrating Avaya Context Store Snap-in 8
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Migrating to Context Store Snap-in 3.10 0.2

Procedure

1. On the System Manager web console, click Elements > Avaya Breeze® > Cluster
Administration.

The System Manager displays the Cluster Administration page.
Select the check box for Context Store cluster.

In the Cluster State field, select Deny New Service.

In the Warning: Deny New Service dialog box, click Continue.

Verify that the Cluster State column for the cluster displays Denying [x/x].

2 T

Repeat Step 2 to Step 5 for Engagement Designer cluster.

° Note:

If your solution uses Engagement Designer cluster, set the cluster to Deny New
Service.

Related links
Pre-migration tasks on page 7

Migrating to Context Store Snap-in 3.10.0.2

Checklist for context store 3.10.0.2 migration

Use the following checklist for the tasks that you must perform to migrate to context store 3.10.0.2:
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Migrating to Context Store Snap-in 3.10.0.2

No.

Task

Notes

Upgrade Avaya Aura® System Manager.

Avaya Oceana®3.10.0.1 is compatible
with Avaya Aura® System Manager
10.1.3.6 and Avaya Aura® System
Manager 10.2.0.1, 10.2.1.0, 10.2.1.1.
Avaya Oceana® 3.10.0.2 requires

Avaya Breeze® Element Manager
package 3.9.0.3. Apply Avaya Breeze®
Element Manager manually using the
upgradeSolution script to all versions
of Avaya Aura® System Manager.

For more information about Avaya Aura®
System Manager 10.1.x and Avaya Aura®
System Manager 10.2.x migrations, see,
Avaya Aura® System Manager Release
Notes and Upgrading Avaya Aura®
System Manager documentation available
on the Avaya Support website at https://
support.avaya.com.

Upgrade Avaya Breeze® Element
Manager.

See the topic Running the
upgradeSolution script for System
Manager from the Chapter Planning and
preconfiguration within Deploying Avaya
Breeze® platform of Deploying Avaya
Breeze® platform documentation available
on the Avaya Support website at https://
support.avaya.com.

Install
ClusterDBMigrationService-3.9.0

. 3 service on all clusters.

See Installing the
ClusterDBMigrationService-3.9.0.3 on

page 10.

Deploy Avaya Breeze® platform 3.9.0.3.

See Deploying Avaya Breeze platform
3.9.0.3 on page 11.

(Optional) Take a backup of Engagement
Designer Workflows.

Perform this task only if you want to take
a backup of the Engagement Designer
Workflows.

See Taking a backup of Engagement
Designer workflows on page 13.

(Optional) Take a backup of Engagement
Designer Quartz.

Perform this task only if you want to take a
backup of Engagement Designer Quartz.

See Taking a backup of Engagement
Designer Quartz on page 14.

Edit the cluster and disable load balancer.

See Disabling HTTP load balancing in
an Avaya Breeze platform clusters on
page 16.
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Migrating to Context Store Snap-in 3.10 0.2

No.

Task

Notes

Remove Avaya Breeze® platform nodes
from the cluster.

See Removing an Avaya Breeze platform
server from the cluster on page 15.

Power down the prior release Avaya
Breeze® platform nodes.

10

Power on the 3.9.0.3 Avaya Breeze®
platform nodes individually.

Provide a gap of 5 minutes or more to
power on each node.

1

Upload Context Store and Engagement
designer 3.10.0.2 snap-in services on
System Manager.

See Loading snap-in services on
page 17.

12

Swap previous release services with the
latest release services with the latest
release.

Remove old services and add context
store 3.10.0.2 service version.

13

Remove the
ClusterDBMigrationService-3.9.0
. 3 service.

See Removing the
ClusterDBMigrationService-3.9.0.3

service on page 17.

14

Place Avaya Breeze® platform 3.9.0.3
nodes as a part of cluster.

Ensure that Avaya Oceana® services are
installed.

15

Re-enable HTTP load balancer for all the
clusters.

See Enabling HTTP load balancing from
all the clusters on page 17.

16

(Optional) Restore the backup of
Engagement Designer Workflows.

Perform this task only if you want to
restore Engagement Designer Workflows.

17

(Optional) Restore the backup of
Engagement Designer Quartz.

Perform this task only if want to restore
Engagement Designer Quartz database.

18

Replace Avaya Breeze® platform identity
and trusted certificates.

See Replace Avaya Breeze platform node

identity certificates on page 18.

19

Reboot the clusters.

For more information about migration steps overview, see Migrating to Context Store Snap-in

3.10.0.2 on page 12.

Installing the ClusterDBMigrationService-3.9.0.3
About this task

The ClusterDBMigrationService—-3.9.0. 3 service is delivered and pre-loaded as a part
of Element Manager release 3.9. The ClusterDBMigrationService-3.9.0.3 service is
versioned as a 3.9 service. However, the snap-in is compatible and intended for installation on

3.8.1.1 Avaya Breeze® platform clusters.

You must install the ClusterDBMigrationService on the Avaya Breeze® platform 3.8.x cluster

before you backup the context store, engagement designer database and migrate to Avaya
Breeze® platform 3.9.0.3 with context store 3.10.0.2. This enables you to restore the existing

cluster database backed up from 3.8.x to the cluster following the upgrade of the cluster servers to
Avaya Breeze® platform 3.9.
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Migrating to Context Store Snap-in 3.10.0.2

© Important:

The ClusterDBMigrationService is required for the cluster database backup of snap-ins
that need to be restored to Avaya Breeze® platform 3.9.0.3 with context store 3.10.0.2.

As a precaution, take a remote backup of your cluster databases before installing

the ClusterDBMigrationService. If a reversion is necessary, you can still use

these backups on Avaya Breeze® platform 3.8.x and earlier nodes. When you

install ClusterDBMigrationService on Avaya Breeze® platform cluster, the postgres
compatibility version is permanently changed to postgres 13 and is no longer compatible with
Avaya Breeze® platform 3.8.1.1 and before releases.

Procedure

1. On the System Manager web console, click Elements > Avaya Breeze® > Service
Management > Services.

2. Select the ClusterDBMigrationService-3.9.0.2 service and click Install.

3. Select the clusters on which you want to install the ClusterDBMigrationService-3.9.0.2
service and click Commit.

4. To see the status of the service installation, click Refresh.

* Installed: A green check mark indicates that the snap-in has completed installation on all
the Avaya Breeze® platform servers in the cluster.

* Installing: A yellow exclamation mark enclosed in a triangle indicates that the snap-in
has not completed installation on all the servers.

Deploying Avaya Breeze® platform 3.9.0.3

About this task

Moving to Avaya Breeze® platform 3.9.0.3 from the releases 3.8.1, 3.8.1.1 and before requires
a migration as mentioned in the chapter Method 1: Upgrading using OVA reinstallation of the
Upgrading Avaya Breeze® platform documentation available on the Avaya Support website at
https://support.avaya.com.

Procedure

Deploy the Avaya Breeze® platform 3.9.0.3 OVA in vCenter to replace each node in the targeted
cluster, using same IP, FQDN of current node.

Modify the memory, disk, and vCPU requirements for each component of Avaya Oceana® in
addition to 2 GB RAM and 5 GB hard disk for each node. For information about the requirements,
see Avaya Oceana® hardware requirements topic in the Deploying Avaya Oceana® documentation
available on Avaya Support website at https://support.avaya.com.

Do not power on the virtual machines after deploying the OVA, until the previous virtual machines
running the older versions of Avaya Breeze® platform are removed from their clusters and
powered down. This is mandatory to avoid duplicate IP addresses running in your production
network.
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Migrating to Context Store Snap-in 3.10 0.2

Migrating to Context Store Snap-in 3.10.0.2
About this task

Use this procedure to migrate to Context Store Snap-in 3.10.0.2.

Before you begin

Perform the following pre-migration tasks before you begin with the migration. For more
information, See Pre-migration tasks on page 7.

Procedure

1.

March 2026

Install ClusterDBMigrationService-3.9.0.2 script on Context store cluster.

° Note:

You can skip this step if cluster database is disabled for standalone Co-browse cluster.

Install ClusterDBMigration 3.9.0.2 script on Engagement Designer cluster.

° Note:

You can skip this step if context store solution doesn’t have Engagement designer
cluster deployed.

. (Optional) Take a backup of Engagement Designer Workflows.

Perform this step if you want to take an Engagement Designer workflow backup. Skip this
step if Engagement Designer cluster is not deployed.

. (Optional) Take a backup of Engagement Designer Quartz database.

Perform this step if you want to take a Engagement Designer workflow backup. Skip this
step if Engagement Designer cluster is not deployed.

Edit a cluster and disable load balancer.

Remove Avaya Breeze® platform nodes from the cluster.

Power down the earlier release Avaya Breeze® platform nodes.
Power on the 3.9.0.2 Avaya Breeze® platform nodes individually.

Upload Context Store and Engagement designer 3.10.0.1 snap-in services on SMGR.

. Swap previous release services with the latest release on the clusters.
. Remove ClusterDBMigration 3.9.0.2 script from the cluster.

. Place Avaya Breeze® platform 3.9.0.2 nodes as a part of cluster.

. Re-enable HTTP load balancer for all the clusters.

. (Optional) Restore the backup of Engagement Designer Workflows.

. (Optional) Restore the backup of Engagement Designer Quartz.

. Replace Avaya Breeze® platform identity and trusted certificates.
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Reboot Context store and Engagement designer cluster.

Taking a backup of Engagement Designer workflows
About this task

Use this procedure to take a backup of Engagement Designer workflows. Taking a backup of
workflows is optional and depends on your requirement.

Procedure

1.

© N o g A

1.
12.

13.
14.

15.

March 2026

On the System Manager web console, click Elements > Avaya Breeze® > Cluster
Administration.

From the Backup and Restore field, select Configure.
The System Manager displays the Backup Storage Configuration page.

In the FQDN or IP Address field, enter the FQDN or IP Address of the backup storage
server.

In the Login field, enter the user name you use to log in to the backup storage server.

In the Password field, enter the password you use to log in to the backup storage server.
In the SSH Port field, enter the port number of the backup storage server.

In the Directory field, enter the path to a directory in the backup storage server.

In the Retained backup copies per cluster per snap-in DB field, specify the maximum
number of backup file copies to retain on the backup storage server.

If you do not specify any value, the backup storage server retains all backup files.

. Click Test Connection.

. On the Test Connection Result dialog box, verify the following messages:

SSH connection ok.
Backup directory ok.
File transfer test ok.
File remove test ok.

Click OK.

Click Commit.

6 Note:

This is a one-time configuration. After you configure the backup location, successive
backups reuse the same information.

Select the check box for Engagement designer cluster.
From the Backup and Restore field, select Backup.
System Manager displays the Cluster DB Backup page.

Select the engagementdesigner_workflow database check box.

Migrating Avaya Context Store Snap-in 14
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16.

17.
18.
19.

In the Backup Password field, enter a password for the backup.

0 Important:

Note the password because you require this password to restore the backup.
In the Schedule Job field, click Run immediately.
Click Backup.

After the backup process is complete, verify that the Status column on the Backup and
Restore Status page displays the status Completed.

Taking a backup of Engagement Designer Quartz

About this task

Use this procedure to take a backup of Engagement Designer quartz. Taking a backup of quartz
database is optional and depends on your requirement.

Procedure

1.

© N o g b~

1.
12.

March 2026

On the System Manager web console, click Elements > Avaya Breeze® > Cluster
Administration.

From the Backup and Restore field, select Configure.
The System Manager displays the Backup Storage Configuration page.

In the FQDN or IP Address field, enter the FQDN or IP Address of the backup storage
server.

In the Login field, enter the user name you use to log in to the backup storage server.

In the Password field, enter the password you use to log in to the backup storage server.

In the SSH Port field, enter the port number of the backup storage server.
In the Directory field, enter the path to a directory in the backup storage server.

In the Retained backup copies per cluster per snap-in DB field, specify the maximum
number of backup file copies to retain on the backup storage server.

If you do not specify any value, the backup storage server retains all backup files.

. Click Test Connection.

. On the Test Connection Result dialog box, verify the following messages:

SSH connection ok.
Backup directory ok.
File transfer test ok.
File remove test ok.

Click OK.
Click Commit.

Migrating Avaya Context Store Snap-in
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° Note:

This is a one-time configuration. After you configure the backup location, successive
backups reuse the same information.

Select the check box for Engagement designer cluster.

From the Backup and Restore field, select Backup.

System Manager displays the Cluster DB Backup page.

Select the engagementdesigner_quartz database check box.

In the Backup Password field, enter a password for the backup.

0 Important:

Note the password because you require this password to restore the backup.
In the Schedule Job field, click Run immediately.
Click Backup.

After the backup process is complete, verify that the Status column on the Backup and
Restore Status page displays the status Completed.

Removing an Avaya Breeze® platform server from the cluster
About this task

Use this procedure to remove an Avaya Breeze® platform server from the cluster. Note that this
procedure is service impacting.

Remove Avaya Breeze® platform from all the clusters by removing the node marked as Idle,
Standby, and Active for the cluster DB roles.

Procedure

1.
2.
3.

In System Manager, click Elements > Avaya Breeze®.
In the navigation pane, click Cluster Administration.
Select the targeted cluster and click Cluster State.

a. Click Deny New Service.

b. Click Continue when prompted.

You can remove a server from the cluster only if all reachable nodes in the cluster are in
the Deny New Service mode.

4. Select the cluster, and click Edit.

5. On the Cluster Editor page, click the Servers tab.

March 2026

In the Assigned Servers table, click the cross sign (x) next to the Name column.
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° Note:

The cluster database roles are assigned to the nodes within the cluster. You must
remove clusters in the following order of states; Idle, Standby, and Active.

The action of removing one or more servers from the cluster will restart the respective
servers being removed from the cluster and the remaining servers in the cluster.
Therefore, a service outage for this cluster should be expected.

7. Click Commit to remove the server from the cluster you selected.

° Note:

When you remove either the primary or the secondary Lookup server from a cluster,
all the other servers in the cluster restart due to the configuration change. The

system displays the Lookup server icon @ against the Lookup server on the Server
Administration and Cluster Administration pages.

8. Confirm the warnings presented.

9. Wait until all services have been uninstalled successfully.

Disabling HTTP load balancing in an Avaya Breeze® platform
clusters
About this task
Use this procedure to disable HTTP load balancing in an Avaya Breeze® platform clusters.
Procedure
1. In System Manager, click Elements > Avaya Breeze® > Cluster Administration.

2. To disable load balancing for an existing cluster, on the Cluster Administration page, do the
following:

a. Select the check box in front of the cluster.

b. In the Cluster State field, click Deny New Service.

c. Verify that the Cluster State column for the cluster is changed to Denying.
d. Click Edit.

3. In the Cluster Attributes section, unselect the Is Load Balancer enabled check box to
disable load balancing.

4. Click Commit.

5. Repeat the steps 2, 3, 4, and 5 for Engagement designer cluster based on the
requirement.
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Loading snap-in services

About this task

Download the snap-in services and SDK. Extract the Oceana<Release number>.zip file and
then upload the appropriate snap-in services on the System Manager.

Procedure

1.

o a0 M w DN

On the System Manager web console, click Home > Elements > Avaya Breeze™ >
Service Management > Services.

Click Load.

On the Load Service window, click Choose File.
Select the snap-in service files to load.

Click Load.

In the Accept End User License Agreement dialog box, click Accept.

Removing the ClusterDBMigrationService-3.9.0.3 service

About this task

Use this procedure to uninstall the ClusterDBMigrationService-3.9.0.3 service from each cluster.
Perform this procedure before placing the 3.9.0.3 Avaya Breeze® platform nodes back into the

cluster.

Procedure

1.

o & 0N

6.

In System Manager, click Elements > Avaya Breeze®.

In the navigation pane, click Service Management > Services.

On the Service Management page, select the clusterDBMigrationService-3.9.0.3 service.
Click Uninstall.

From the Confirm Uninstall Service pop-up dialog box, select the cluster or clusters from
which you want to remove the service.

The snap-in status shown on the Service Management page is an aggregated status of
shap-in installation across all clusters. Therefore, the status remains Installed if you have
the snap-in still installed on another cluster.

Check that the ClusterDBMigrationService-3.9.0.3 state shows as Loaded.

Enabling HTTP load balancing from all the clusters

About this task
Use this procedure to re-enable load balancer.

Procedure

1.

March 2026

In System Manager, click Elements > Avaya Breeze® > Cluster Administration.
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2. To enable load balancing for an existing cluster, on the Cluster Administration page, do the
following:

a. Select the check box in front of the cluster.

b. In the Cluster State field, click Deny New Service.

c. Verify that the Cluster State column for the cluster is changed to Denying.
d. Click Edit.

3. In the Cluster Attributes section, select the Is Load Balancer enabled check box to enable
load balancing.

4. Click Commit.

Replace Avaya Breeze® platform node identity certificates

Avaya Oceana® runs as applications within the Avaya Breeze® platform. For enhanced security,
Avaya provides the ability to add or replace Trust and Identity Certificates. Identity Certificates are
administered individually for Avaya clusters. Five default Identity Certificates are generated as part
of the Avaya OVA deployment process. You can replace a default certificate with a certificate from
a well-known Certificate Authority (CA).

The Security Module HTTPS certificate is visible to applications and endpoints. If you are using
HTTPS with hostname validation checks, you must replace the default HTTP certificate. There

are many ways of generating Identity Certificates for Avaya Oceana®. This section describes one
of the methods of creating an Identity Certificate for each Avaya Oceana® cluster. The Identity
Certificate for each cluster must include the following in the Subject Alternative Name (SAN) fields:

* Cluster FQDN
* Management FQDN for each node in the cluster
» SIP FQDN for each node in the cluster

The entities that access Avaya through HTTPS must resolve the Common Name (CN) and SAN
fields in the certificate with the FQDNSs of the Avaya node. To resolve the certificate CN or SAN
fields, enter the Management FQDN and SIP FQDN of each Avaya node in your DNS server. Also
enter the Cluster FQDNSs in your DNS server. In a cluster with a single node, the cluster FQDN is
the SIP FQDN of the one node in the cluster.

Avaya Oceana® Cluster 1 — Identity Certificate Request

© Note:

In customer production deployments, where the security and management interfaces are
in separate subnets, there can only be 4 DNS entries for cluster 1 — cluster FQDN + 3
Management FQDNSs for 3 nodes. A second separate certificate has 4 DNS for cluster 1 —
cluster FQDN + 3 Security FQDNs for 3 nodes.

The Avaya Oceana® Cluster 1 certificate includes the following:
« CN Common Name = Avaya Oceana® Cluster 1 FQDN
+ SAN DNS Name = Avaya Oceana® Cluster 1 Node 1 Management FQDN
» SAN DNS Name = Avaya Oceana® Cluster 1 Node 1 SIP FQDN
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+ SAN DNS Name = Avaya Oceana® Cluster 1 Node 2 Management FQDN
« SAN DNS Name = Avaya Oceana® Cluster 1 Node 2 SIP FQDN
+ SAN DNS Name = Avaya Oceana® Cluster 1 Node 3 Management FQDN
» SAN DNS Name = Avaya Oceana® Cluster 1 Node 3 SIP FQDN

Avaya Oceana® Cluster 2 — Identity Certificate Request

© Note:

In customer production deployments, where the security and management interfaces are

in separate subnets, there can only be 3 DNS entries for cluster 2 — cluster FQDN + 2
Management FQDNSs for 2 nodes. A second separate certificate has 3 DNS also for cluster 2
— cluster FQDN + 2 Security FQDNs for 3 nodes.

The Avaya Oceana® Cluster 2 certificate includes the following:
« CN Common Name = Avaya Oceana® Cluster 2 FQDN
+ SAN DNS Name = Avaya Oceana® Cluster 2 Node 1 Management FQDN
+ SAN DNS Name = Avaya Oceana® Cluster 2 Node 1 SIP FQDN
+ SAN DNS Name = Avaya Oceana® Cluster 2 Node 2 Management FQDN
« SAN DNS Name = Avaya Oceana® Cluster 2 Node 2 SIP FQDN

Avaya Oceana® Cluster 3 — Identity Certificate Request

© Note:

In customer production deployments, where the security and management interfaces are

in separate subnets, there can only be 3 DNS entries for cluster 3 — cluster FQDN + 2
Management FQDNSs for 2 nodes. A second separate certificate has 3 DNS also for cluster 3
— cluster FQDN + 2 Security FQDNs for 3 nodes.

The Avaya Oceana® Cluster 3 certificate includes the following:
« CN Common Name = Avaya Oceana® Cluster 3 FQDN
+ SAN DNS Name = Avaya Oceana® Cluster 3 Node 1 Management FQDN
« SAN DNS Name = Avaya Oceana® Cluster 3 Node 1 SIP FQDN
+ SAN DNS Name = Avaya Oceana® Cluster 3 Node 2 Management FQDN
+ SAN DNS Name = Avaya Oceana® Cluster 3 Node 2 SIP FQDN

Post migration tasks context store

Use the following checklist for the tasks that you must complete post migration:
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No. | Task Notes
1 Remove engagement designer tasks. | See Removing Engagement Designer
tasks on page 20.
2 Deploy engagement designer tasks. | See Deploying Engagement Designer
tasks on page 21.
3 Place context store cluster, See Setting Cluster State to
engagement designer cluster in Accepting on page 21.
accepting state.
4 Update Context Store PDC jar, Java | See Avaya Context Store Snap-in
and JavaScript SDK to the latest Reference.
release.
Related links

Removing Engagement Designer tasks on page 20

Deploying Engagement Designer tasks on page 21

Setting Cluster State to Accepting on page 21

Removing Engagement Designer tasks

About this task
Use this procedure to remove Engagement Designer tasks so that you can install latest tasks and

take the advantage of performance improvements, new features, and capabilities.

Procedure

1.

o a0 e DN

In your web browser, enter the following URL to open Engagement Designer Admin

Console:

https://<AvayaOceanaClusterl FQDN>/services/EngagementDesigner/

admin.html

On the Bundles tab, select a task.

Click Undeploy.

On the Undeploy bundle dialog box, click OK.

Select the undeployed bundle and click Delete.

Repeat Step 2 to Step 5 to remove all old tasks as follow:

* EngagementDesignerTasks.svar

» ContextStoreTasks.svar
» WATasks.svar

* OceanaTasks.svar

Related links
Post migration tasks context store on page 19
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Deploying Engagement Designer tasks

Before you begin
» Download the latest versions of the following files:
- EngagementDesignerTasks.svar
- ContextStoreTasks.svar
- WATasks.svar
- OceanaTasks.svar

* In the Windows hosts file, add an entry containing the cluster IP address and FQDN of Avaya
Oceana® Cluster 1. The FQDN in the entry must be different from the FQDNs of Avaya
Oceana® Cluster 1 nodes.

° Note:

You can skip this step, if you have already configured the DNS correctly, and the
Windows desktop uses the same DNS as Avaya Breeze® platform nodes.

Procedure

1. In your web browser, enter the following URL to open the Admin Console of Engagement
Designer:

https://<AvayaOceanaClusterl FQDN>/services/EngagementDesigner/
admin.html

On the Bundles tab, click Upload.
On the Choose bundle file to upload dialog box, click Choose File.

Browse to the EngagementDesignerTasks. svar file and click Upload.

o &~ oD

Select the bundle and click Deploy.
After the bundle is deployed successfully, ensure that:

» The Deployed column for the bundle displays the value Yes.

« The Deployed Nodes column for the bundle contains all nodes of Avaya Oceana®
Cluster 1.

When you open or refresh the Designer Console of Engagement Designer, the system
displays the drawers and tasks associated with the tasks bundle.

6. Repeat steps 2 to 5 to deploy Context Store, Work Assignment, and Oceana tasks.

Related links
Post migration tasks context store on page 19

Setting Cluster State to Accepting

About this task

Use this procedure to set the cluster state of all clusters to Accepting, so that they can accept http
or https requests.
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Procedure

1. On the System Manager web console, click Elements > Avaya Breeze® > Cluster
Administration.

System Manager displays the Cluster Administration page.
Select the check box for Avaya Oceana® Cluster 1.
In the Cluster State field, select Accept New Service.

In the Warning: Accept New Service dialog box, click Continue.

o > DN

Verify that the Cluster State column for the cluster displays Accepting [x/x].
6. Repeat Step 2 to Step 5 for Engagement designer cluster.

Related links
Post migration tasks context store on page 19

Context store fallback plan

Reverting to a previous version of context store Snap-in
About this task

You can revert to a previous version of context store Snap-in if you face any issues with current
version.

Before proceeding with fallback procedure, perform the tasks mentioned as part of pre-migration
activity. For more information, see Pre-migration tasks on page 7.

Procedure
1. Revert the snapshot to pre-migration stage before start of any activity.

2. Restart the clusters.
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