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What's New

Release 3.1.43 key feature:
* Integration of DES Device Licensing with the Avaya Ordering Tool.
Release 3.1.42 key feature:

* Introduced the new Device License Management feature
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Release 3.1.41 key feature:

* Upgraded underlying components for improved system stability and security
Release 3.1.40 key feature:

* Platform improvements and infrastructure enhancements
Release 3.1.39 key feature:

* Security update

© Note:

To view new features or updates introduced in this version, navigate to the menu with your
username at the top-right of the screen and click “What's new?” .
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* XF Avaya J100 2% IP BBiE, HEFHEUTXHEP “BIERERE" THEH:

{Installing and Administering Avaya J100 Series SIP IP Phones in Avaya Aura®) .
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- BE “Avaya-SSO” , ZAEMINERYE FEIFHEIEFZERD

MBEHASSPEBEIANKSR, BERGRTHABLES, & WE . %
Rd e

BERINEI TR R, IEBHERRMRLASERNERAHENT.
T—%

wREH R TRXI%E%‘LIIE, MZESNRRL, SRFF 8Ei719) Device Enrollment
Services. BXEZEE, 5S8R FERNEZESHIIEIE] Device Enroliment Services (7£
F13WmL) .

BEETG
puk:
1. 7£ Device Enrollment Services ZFHE, B2F “Sic®ER” .
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ERAME =S4 IE1EFHE] Device Enroliment Services

2. ANBRPR, REEEH “RBR” .
3. RETHWHATREAEELXEBE FH 4.
4. BEHBFHHFREEN URL,
SRS T 5 DA ER.
5. MINFEHRL,
6. FRBIANFZRDIITHIA.
7. BE YRR .

EHRAWNEZ 514583/ Device Enrollment Services

KT IHAES

NEZ S HRIIEANE—R M ZERS (OTP) BIEE N SHRWIER R, AMmAKFES—ERIF.
MEZ SR IIER—IATEINRE, FOANER T TERRES.

BRVNAZEHMIEIER, EHREXEREN, RESRREREBHLIEIEFRICEE KA,
PUSERET, maagisgi\ OTP X584 &Eifa] Device Enroliment Services. REER NI Z(E
Al5eRk OTP BniGiE. EuassiiE B+ E4i515] Device Enrollment Services R H .

iz
1. BIREBHWIEREFRAEEHKS, BECHNBHRFLRERUTREFETZ

* Free OTP
* Google Authenticator
* Authy
2. fIFANREFFHIEETL.
£ 18ME 2 LR—RMES
3. MIANBTIN AR R RV,
EFRERBRITIL ST A 8E119] Device Enrollment Services.

4. BE “BR” .

Device Enrollment Services {{ RS

&% Device Enroliment Services [5, ERJIUAEFERINUER, EFESKA. &&. IEEXH
FMESAXHHGIHER . (ERTITARRNBEEATEKAREE, BT A R T
B “FETT” RiIFEMLER

AT B— R SRR ik P B L RAR R

2025 £ 5 B {#F Avaya Device Enrollment Services &3 5

14


https://onecare.avaya.com/customercare/en/documentation/feedback?formId=1399859460448&p1=S3&p2=%E4%BD%BF%E7%94%A8AvayaDeviceEnrollmentServices%E7%AE%A1%E7%90%86%E7%AB%AF%E7%82%B9&p3=28

if18] Device Enroliment Services Web |7/

A\ DES Dashboard x o+ - o X
« C & htips//desavayacom Q # ‘ > - B

i1 Apps

Last ful
£ Seftings =*hamaa  login on 2019-08-29)
06:48 05 167 UTC.

A Device Enroliment Services

A Home

16 Activated 44
B Profile Management I . Not Activated 9
12+ Envalied 36
& Company Accounts | 5
| Not Enrolled 17
o Devices Associated 3
£ Device Family i _ ’ Not Associated 19
B Log Viewer =
Ji26DozA J169DOIA J17G T ui7ebo3A  KIBSDOIA  K175D02A
Activated ™ Enrolled ™ Associated
Account Status Profile Status Total Accounts 21
p— Total Devices 53
Mﬁ o :E\ Total Profiles 28
o ] 0 Total Jobs 68
0N
;‘%Mf i
S
Il Reseller Accounts @ Available Customer Sites
I Customer Accounts @ Associated Customer Sites
AboutAvaya  Confacls Termsof Use  Privacy Stalemen! Cookies

IR Device Enrollment Services Web | ]~
KT IHIES
iR Device Enrollment Services Web [ 17, UERSIEHFHILRERIN RS iHE]
UK
1. SRR A LAREREHAFBNIEE.
2. NEmyFRPBEE EH .
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PAE: EHEE

AE /B
* IhRIEHE S ME
« EIEIGE

EFRAER
puk
1. #£ Device Enrollment Services Web [ 1P £, SfiZlREALAREREHRA PRI
B,
2. B “X(F” , &F Device Enroliment Services B RTARAS

inEHER

XFIHES

Device Enroliment Services Web I8 53| ] P2t 3 Itk U R FE & B B MR AR BB AR 18] o STAN%
EFNE R HIT I

i

7t Device Enrollment Services Web BIZGA[TAH, B TE—ER, HEHBMESR:
a. BEHER “HE 1 (EXZEERSLHERD .
ZEES B EEERZEEPIEATS, ILBRERIIEENES.
b. NEREGLAFEREGRFRRAMNIEEG, BF “HE” .

MRFFLRBEEN “HBE SETR, BUUERIET. RE, BRSAEIHE
HIFE X EB ST .

EXNAELTBMIES
Uig
1. % Avaya XS TR, $EREA AN E.
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HF
&
ws
i

2. WELUTFELHMESZ—

- KB

- B

- BAFIE

- @iE

- {88

- B

- BiE

- $5i8

- WHEFE

- BEHDFE

#&E Device Enrollment Services i3 REL

KT IHES
FREENBEEREEKR. BUERERTES. SHEMARSIEMEE A T8 Device
Enroliment Services Web I TFHETB#. EAGUER . KHEHRRSIRES FNHEZRE
%R, HE Avaya EIE G A UIE X ZRD KL .
UK
1. 7£ Device Enroliment Services Web [ 1P £, SfiZ] “&E” > “HERE” .
Device Enrollment Services LR IEEXER “BERRIEZE” FHE.
2. BAIAEBRA T EERISED:
- “EEELEIHR”
© “HERFR
s “ERIEJLRKRER

- CKREFH
RUN-E Y

. RN
- “REERRL”
° “%\’&?”
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BT T @R E

EIREH FHMFBENRE
yuk:
1. 7E£ Device Enrollment Services Web [ 15, 82 “KE” > “HTHEHBRFIKE" .
2. EFRAEMEEEBN “FR” | “KHA” FXRBHZRE FHb B,

RROABERT, FIAEMRENHER. BRUETEFXRER “KHA” RERBHR
B

3. BF “RBR” UREEX.

FELF i 4 i &N 5 A

THRNET Device Enroliment Services Web &8I FHR B AR E

wE B FEpHE M B R

EAHCES fE ARERPRNEMRER, BRARMAREER.

BCEEX e REMECE URL RYBTIE].

INGRE RUSIATREFNEXES.

REKIR & BRI E S PR P R K ERARTE] .

W EEMEY BAAREERREIMEM. BFGPEEERKKHNER.

RARZEEEE BHIF P EREEEN.

e X BR HEXRBIKFEB AR S5 IR AL R .

EMCASHRAE BHRSRME . SEFMEAEESVIMRBELER. EEHEM.
EfikrsEd .

WEIEBER BEFAFAREH Avaya REIRIEB ML (CA) RINERSHHES.

E A REER BHIF PR & B EE @B AR E AR .

BEREEEM BHAFPRECEERUHITEE.

AJ [0 =ty O
REHERE
Avaya EIRR AU EREHERE. MREZHPZ AN T B EMHCRE, RIEZEH
TSR HELE, R&ZFHBIE. Avaya EIEGAILAIE “EE” > “BEHECKE” $EiE
UTEE:
o ERDUERE” . BREFEIENEHE (ADHAERRD) .
o CSEMRBIEMEERE - &R PEIREWHUE 2B LU ER T M AR B
BARREXELE. BIMUARIERRIR®R.
MBI FHOE, BPAUFSEEIZIES, BNAMEFERE%ER.
L iEE
GEAHEE (FEFE 39 mb)
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#5% : Device Enrollment Services {ENHEC
BEiRS5ES

INEC B S ERt, A LL% Device Enroliment Services FA{EEL B ARG 2. Ak, BE “BiE
URL” FEEHAN https://des.avaya.com. M “BRFZHA” i%£iF “DES” .

N5 4% Device Enroliment Services FA{EECERRZ RS, BECEZ Pk PRI EEEREEEE

zip XX tt. zip STHRTLAGE
B .xml. .png. .jpg. .jpeg. .gif. .bmp. .mp3. .wav. .ogg. .pkcsl2. .pl2. .p
£x F . txt X, B0, zip STHEERTLLEIE 46xxsettings. txt XHMARHE, FHlLn

J100Supgrade.xml M KlxxSupgrade.xmlo. BAJLAFE 46xxsettings. txt P EIER
B TRUSTCERTS 2#MIEH. WEMARLHBRXRFKNE.
PSS
Avaya J100 %% IP EBiE #1 Avaya Vantage FIFE T (£ 19 71 b)
AMECESH (FEFE 25 T k)
AMEFHS (F3 28 T E)

% E Avaya J100 R% IP 1% 1 Avaya Vantage " I3 1R
R

XHBWAMA 46xxsettings. txt, LU{E Device Enroliment Services FI{EfC E AR 5525 .
ATEM 46xxsettings.txt X (§t3F Avaya J100 2% IP BiE) Fi2BURYKIBEL:

SET ADMIN PASSWORD 13579

SET SIP CONTROLLER LIST "135.12.345.670:5061;transport=tls"
SET TIMEZONE "America/New York"

SET TRUSTCERTS "prod-sip-ca.crt"

SET SIPDOMAIN "avaya.com"

UTEM 46xxsettings. txt X (41X} Avaya Vantage™) HiZEXAIRIDER

SET ADMIN PASSWORD 13579

SET ACTIVE CSDK BASED PHONE APP "com.avaya.android.vantage.basic"
SET SIP CONTROLLER LIST "135.12.345.670:5061;transport=tls"

SET TIMEZONE "America/New York"

SET TRUSTCERTS "prod-sip-ca.crt"

SET SIPDOMAIN "avaya.com"

BEARSH, FERUTHEE:

* 3F Avaya J100 %1 IP EBiE: https://support.avaya.com/downloads/download-
details.action?contentld=C201773928555860 8&productld=P1661.
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Avaya J100 &% IP Bi% 1 Avaya Vantage™ HIFR T

- %fF Avaya Vantage™: https://support.avaya.com/downloads/download-details.action?
contentld=C201773928555860 8&productld=P1644.

Avaya J100 %I IP BEi% F1 Avaya Vantage ™ BUFHHICH

AT 2M J100Supgrade X (5%t Avaya J100 &% IP BiE) iZEAY{CALES

IF $MODEL4 SEQ J129 GOTO J129 SW
IF $MODEL4 SEQ J139 GOTO J139 SW
IF SMODEL4 SEQ J169 GOTO J169 SW
IF SMODEL4 SEQ J179 GOTO J179 SW

GOTO GETSET

# J129 sSw
GOTO GETSET

# J139 sw
GOTO GETSET

# J169 SW
GOTO GETSET

# J179 Sw
GOTO GETSET

# GETSET
GET 46xxsettings.txt

LT R2M K1xxSupgrade X (§t%F Avaya Vantage™) #FIZEXAIRIEER:

IF SMODEL4 SEQ K155 GOTO K155SwW
IF SMODEL4 SEQ K165 GOTO K175SwW
IF SMODEL4 SEQ K175 GOTO K175SwW
GOTO GETSET

# K155SW
GOTO GETSET

# K175SW
GOTO GETSET

# GETSET
GET 46xxsettings.txt

X EEE
Device Enroliment Services {EARLE RSS2 (5 18 Ti k)
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e

¥
(o)
fik
E

EPAURARSERFESHERHAR, HREARIESHEGRAE, HNREFESHURE
NEFRRA PR EEE R A

ERRFE SHE R

XTFIHES
EAERIAGUR ZE R A . XTSI TS24 R & HE R THEE . LS
NEIKAERESH . T AR ES BEIAREIE1ERE Device Enroliment Services BRIz
FEFRR A
O E=E:
R 9% Device Enrollment Services FI{EECEBRSSES, MATLUGREFER “BHER” I
BE. WRIEF & ZEE@E| Device Enrollment Services LASMIE AR RS, M “EH
EIE” hRE{NAETRIA SIS % B X EIER Device Enroliment Services BFiE .
UK -
1. 1£ Device Enroliment Services Web [ 1P, Sfizl “A7MKA” > “DkPEE” .
2. PUTTHINE P —IR4E:
 RMEFEFKA, WMAEKRRSIFEMER.

s EEHKP, BENFIRFIEREZAKS, RERT “HE7
3. £ “whm” ‘ML, BE “EHRE” .
O =
{NH1&4% https://des.avaya.com RIMABLERFZ RS, “EERE” ‘A SR
.
4. £ “EHEE” EUFLE, BEEEEEHERHFRANEER SN .., AREER
E “gﬁiﬁ” o

5. 7 “BEfHRRA” FEF, EFEUTEE—ED:
- StkFER ERIAD
© R
S
* MREB SR A PIERE
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6.

2025458

EINR &R SHEFRA

O =,

HANBERT, RFRESHRIETNMIATH. Avaya B GAIEHEMEEE SHIM
A#=. Device Enrollment Services 2B2FH 7, IFEREK 30 KHMIBREHFARA .
Device Enrollment Services £ 30 X/5%% “BElFRA”" FEI&EA “&H -

BE v URFILLEK.
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E =

Device Enroliment Services {EAE 4 EIRE RIZE

W& BERFER

https://des. avaya. com

.
4

2IAE

T

2ERA
EfHERE?

=301

HEA

EREE
EERETHR

20254 58

REE

KIR

BRI Rk
B4 SRR E AR
HEE@E
BLE AR S5 2%
DES fEHBCERR SR
https://des. avaya. com
EiRIE
KEKIE R HY EFeRkik &M
EH-EERE >
R
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ETE: REXHEE

—MREXHS PRSI IEFUGSEXEK, AN ERSHFIEE. RBEHRE. 2D
MEAA UM TR EXHEEES.

B EARSARE
iR EXHFERERSSE. EERSZF[ATLUER HTTP 3 HTTPS #9%.
BCE AR SR

IR EF B D HRA HTTPS Wl B RS =MFAAGEBHAG, N 5GBS HRIRIT
B, MREFERAKEENN, NEEFERITER. BTN “BEXHEE" 3§45 HEFH.
TBAFESEMESRE B MBI R ERE.

0 ==&275

Device Enroliment Services i EIEPHEAER FQDN, FAFLEZZIRHAIEZEZTES
THIEELFTAY FQDN B9IE+H . 514A *.domain.com.

T Z2REE URL

#1#9 Avaya Vantage™ #1 Avaya J100 2% IP HiE ftli'I-T ZER HTTP &E#E. HATAFEIE
H. R DNS ATH, A HTTP WELE URL BI7R~HI, 1ES 1 http://192.168.10.87 T

http://provisioning.avaya.como

Avaya iFH4 i}

NARRIEHE (PKI) SMFFRIEEA TAERENE ERSSZEELRLEE. LA ERSSEE
REEHRESHEIENES HTTPS EiZk, FEFERAIEH. &% M Device Enroliment
Services FIZYHEP .

B Avaya iEB4E AT, &FM Avaya EZRIEBMEL I (CA) SKEEHNES. WR Avaya
CAYEMEMER, BEUERESMEERSFZBREREEER. £HBMEREE, &E&ESF
B#FHHSHIER. Avaya CA BI5E1EA https://des.avaya.com/downloads/
DeviceEnrolimentServiceRootCA.pem.

AXERHEESHEIEN—RER, BSRUTHEE:

* XfF Windows: https://blogs.msdn.microsoft.com/asiatech/2014/02/12/how-to-configure-
iis-client-certificate-mapping-authentication-for-iis7/

* 3F XAMPP zf Apache: https://httpd.apache.org/docs/2.4/ssl/ssl_howto.htmli#allclients
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LB e

AR BEE
fiE URL 48 (FEE 24 1 b)
AMELHS (F£5 28 Tib)
BRARZEMA Avaya iEH4ERK
XFIHES
WEBERREIAAZR.
UK

1. 7 Device Enroliment Services Web [P, Sfn% “BiEXHEIE" .

2. EEENEENH.

3. £ “Avaya iEBERK” FF, HMITTIIRIEZ—:
« ZZH Avaya iIEBER, EF TR BHBIEM.
« BEMA Avaya iEBERK, EFVIHRIFEBEBI LM .

AtE URL 480
UTEE URL RB A TERENHERE:
S =Bl
https://<FQDN> https://utilityserver.avaya.com
https://<FQDN>:<i [1> https://utilityserver.avaya.com:443
https://<FQDN>/<FB#> https://utilityserver.avaya.com/firmware
https://<FQDN>:<if [1>/<FHF> https://utilityserver.avaya.com:443/firmware
http://<FQDN> http://utilityserver.avaya.com
http://<FQDN>:<if 1> http://utilityserver.avaya.com:8080
http://<FQDN>/<FH 5> http://utilityserver.avaya.com/firmware

http://<FQDN>:<if [1>/<F H F£>

http://utilityserver.avaya.com:8080/firmware

https://<ZEH IP k>

https://10.10.10.10

https://<=E# IP #itik>:<im >

https://10.10.10.10:443

https://<ZEHL IP H#utlt>/<FH%E>

https://10.10.10.10/firmware

https://<ZEH IP H#iit>:<ik O>/<FBF>

https://10.10.10.10:443/firmware

http://<EA4L IP >

http://10.10.10.10

http://<ZEH IP Hbilt>:<im 0>

http://10.10.10.10:

http://<EH IP Hbtit>/<FBF>

http://10.10.10.10/firmware

http:/<FE# IP H#lit>:<imO>/<F B 3R>

http://10.10.10.10:8080/firmware

http://<FQDN>/<Device_Family>/$MODEL4

http://utilityserver.avaya.com/J100/$SMODEL4

http://<FQDN>/<Device_Family>/

http://utilityserver.avaya.com/

$MODEL4/$MACADDR J100/$MODEL4/$MACADDR
ST I
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ININECE X

KA i

http://<FQDN>/<Device_Family>/ http://utilityserver.avaya.com/
SMODEL4/$SERIALNO J100/$MODEL4/$SERIALNO
https://<Username>:<Password>@<FQDN> https://admin:tOpSecret@uitilityserver.avaya.com
https://<Username>:<Password>@<FQDN>/ https://admin:tOpSecret@utilityserver.avaya.com/
Directory Directory

WINBCE S

XTFILES

mEMEES, REEEFTEERNEEH. BEXHEX T — M EXHRSEE URL. A
EIEPFEIEE. BEEXHREE TEES I EFUGRNERME.

REXHRENERTEREIMANLE,
FRFM
- RECERR S AR R INREMERY, EEMENAIECEX .

- MREERHBSRIERA HTTPS il MIEC B AR S5 FIFANER A, W _EAZZIEB AR
RIEH . MREFERQIGERHE, WEFLERIES.

1. BE “BEEXHERE .

BE R .

BE “BEEXHRIR FE.

BEH HAmMT .

7 OBRSH|AR” FEHP, AFUTHP—ED:

+ “DES” , WMREE URL 388 https://des.avaya.coms
* FREHMHERFE “HTTP(S)” .

o &~ DN

6. £ “EBcE URL” FEB+, WMAGIREZREXHFENEREENTE URL.

MREIBECE URLIEE N https://des.avaya.com, HEZE—NERKAR, F
EHEOSEREEREEEEENH.

7. (i) EX B MIER, 15 “Avaya IEBER” YIBHAXBEHBEIGMN.
INREEERSBEEAEEZHNIIE, ERILUIAL &M Device Enrollment Services
REGMER. EERERSH L THHRERIER.

8. (%) ETHIRIEH, HET “Avaya %% CA” .

9. MREFERFLNEBN, BE “CARIER” FRPBEE “EFXH" HLER CAIL
o

10. 7£ “ELiE%H (0-999)” FERPHMINRFZHEBIFES,
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LB e

BEIFESHTXABEEXHPHSHKE. fln, MREEXHESBRIEH 16 F 17 19K
B, VEERFERPEANT 17, WA 17 WREBERAEEMEE. LFEROKAMER
0.

1. BE v LURFEEK.
12. (AJik) EEEREXHFRMEZMEE URL, BEF “HFM” HEENE 3 PERNLE.
13. B “RR3” ALRMEEXH

SUEP IR (FE58 23 71 b)
Eg URL ﬁ‘t (FEL 24 1)

AMEFHS (F£55 28 T1 )

Avaya iF B4R (5 23 T1E)

g5 EPMSEXE (% 53 1)

EFEcE X
LT HAES
MREHERE M, TR B R E.
Wiz
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Actalis Authentication Root CA | Actalis Authentication Root CA | RSA
AffirmTrust Commercial AffirmTrust Commercial RSA
AffirmTrust Premium AffirmTrust Premium RSA
AffirmTrust Premium ECC AffirmTrust Premium ECC ECDSA
ANF Global Root CA ANF Global Root CA RSA
ApplicationCA2 Root ApplicationCA2 Root RSA
Atos TrustedRoot 2011 Atos TrustedRoot 2011 RSA
Autoridad de Certificacion Raiz | Autoridad de Certificacion Raiz | RSA
del Estado Venezolano del Estado Venezolano

Buypass Class 2 Root CA Buypass Class 2 Root CA RSA
Buypass Class 3 Root CA Buypass Class 3 Root CA RSA
CA Disig Root R2 CA Disig Root R2 RSA
Certinomis - Root CA Certinomis - Root CA RSA
Certum Trusted Network CA 2 Certum Trusted Network CA 2 RSA
CFCA EV ROOT CFCA EV ROOT RSA
COMODO ECC Certification COMODO ECC Certification ECDSA
Authority Authority

COMODO RSA Certification COMODO RSA Certification RSA
Authority Authority

ComSign Global Root CA ComSign Global Root CA RSA
DigiCert Assured ID Root G2 DigiCert Assured ID Root G2 RSA
DigiCert Assured ID Root G3 DigiCert Assured ID Root G3 ECDSA
DigiCert Global Root G2 DigiCert Global Root G2 RSA
DigiCert Global Root G3 DigiCert Global Root G3 ECDSA
DigiCert Trusted Root G4 DigiCert Trusted Root G4 RSA
D-TRUST Root Class 3 CA 2 D-TRUST Root Class 3 CA 2 RSA
2009 2009

D-TRUST Root Class 3 CA 2 EV | D-TRUST Root Class 3 CA2 EV | RSA
2009 2009

Entrust Root Certification Entrust Root Certification ECDSA
Authority - EC1 Authority - EC1
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IEHR B i) i)
Entrust Root Certification Entrust Root Certification RSA
Authority - G2 Authority - G2

Federal Common Policy CA Federal Common Policy CA RSA
GeoTrust Primary Certification GeoTrust Primary Certification ECDSA
Authority - G2 Authority - G2

GeoTrust Primary Certification GeoTrust Primary Certification RSA
Authority - G3 Authority - G3

GlobalSign GlobalSign ECDSA or RSA
Go Daddy Root Certificate Go Daddy Root Certificate RSA
Authority - G2 Authority - G2

Government Root Certification Government Root Certification RSA
Authority Authority

IdenTrust Commercial Root CA | IdenTrust Commercial Root CA | RSA
1 1

IdenTrust Public Sector Root CA | IdenTrust Public Sector Root CA | RSA
1 1

ISRG Root X1 ISRG Root X1 RSA
Izenpe.com Izenpe.com RSA
Microsec e-Szigno Root CA Microsec e-Szigno Root CA RSA
2009 2009

NetLock Arany (Class Gold) NetLock Arany (Class Gold) RSA
Fétanusitvany Fétanusitvany

OISTE WISeKey Global Root OISTE WISeKey Global Root RSA
GB CA GB CA

QuoVadis Root CA 1, 2, or 3 G3 | QuoVadis Root CA 1, 2, or 3 G3 | RSA
Security Communication Security Communication RSA
RootCA2 RootCA2

Staat der Nederlanden Root CA | Staat der Nederlanden Root CA | RSA
-G3 -G3

Starfield Root Certificate Starfield Root Certificate RSA
Authority - G2 Authority - G2

Starfield Services Root Starfield Services Root RSA
Certificate Authority - G2 Certificate Authority - G2

StartCom Certification Authority | StartCom Certification Authority | RSA
StartCom Certification Authority | StartCom Certification Authority | RSA
G2 G2

Swisscom Root CA 2 Swisscom Root CA 2 RSA
Swisscom Root EV CA 2 Swisscom Root EV CA 2 RSA
SwissSign Gold Root CA - G3 SwissSign Gold Root CA - G3 RSA
SwissSign Platinum Root CA - SwissSign Platinum Root CA - RSA
G3 G3

SwissSign Silver Root CA - G3 | SwissSign Silver Root CA-G3 | RSA
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Symantec Class 1 Public Symantec Class 1 Public ECDSA
Primary Certification Authority - | Primary Certification Authority -

G4 G4

Symantec Class 1 Public Symantec Class 1 Public RSA
Primary Certification Authority - | Primary Certification Authority -

G6 G6

Symantec Class 2 Public Symantec Class 2 Public ECDSA
Primary Certification Authority - | Primary Certification Authority -

G4 G4

Symantec Class 2 Public Symantec Class 2 Public RSA
Primary Certification Authority - | Primary Certification Authority -

G6 G6

Symantec Class 3 Public Symantec Class 3 Public ECDSA
Primary Certification Authority - | Primary Certification Authority -

G4 G4

Symantec Class 3 Public Symantec Class 3 Public RSA
Primary Certification Authority - | Primary Certification Authority -

G6 G6

thawte Primary Root CA - G2 thawte Primary Root CA - G2 ECDSA
thawte Primary Root CA - G3 thawte Primary Root CA - G3 RSA
TRUST2408 OCES Primary CA | TRUST2408 OCES Primary CA | RSA
T-TeleSec GlobalRoot Class 2 or | T-TeleSec GlobalRoot Class 2 or | RSA

3 3

TWCA Global Root CA TWCA Global Root CA RSA
USERTrust ECC Certification USERTrust ECC Certification ECDSA
Authority Authority

USERTrust RSA Certification USERTrust RSA Certification RSA
Authority Authority

VeriSign Class 3 Public Primary | VeriSign Class 3 Public Primary | ECDSA
Certification Authority - G4 Certification Authority - G4

VeriSign Universal Root VeriSign Universal Root RSA
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Site management

il BRk R EIE 5
XFIES
AT AR A TR S,  LAZE IR HifiE] Device Enrollment Services Web [/,
pUE -

1. 7 Device Enrollment Services Web (JPH, SMi#l “ARMKS” > “APERE”
2. NFIRPIEFAFNKAEER,

3. BE MR .

4. BE “BRE” .

Site management
You can do the following from the “ifSEIE” menu:

* Goto “RECENH” to manage the profiles associated with customer accounts.

* Goto “i&FMMRIE” to generate and manage enroliment codes if you want to enroll
devices using an enrollment code.

* Goto “By License” to generate license or view license details for a customer site,
which has licensing enabled.

* Go to “Bulk Administration” to view the status and details of the uploaded basic
configuration file for multiple customer sites.

Related links
S A\ 1% £ on page 49

BR— KA

1. 7£ Device Enroliment Services Web [ JP®, Sz “AqMKA~” > “WhaEHE” , #
BHE—NATIED:

¢ RRE A
© EERRE”
2. ERELN, 2F Y.
REHFITHRET “BE" FH.
3. ERRKA, E—IHSS BR" FRPMALEA.
PTG
BRI FET (45 37 L)
R B HE R (75 38 T
“BEEMREE BRIER
TEREAT “BTEHIAD RELN 85 TR
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RRIER Thie
“MRPBFR" HR” FRB, MAKFBIR.
‘U F BER” FRY, MABSME. fl, B35
CEMARD” £ BE FREP, @A 8 K 12 fBENEMAB. ZEM
REDZREHLE BT
“BH” R FRYP, EREUTEE—ER:
“B” . BEREMRESIHRKS.
‘BT BEWENEMMCBAIMKS.
“eEE” £ BER FRB, BAKFEERNEF.
EES i3

SERMRES (5 39 k)
“BUEEXH” ERED

THRERT “BEEEXH” FELH “RER” FR:

ERIET Thig
“tkPBFR R FBREP, MAKABIR.
“UhR £ BR FRH, BANMSME. M 2.
“BLEXH” BR FRY, MAREXHRRUER.
“PEC” FBER FRH, @A 12 NEREERRE, Ehas 8 K
M= 1D #0 4 A9 PIN.
“eEE” £ BER FRB, BAKFEERNEF.
EES T

EMRED (F£% 39 T1b)

“By Profile” search options

The following table describes the “

Search” fields on “By License” window:

Search options Function
“Account Name” Inthe “Search” field, type the account name.
“Site” Inthe “Search” field, type the site location. For example,
London.
“Total Devices” Inthe “Search” field, type the total number of devices.
“Available License” Inthe “Search” field, type the number of available licenses.
“Is Enabled” Inthe “Search” field, type the name of the account

administrator.

“Enablement Date”

From the “Search” list, select

“Max Devices to Get License”

“|s Generated”

“Generation Date”
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Site management

Search options Function

“Generated License”

“Is Activated”

“Activation Date”

“Activated License”

WE S XERECE X
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URL FAF1E4E.
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Site management
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License Management

You can generate license for a customer site or view license details for a specific customer
site. which has licensing enabled.

The following licensing details display for every account:
* Account Name: Name of the account.
* Site: Name of the site associated with the account.
* License Site ID: Unique license ID string.
* Total Devices: Total number of devices.
* Total J100 Devices: Total number of J100 devices.
* Available License: Number of available licenses.
* Retained License: Number if retained licenses.

* Is Enabled: Displays “Yes” if licensing is enabled, otherwise displays “No” .
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Site management

* Enablement Date: The license enablement date.

* Max Devices to Get License: The maximum number of devices on the site which can get
license.

* Expiry Date: The license expiry date.

* Is Generated: Displays “Yes” if the license is generated, otherwise displays “No” .
* Generation Date: The license generation date.

* Generated License: The number of licenses generated.

* Is Activated: Displays “Yes” if the licenses are activated, other displays “No” .

* Activation Date: The license activation date.

* Activated License: The number of activated licenses.

Generating a License
About this task
You can generate license for a customer site which has licensing enabled.
Procedure

1. On the Device Enroliment Services web portal, navigate to “Company Accounts” >
“Site Management” > “By License”

The By License screen displays all the accounts with their licensing-related details.

2. Select a site for which you want to generate the license.

° Note:

The site for which you want to generate the license must have licensing enabled.
“Is Enabled” column must display “Yes” .

3. Click “+ Generate” .

License generation for the selected site begins. After the license is generated, details
are displayed on the Generated Licenses page. For more information, see Viewing
Generated Licenses on page 58

Viewing License details

About this task

You can view the following license details for a customer site which has licensing enabled:
- Site ID
* License Type
* License Mode
* Features
* Max Devices to be Licensed

* Subscription Expiry Date
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Company accounts

Procedure

1. On the Device Enroliment Services web portal, navigate to “Company Accounts” >
“Site Management” > “By License”

The By License screen displays all the accounts with their licensing-related details.

2. Select a site for which you want to view the license details.

° Note:

The site for which you want to view the license details must have licensing enabled.
“Is Enabled” column must display “Yes” .

3. Click “View” .

License Management Settings screen displays the license details.

Account linking
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0. ERPITHERN, BEF “NATIER" .

Viewing Generated Licenses
About this task
You can view the list of all the generated licenses and download them.
Procedure

1. On the Device Enrollment Services web portal, navigate to “Devices” > “Generated
Licenses” .

The Generated Licenses screen displays a list of all the generated licenses.

2. Click “Download” . to download a . zip file of generated license.
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