AVAYA

Avaya Oceana® Solution Description

Release 3.10.0.1
Issue 2
March 2026



© 2016-2026 Avaya LLC.
All Rights Reserved.

Notice

While reasonable efforts have been made to ensure that the
information in this document is complete and accurate at the time
of printing, Avaya assumes no liability for any errors. Avaya
reserves the right to make changes and corrections to the
information in this document without the obligation to notify any
person or organization of such changes.

Documentation disclaimer

"Documentation” means information published in varying media
which may include product information, subscription or service
descriptions, operating instructions and performance
specifications that are generally made available to users of
products. Documentation does not include marketing materials.
Avaya shall not be responsible for any modifications, additions, or
deletions to the original published version of Documentation
unless such modifications, additions, or deletions were performed
by or on the express behalf of Avaya. End user agrees to
indemnify and hold harmless Avaya, Avaya's agents, servants
and employees against all claims, lawsuits, demands and
judgments arising out of, or in connection with, subsequent
modifications, additions or deletions to this documentation, to the
extent made by End user.

Link disclaimer

Avaya is not responsible for the contents or reliability of any
linked websites referenced within this site or Documentation
provided by Avaya. Avaya is not responsible for the accuracy of
any information, statement or content provided on these sites and
does not necessarily endorse the products, services, or
information described or offered within them. Avaya does not
guarantee that these links will work all the time and has no control
over the availability of the linked pages.

Warranty

Avaya provides a limited warranty on Avaya hardware and
software. Please refer to your agreement with Avaya to establish
the terms of the limited warranty. In addition, Avaya’s standard
warranty language as well as information regarding support for
this product while under warranty is available to Avaya customers
and other parties through the Avaya Support website: https://
support.avaya.com/helpcenter/getGenericDetails?
detailld=C20091120112456651010 under the link "Warranty &
Product Lifecycle" or such successor site as designated by
Avaya. Please note that if the product(s) was purchased from an
authorized Avaya channel partner outside of the United States
and Canada, the warranty is provided by said Avaya Channel
Partner and not by Avaya.

"Hosted Service" means an Avaya hosted service subscription
that You acquire from either Avaya or an authorized Avaya
Channel Partner (as applicable) and which is described further in
Hosted SAS or other service description documentation regarding
the applicable hosted service. If You purchase a Hosted Service
subscription, the foregoing limited warranty may not apply but You
may be entitled to support services in connection with the Hosted
Service as described further in your service description
documents for the applicable Hosted Service. Contact Avaya or
Avaya Channel Partner (as applicable) for more information.

Hosted Service

THE FOLLOWING APPLIES ONLY IF YOU PURCHASE AN
AVAYA HOSTED SERVICE SUBSCRIPTION FROM AVAYA OR
AN AVAYA CHANNEL PARTNER (AS APPLICABLE), THE
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TERMS OF USE FOR HOSTED SERVICES ARE AVAILABLE
ON THE AVAYA WEBSITE, HTTPS://SUPPORT.AVAYA.COM/
LICENSEINFO UNDER THE LINK "Avaya Terms of Use for
Hosted Services" OR SUCH SUCCESSOR SITE AS
DESIGNATED BY AVAYA, AND ARE APPLICABLE TO ANYONE
WHO ACCESSES OR USES THE HOSTED SERVICE. BY
ACCESSING OR USING THE HOSTED SERVICE, OR
AUTHORIZING OTHERS TO DO SO, YOU, ON BEHALF OF
YOURSELF AND THE ENTITY FOR WHOM YOU ARE DOING
SO (HEREINAFTER REFERRED TO INTERCHANGEABLY AS
"YOU" AND "END USER"), AGREE TO THE TERMS OF USE. IF
YOU ARE ACCEPTING THE TERMS OF USE ON BEHALF A
COMPANY OR OTHER LEGAL ENTITY, YOU REPRESENT
THAT YOU HAVE THE AUTHORITY TO BIND SUCH ENTITY TO
THESE TERMS OF USE. IF YOU DO NOT HAVE SUCH
AUTHORITY, OR IF YOU DO NOT WISH TO ACCEPT THESE
TERMS OF USE, YOU MUST NOT ACCESS OR USE THE
HOSTED SERVICE OR AUTHORIZE ANYONE TO ACCESS OR
USE THE HOSTED SERVICE.

Licenses

The Global Software License Terms (“Software License Terms”)
are available on the following website https://www.avaya.com/en/
legal-license-terms/ or any successor site as designated by
Avaya. These Software License Terms are applicable to anyone
who installs, downloads, and/or uses Software and/or
Documentation. By installing, downloading or using the Software,
or authorizing others to do so, the end user agrees that the
Software License Terms create a binding contract between them
and Avaya. In case the end user is accepting these Software
License Terms on behalf of a company or other legal entity, the
end user represents that it has the authority to bind such entity to
these Software License Terms.

License types

Copyright

Except where expressly stated otherwise, no use should be made
of materials on this site, the Documentation, Software, Hosted
Service, or hardware provided by Avaya. All content on this site,
the documentation, Hosted Service, and the product provided by
Avaya including the selection, arrangement and design of the
content is owned either by Avaya or its licensors and is protected
by copyright and other intellectual property laws including the sui
generis rights relating to the protection of databases. You may not
modify, copy, reproduce, republish, upload, post, transmit or
distribute in any way any content, in whole or in part, including
any code and software unless expressly authorized by Avaya.
Unauthorized reproduction, transmission, dissemination, storage,
or use without the express written consent of Avaya can be a
criminal, as well as a civil offense under the applicable law.

Virtualization

The following applies if the product is deployed on a virtual
machine. Each product has its own ordering code and license
types. Unless otherwise stated, each Instance of a product must
be separately licensed and ordered. For example, if the end user
customer or Avaya Channel Partner would like to install two
Instances of the same type of products, then two products of that
type must be ordered.

Third Party Components

The following applies only if the H.264 (AVC) codec is distributed
with the product. THIS PRODUCT IS LICENSED UNDER THE
AVC PATENT PORTFOLIO LICENSE FOR THE PERSONAL
USE OF A CONSUMER OR OTHER USES IN WHICH IT DOES
NOT RECEIVE REMUNERATION TO (i) ENCODE VIDEO IN
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COMPLIANCE WITH THE AVC STANDARD ("AVC VIDEO")
AND/OR (ii) DECODE AVC VIDEO THAT WAS ENCODED BY A
CONSUMER ENGAGED IN A PERSONAL ACTIVITY AND/OR
WAS OBTAINED FROM A VIDEO PROVIDER LICENSED TO
PROVIDE AVC VIDEO. NO LICENSE IS GRANTED OR SHALL
BE IMPLIED FOR ANY OTHER USE. ADDITIONAL
INFORMATION MAY BE OBTAINED FROM MPEG LA, L.L.C.
SEE HTTP://WWW.MPEGLA.COM.

Service Provider

WITH RESPECT TO CODECS, IF THE AVAYA CHANNEL
PARTNER IS HOSTING ANY PRODUCTS THAT USE OR
EMBED THE H.264 CODEC OR H.265 CODEC, THE AVAYA
CHANNEL PARTNER ACKNOWLEDGES AND AGREES THE
AVAYA CHANNEL PARTNER IS RESPONSIBLE FOR ANY AND
ALL RELATED FEES AND/OR ROYALTIES. THE H.264 (AVC)
CODEC IS LICENSED UNDER THE AVC PATENT PORTFOLIO
LICENSE FOR THE PERSONAL USE OF A CONSUMER OR
OTHER USES IN WHICH IT DOES NOT RECEIVE
REMUNERATION TO: (i) ENCODE VIDEO IN COMPLIANCE
WITH THE AVC STANDARD ("AVC VIDEO") AND/OR (ii)
DECODE AVC VIDEO THAT WAS ENCODED BY A CONSUMER
ENGAGED IN A PERSONAL ACTIVITY AND/OR WAS
OBTAINED FROM A VIDEO PROVIDER LICENSED TO
PROVIDE AVC VIDEO. NO LICENSE IS GRANTED OR SHALL
BE IMPLIED FOR ANY OTHER USE. ADDITIONAL
INFORMATION FOR H.264 (AVC) AND H.265 (HEVC) CODECS
MAY BE OBTAINED FROM MPEG LA, L.L.C. SEE HTTP://
WWW.MPEGLA.COM.

Compliance with Laws

You acknowledge and agree that it is Your responsibility to
comply with any applicable laws and regulations, including, but
not limited to laws and regulations related to call recording, data
privacy, intellectual property, trade secret, fraud, and music
performance rights, in the country or territory where the Avaya
product is used.

Preventing Toll Fraud

"Toll Fraud" is the unauthorized use of your telecommunications
system by an unauthorized party (for example, a person who is
not a corporate employee, agent, subcontractor, or is not working
on your company's behalf). Be aware that there can be a risk of
Toll Fraud associated with your system and that, if Toll Fraud
occurs, it can result in substantial additional charges for your
telecommunications services.

Avaya Toll Fraud intervention

If You suspect that You are being victimized by Toll Fraud and You

need technical assistance or support, please contact your Avaya
Sales Representative.

Security Vulnerabilities

Information about Avaya'’s security support policies can be found
in the Security Policies and Support section of https://
support.avaya.com/security.

Suspected Avaya product security vulnerabilities are handled per
the Avaya Product Security Support Flow (https://
support.avaya.com/css/P8/documents/100161515).

Downloading Documentation

For the most current versions of Documentation, see the Avaya
Support website: https://support.avaya.com, or such successor
site as designated by Avaya.
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Contact Avaya Support

See the Avaya Support website: https://support.avaya.com for
Product or Cloud Service notices and articles, or to report a
problem with your Avaya Product or Cloud Service. For a list of
support telephone numbers and contact addresses, go to the
Avaya Support website: https://support.avaya.com (or such
successor site as designated by Avaya), scroll to the bottom of
the page, and select Contact Avaya Support.

Trademarks

The trademarks, logos and service marks ("Marks") displayed in
this site, the Documentation, Hosted Service(s), and product(s)
provided by Avaya are the registered or unregistered Marks of
Avaya, its affiliates, its licensors, its suppliers, or other third
parties. Users are not permitted to use such Marks without prior
written consent from Avaya or such third party which may own the
Mark. Nothing contained in this site, the Documentation, Hosted
Service(s) and product(s) should be construed as granting, by
implication, estoppel, or otherwise, any license or right in and to
the Marks without the express written permission of Avaya or the
applicable third party.

Avaya is a registered trademark of Avaya LLC.

AVAYA

All non-Avaya trademarks are the property of their respective
owners.

Java is a registered trademark of Oracle and/or its affiliates.
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Chapter 1 : Introduction

Purpose

This document describes Avaya Oceana® from a holistic perspective focusing on the strategic,
enterprise, and functional views of the architecture. It also includes a high-level description of each
verified reference configuration for the solution.

Use the document to understand how Avaya Oceana® and related products work together in
verified reference configurations to meet customer needs.

New in this release

Avaya Oceana® 3.10.0.1 supports the following:

* Avaya Oceana® Release 3.10.0.1 supports migration from previous releases. For more
information and procedure to migrate, refer to the following documents:

» Migrating Avaya Oceana®

»  Avaya Oceana® Disaster Recovery and Migration

* Avaya Oceana® Release 3.10.0.1 supports:

o Breeze Release 3.9.0.2
o VMWare Release 8.0
o Centralized Logging on Common Service Platform
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Chapter 2 : Overview

Avaya Oceana® overview

Avaya Oceana® is the next-generation customer engagement solution. Enterprises can use Avaya

Oceana® to seamlessly handle Generic, Voice, Web and Mobile Chat, Web Voice, Web Video,
Email, Simple Messaging, Social Media, WebRTC, Video, POM contacts, and Messaging channels
using a single intelligent attribute-based call routing through a unified Agent Desktop. Avaya

Oceana® is built on the Avaya Breeze® platform using modular snap-ins that can be independently
scaled, managed, and extended.

You can merge existing resources into routing strategies of Avaya Oceana® to significantly improve
customer service and sales outcomes.

With these routing strategies, you can:

e Obtain customer information from Customer Relationship Management (CRM) of the
enterprises and other third-party systems.

» Combine the information with the current journey context of the customer.

» Apply business goals-oriented strategies to match the customer to the best available
resource.

The routing strategies also integrate with the back-office systems of enterprises to route work items
such as claims and contracts.

Avaya Oceana® provides:

» Functionality to map the customer journey across various self-service and assisted service
channels by storing the related data crumbs in the in-memory data grid. Resources and
routing workflows use these data crumbs.

* An easy-to-use HTML5-based Desktop for agents and supervisors.

» Reporting and analytics designed to provide new and powerful insights for blended agent
contact centers.

Avaya Oceana® consists of the following:

» Access tier: Provides media-specific providers such as Chat Provider, Email Provider, SMS

Provider, Social Media Provider, Messaging Provider, Generic Provider, Avaya Aura®
Communication Manager for Voice, and Avaya Mobile Communication Snap-in for Web
Voice and Web Video.

« Normalizing tier: Provides a central normalizing tier within Avaya Oceana® that abstracts
the media-specific characteristics of the inbound interactions.

» Application tier: Provides applications such as agent and supervisor desktops and Avaya
Engagement Designer. Business analysts use these applications to author the logic that
handles the inbound interactions, such as routing and reporting. They also use the
applications for other higher-level functions in a future-proofed contact center product.

« Components tier: Provides Avaya Breeze® platform and a set of core components
deployed on the Avaya Breeze® platform.
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Avaya Workspaces for Avaya Oceana® overview

Avaya Aura® and Avaya Breeze® platform application tiers run on the Linux operating system,
while Avaya Control Manager and Avaya Omnichannel run on the Microsoft Windows server
operating system.

Avaya Oceana® provides the following:

* Load Balancers: Each Avaya Breeze® platform cluster in an Avaya Oceana® includes a
load balancer. Therefore, Avaya Oceana® does not require external load balancers for the

Avaya Oceana® features and functions. In Avaya Oceana® with a disaster recovery feature,
only one site is active at a time. Do not use a load balancer between the two disaster
recovery sites for Avaya Workspaces agents. In a disaster recovery deployment, the Avaya
Session Border Controller for Enterprise diverts traffic between sites A and B. Avaya
Session Border Controller for Enterprise is also mandatory for media for WebRTC Connect.
Agents can connect directly to the active site. Any requirements for including Avaya
Oceana® web traffic with an external load balancer require Avaya Professional Services

consulting, outside baseline Avaya Oceana® deployment, or support activities.

« Reverse Proxies: Avaya Oceana® supports a properly specified and configured reverse

proxy for use with Avaya Workspaces agents. For more information, see Avaya Oceana®
Port Matrix document.

For information about configuring Avaya Workspaces Widgets when using a reverse proxy,
see Avaya Workspaces Widget Framework documentation.

Avaya recommends using a reverse proxy with the Avaya Oceana WebChat Reference
Frontend. For more information, see the Avaya Oceana Reference Frontend
documentation.

» Firewall: Avaya recommends using properly specified and configured firewall and firewall
policies. For more information about supported firewall types and firewall policies, see the

Avaya Oceana® Port Matrix document.

Avaya Workspaces for Avaya Oceana® overview

Avaya Workspaces is a browser-based application through which contact center agents can handle
inbound customer interactions. The types of interactions can be Voice, Email, SMS, Chat, Social
Media, Messaging, or Generic. Agents can also make outbound voice calls and create ad-hoc
emails. The intuitive user interface provides features for toggling between multiple, simultaneous
interactions through different channels.

Avaya Workspaces enables seamless collaboration with customers, partners, and other users
within and outside the organization. With this interface, agents can access the relevant information
in a securely and reliably.

Every interaction is displayed as an interaction card. Using interaction cards, agents can:

» Receive the interaction: Accept interactions with a single click.

» Hold or resume the voice interaction: Put an active voice interaction on hold when another
interaction with a higher priority must be attended.

» Consult another agent: Seek advice about an interaction.

» Transfer the interaction to another agent: Send the interaction to the interaction area of
another agent.

» Add another agent to the interaction: Create a conference with another agent when the
other agent can contribute to resolving the customer interaction.
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Overview

» Record work codes for reporting: Select from the configured work codes to report the type of
work done during the interaction.

» Record disposition codes for reporting: Select from the configured disposition codes to add
disposition to the interaction.

» Defer email interaction using interaction cards.

Avaya Workspaces provides the following major features:

e Customer journey: The system displays a graphical representation of the customer
interactions. Every point in the customer journey is visualized by an interaction with a
channel, such as voice or chat.

» Co-Browse: Two users can browse the same web page simultaneously. Agents can also
assist customers with requests, such as filling an application form.

e Screenpops: Agents are presented with external webpages that can assist them in
completing their tasks. For example, external websites with information such as current
currency exchange rates.

» Customer history: Users can search customer history to find information about previous
interactions with the customer.

» Real-time reporting: Users can access the supervisor reporting dashboard to run real-time
reporting dashboards for monitoring up-to-date statistics of your contact center and
resources.

» Integration with Proactive Outreach Manager: If Proactive Outreach Manager is configured
for Avaya Workspaces, when a user logs in to Avaya Workspaces, Proactive Outreach
Manager sends a nail-up call to the user deskphone. When the user answers the
deskphone and changes to ready state on Avaya Workspaces, the agent receives outbound
work cards. Avaya Workspaces displays the customer details and script widgets with
information to help complete the call.

For accessibility purposes, Avaya Workspaces is optimized to conform with Section 508 and
WCAG 2.0 AA standards.

Avaya Workspaces provides:

» Access to most content and controls using the keyboard or mouse.
+ Alternative text and labels to assist users with screen-readers.
» A color palette that meets requirements for users with visual impairments.

®

Avaya Analytics™ for Avaya Oceana™ overview

Avaya Analytics™ enables supervisors and contact center managers to make better decisions for
streamlining operations, reducing costs, and providing improved services. The Avaya Analytics™
reports provides actionable insights from every interaction to drive measurable improvements in
customer experience and agent performance. It also analyzes the interaction types that Avaya

Analytics™ for Avaya Oceana® supports. Using Avaya Analytics™, supervisors can analyze the
current trends in the contact center and enhance agent performance.

Avaya Analytics™ is a software-only solution that provides the following features:

» Historical and real-time reporting on Avaya Oceana®

Out-of-the-box historical and real-time reports
» Historical and real-time report customization
» Historical reports scheduling and emailing
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Avaya Analytics™ for Avaya Oceana® overview

« Multiple time zone support in historical reporting

Avaya Analytics™ for Avaya Oceana®:;

» Provides a reporting engine to correlate, translate, calculate, and publish historical
information. Avaya Analytics™ normalizes and standardizes raw event data across different
products and channels. It enables the data collection from Avaya Oceana® and facilitates
the use of that data to provide integrated, multichannel reporting across the customer
journey. Therefore, organizations can make faster and better decisions to improve
operational performance and customer experience.

» Provides producers and measures to Avaya Workspaces for use in real-time reporting
dashboards.

» Provides out-of-the-box ability to create individual Business Intelligence dashboards. With
role-based access control, administrators can create users and assign them to predefined
groups. Users can create, edit, or view reports according to the privileges assigned.

« Integrates with Avaya Oceana®.

Avaya Analytics™ is built on Avaya Common Services. Common Services ensures ease of
deployment and supports rolling upgrades, thereby simplifying the upgrade process. Every Avaya
Analytics™ service is built according to microservices architecture. Using Common Services, you
can deploy and update each service independently, without impacting other services in the
solution.

Avaya Analytics™ collects events from Avaya Oceana®. With the collected events, you can create

a suite of real-time and historical reports for Avaya Oceana® contact center activities. The
evolution of the Avaya Analytics™ reporting platform provides the ability to view and analyze

Avaya Oceana® data using real-time and historical dashboards. You can use Avaya Workspaces to
monitor real-time data and use Avaya Analytics™ Web to analyze historical data.

Avaya Analytics™ includes Avaya Analytics™ Web, an intuitive web-based reporting application
that provides historical reporting.

Historical Reporting offers:

* A web-based reporting application that provides historical reporting through a simplified
interface

With this interface, you can visualize the contact center performance over a specified
reporting time. The interface provides an enhanced user experience for report creation.

» Consolidation of historical contact center performance and customer data across the
contact center

» Extensive library of tables, graphics, and ready-to-use displays
* Ability to drill-down to granular level information

» Filtering options

» Options to export reports to Excel and PDF formats

/- N

© Note:

HTML data format is currently not supported.

» Ability to schedule reports to run at user-defined intervals
< Ability to schedule reports to run based on daily roll-up and monthly roll-up data
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Overview

e Options for calculated measures

» Facility for time zone reporting to display data in the preferred time zone

* Multiple predefined reports

» Option to create custom reports or modify reports to meet your business requirements

» Option for advanced users to import data from different data sources to create reports,
documents, and dashboards to report on their imported data.

» Option to export web objects for archiving the custom reports during an upgrade.

Avaya Common Services overview

Avaya Analytics™ is deployed as a product on Avaya Common Services (Common Services).

Common Services provides several common services for Avaya products, such as:

* logging

» alarming

 certificate management
» authentication

* eventing

e event monitoring

Common Services ensures ease of deployment and supports rolling upgrades, thereby simplifying
the upgrade process. Every Avaya Analytics™ service is built according to microservices
architecture. Using Common Services, you can update a helm chart easily, which enables you to
stage and deploy a new service or an updated service version.

You deploy the Common Services Cluster Control Manager (CCM) OVA in your virtual
environment. You use CCM to install Avaya Analytics™, and during the install, CCM uses a pre-
populated installation spreadsheet to apply your specified configuration, validate the data,
configure all required virtual machines, deploy k8s clusters, and install all required services. All
other required software is stored in an Avaya repository. You use your Avaya credentials to
download this software during deployment. Avaya Analytics™ supports online and offline installs.

Each service has a helm chart, a collection of files that store K8s deployment data, configuration
data, scripts, and software required for a successful install. Common Services uses these helm
charts, contained in a helm repository, to deploy the Avaya Analytics™ solution.

Container technology

Common Services uses container technology to simplify deployment, configuration, and upgrades.
Common Services uses Docker to build and run application containers within a data center. CCM
can connect to the Avaya repository to obtain containers used to deploy services. Containers run
on the kernel of a virtual machine and do not require a hypervisor. Each Avaya Analytics™ service
runs in a container.

Kubernetes (k8s) is a container orchestrator that provides APIs and command lines to enable
container deployment automation. CCM deploys a k8s cluster into your virtual environment, which
runs on virtual machines (VMs). A cluster contains many nodes; a master node and worker nodes.
Containers run on the k8s nodes as pods, and a pod can contain one or more containers deployed
together.
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Chapter 3 : Architecture

Architecture

The following image is the high-level architecture of Avaya Oceana™:

Figure 1:

®

Avaya Oceana® architecture

Avaya Oceana®

Web Voice/Video

| Avaya Aura® Device Services

Avaya Oceana® Administration

| Avaya Aura® Web Gateway

Avaya Control Manager

| Avaya Aura® Media Server

Avaya Workspaces

Avaya Analytics™

Customer Web Server-Chat

Email Exchange Server

Third-Party Chat Engine

SMS Gateway

Omnichannel Database Server

External Data Mart (EDM)
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Customer Relationship
Management (CRM)

Avaya Oceana® Avaya Oceana®
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Proactive Outreach Manager

Voice Self Service

Experience Portal

Orchestration Designer

Application Server

Cluster 1 Cluster 2 Cluster 3 Cluster 4 Cluster 5 Cluster
UCA
UcM
—
obrowse CRMGateway
SMS
Oceana
Configuration |

Call Center Elite

Callback Assist

Callback Assist Server

* For a deployment that supports up to 100 active agents, install these services on Avaya Oceana® Cluster 1.
** For a deployment that supports up to 100 active agents, install this service on Avaya Oceana® Cluster 3.

Avaya Aura®

Application Enablement Services

Call Center Elite

Communication Manager

System Manager

Avaya Breeze®

Avaya Media Server

Session Manager

Avaya Workforce
Optimization Select
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Architecture

© Important:

Do not install any third-party or custom Service Archives (SVARS) on the Avaya

Breeze® platform nodes and the clusters used in Avaya Oceana®.

These nodes and clusters are for the exclusive use of Avaya Oceana®.

Do not add the Avaya Breeze® platform nodes to the specified Avaya Oceana®
clusters.

Do not use Context Store to store data for any other purpose. Instead, Context Store

stores contextual data relating to work requests within Avaya Oceana®.

Avaya Oceana® components

The following are the high-level components of Avaya Oceana® that are essential for successful

deployment of Avaya Oceana

®.

Avaya Workspaces
Avaya Analytics™
Avaya Control Manager

Avaya Breeze® platform that consists of a set of core multicenter components deployed on
different clusters

Avaya Oceana® Clusters

o

o

o

o

o

Avaya Oceana® Cluster 1
Avaya Oceana® Cluster 2
Avaya Oceana® Cluster 3
Avaya Oceana® Cluster 4

Avaya Oceana® Cluster 5

* Avaya Aura® components

o

o

Avaya Aura® Communication Manager
Avaya Aura® System Manager

Avaya Aura® Session Manager

Avaya Aura® Call Center Elite

Avaya Aura® Application Enablement Services

Voice Self Service

Avaya Experience Portal
Avaya Aura® Call Center Elite
Orchestration Designer
Application Server

Outbound (optional)
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Avaya Control Manager overview

> Avaya Proactive Outreach Manager

» Web Voice and Web Video (optional)

o Avaya Aura® Web Gateway
o Avaya Aura® Device Services

o Avaya Aura® Media Server
« Supporting components

o Customer Web Server for Chat

o Email Exchange Server

o Avaya Automated Chat for BotConnector

o Avaya Messaging Automation

o SMS Gateway

o Omnichannel Windows Server to install the Omnichannel software
o Omnichannel Database

o External Data Mart (EDM) Database

o Customer Relationship Management (CRM)

o Avaya Workforce Engagement Select

o Avaya Experience Platform™ (Public Cloud Workforce Engagement)

Avaya Control Manager overview

Avaya Control Manager is an operational administration solution that administrators can use to
control key administrative elements across Avaya Oceana®. Control Manager operates in Avaya-
based contact center and Avaya Aura® unified communications environments.

With Control Manager, technical and non-technical administrators can manage several day-to-day
operations from a single web-based user interface, such as agents, users, extensions, voice mails,
and skills administration. Administrators become more productive as agent provisioning and skill
assignments take a fraction of the time required earlier, maximizing preparedness for customer
interactions.

Control Manager is a user-friendly centralized administration tool for users to administer day-to-day
administration tasks across their complete Avaya-based environment. Control Manager is offered
as an entittement when bundled with Avaya Oceana®.

Control Manager facilitates as a single point of administration for Avaya Oceana® elements such
as reporting, multimedia, and multichannel. Administration is performed through a centralized
administration portal integrated with Control Manager.

Control Manager can work with Avaya Aura® Call Center Elite. When you deploy Control Manager
at an existing Call Center Elite customer site, it can extract the existing configuration information

from Call Center Elite. Using Control Manager, an administrator can use Avaya Oceana® to target
an existing Call Center Elite agent.

In Avaya Workspaces, Avaya Oceana® includes a connector to Control Manager to provide
centralized management capabilities. This capability is included in the Avaya Oceana® base

license. Administrators can use Control Manager as a consolidated place for all Avaya Oceana
related contact center administration functionality, such as user administration of agents and

®

March 2026 Avaya Oceana® Solution Description 12

Comments on this document?


https://onecare.avaya.com/customercare/en/documentation/feedback?formId=1399859460448&p1=S3&p2=Avaya%20Oceana%C2%AE%20Solution%20Description&p3=3.10.0.1

Architecture

supervisors, Work Assignment attributes, hunt groups, skills, VDNs, tenants. Administrators can
continue to manage other Avaya solution elements supported by Control Manager.

Unified Collaboration Administration stores the configuration information entered in Control
Manager and makes this information available to the other multicenter applications as required.

Control Manager for Avaya Oceana® and Avaya Workspaces

There is a tracking material code for Control Manager when accompanied by Avaya Oceana®.

Control Manager connectors bundled under this entittement include Avaya Aura® core, Call

Center Elite, and Avaya Oceana®. Other connectors must be purchased. Enabled connectors
can be combined with an existing Control Manager license, if owned by the customer. The
®

guantity of entitled concurrent users included must be linked to the quantity of Avaya Oceana
supervisors purchased in a one-to-one ratio.

This entitlement does not include:
o the new Multiplex High Availability (HA), using the Microsoft SQL AlwaysOn feature
o the Legacy HA features.

There is a tracking material code for Control Manager when accompanied by Avaya

Workspaces. It includes Avaya Aura® core, Call Center Elite, Avaya Workspaces connectors,
and an entitlement for 25 concurrent administrator logins.

Supported Avaya Oceana® administrative capabilities

Create, edit, and delete agents

Create, edit, and delete Work Assignment attributes
Configure Work Assignment channels and multiplicity per agent
Assign Work Assignment attributes and proficiency to agent
Set agent supervisor

Bulk updates of agent properties

Configure system parameters

Support up to 15 instances

Support video-enabled agents

Create, edit, and delete email templates

Edit email settings

Configure email signature settings

Configure email deferral codes

Add, edit, and delete Workspaces groups

Assign Workspaces groups to users

Create and configure thresholds for Avaya Analytics™
Configure service and reserve level thresholds

Configure Channel Exclusivity global settings

Add users for Workspaces

Add users for the supervisor reporting dashboard for Workspaces
Assign reporting access to Workspaces users

Configure agent timeout for the Avaya Oceana® and Avaya Workspaces

Configure a default Not Ready reason code for the Avaya Oceana® and Avaya Workspaces
Configure Auto answer timeout for a provider
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» Configure Auto answer for a user profile template
» Assign a user profile template with Auto answer to an agent
» Create routing service groups for Work Assignment

Avaya Breeze® platform overview

Avaya Breeze® platform provides a virtualized and secure application platform where workflow
developers and Java programmers can develop and dynamically deploy advanced collaboration

capabilities. These capabilities extend the power of Avaya Aura®. Customers, business partners,
and Avaya developers can use the Avaya Breeze® platform to deploy snap-ins.

Avaya Breeze® platform provides the following:

» Unified Communications, Contact Center customers, and Business Partners can deliver
capabilities using the skill sets of enterprise and cloud application developers.

» Arobust Software Development Kit (SDK) with an easy-to-use API. Developers need not
understand the details of call processing to develop new capabilities.

» A Collaboration Bus that snap-ins can leverage capabilities through a point-to-point model
and publish or subscribe to messaging patterns.

« A Common Data Manager framework that snap-ins can use to access common information
stored on System Manager.

» Connector snap-ins that provide access to email and conferencing host applications.
» Zang call connector to interact with Zang.
» Tools that log and monitor operations and provide troubleshooting support.

Avaya products such as Avaya Oceana®, Avaya Engagement Designer, Avaya Aura® Presence
Services, and Avaya Context Store are powered by the Avaya Breeze® platform.

With the Avaya Breeze® platform, you can:

» Develop the snap-ins without developing the platform to deploy and invoke snap-ins.
Perform the following operations:

o Intercept calls to and from the enterprise.

o Redirect calls to an alternate destination.

> Block calls and optionally play an announcement to the caller.
o Change the caller ID of the calling or called party.

» Place an outbound call for playing announcements and collecting digits.

» Use web services for added functionality.

» Make web pages and web services available for remote browsers and applications.
» Add or replace trust and identity certificates for increased security.

» Create custom connectors that provide access to an external application or service.

Avaya Oceana® Clusters overview

As part of the deployment of Avaya Oceana®, you create Avaya Oceana® Clusters on Avaya
Breeze® platform nodes. A cluster provides scaling by distributing the services across multiple

Avaya Breeze® platform nodes. With this distribution of services, Avaya Oceana® achieves overall
throughput and avoids interruption in the event of failure. Clients access the services through the
Cluster IP address.
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Avaya Oceana® Cluster 1

This cluster consists of the following snap-ins:

4 )
Snap-in Description
Unified Collaboration Stores the configuration information entered in Avaya Control Manager, and
Administration (UCA) makes this information available to the other multicenter applications as

required. The configuration information used by Unified Collaboration

Administration consists primarily of the resources, that is agents, and is

managed by Avaya Oceana®.

Unified Collaboration Model Acts as a central point of normalized resource and work state in Avaya

(UCM) Oceana®. Work refers to interactions such as inbound voice calls and web
chats.

Call Server Connector Acts as an interface between Communication Manager and the Avaya

Oceana® application tier. It maintains the state of Unified Collaboration Model
for all agents and stations registered on Communication Manager.

Work Assignment Acts as an enterprise wide Matching Engine for Avaya Oceana®. It matches
the request with the most suitable resource available.

Context Store Acts as a Memory Data Grid that can store contextual information provided by
the customer’s Enterprise Applications. These applications route data and
historical data to be shared between Experience Portal, Engagement
Designer, Work Assignment, and the multimedia Snap-Ins such as chat and
email. These components also display customer data to Agents and show
historical Journey information.

Customer Management Aggregates customer information from all available sources to provide a single
interface where client components can manage and retrieve customer
information. This interface reduces the number of integrations that clients
require for managing customer information, abstracting clients from CRMs,
Context Store, Omnichannel Database, Avaya Proactive Outreach Manager,

and any other customer data sources added to Avaya Oceana®.

The managed customer information includes:

® customer information

* Avaya Oceana
» Customer records stored in a third-party CRM

» Customer journey based on Context Store audit trails

Engagement Designer Acts as the business workflow execution engine of Avaya Oceana®. All
interaction types, such as voice, email, and chat, start an Engagement

Designer workflow.
= 4
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Avaya Oceana® Cluster 2

Avaya Oceana® Clusters overview

This cluster consists of the following snap-ins:

4 )

Snap-in Description

Unified Agent Controller (UAC) Acts as a server-side component that manages the connections to the
individual agent desktops. It has access to agent configuration that is made
available to the Unified Agent Controller component.

Avaya Mobile Communications Integrates the Web Voice/Web Video capability provided by Avaya Aura® Web
Gateway into Avaya Oceana®. Avaya Mobile Communications supports
attribute-based routing of WebRTC calls made through customer mobile and
web applications.

BotConnector Acts as an interface for the automation of short messages from a chat provider
by acting as a proxy to the API of Avaya Automated Chat server.

- J

Avaya Oceana® Cluster 3

This cluster consists of the following shap-ins:

(Snap-in

Description

Omnichannel Provider

Provides the option to add additional media to an established interaction. It
includes Email, Chat, SMS, Social Media, Messaging, Generic, and Outbound.

Avaya Oceana® Cluster 4

This cluster consists of the following snap-ins:

(Snap-in

Description

L

CoBrowse

Provides web collaboration between two users. Customers and agents can

then jointly browse webpages and complete web forms.

Avaya Oceana® Cluster 5

This cluster consists of the following snap-ins:

March 2026

Avaya Oceana® Solution Description

Comments on this document?

16


https://onecare.avaya.com/customercare/en/documentation/feedback?formId=1399859460448&p1=S3&p2=Avaya%20Oceana%C2%AE%20Solution%20Description&p3=3.10.0.1

Architecture

(Snap-in

Description W

Avaya CRMGateway

Provides a normalized access layer between Avaya Oceana® and Customer
Relationship Management (CRM) systems of customers.

Provisioning cluster

This cluster does not contain any Avaya Breeze® platform nodes. This cluster consists of the

following snap-in:

(Snap-in

Description ‘W

OceanaConfiguration Distributes snap-in attributes to every snap-in across the remaining Avaya
Oceana® clusters.
Avaya Aura® components

The following table lists the Avaya Aura® components that are essential for successful deployment

of Avaya Oceana®:
4 N
Component Description
Avaya Aura® Communication Acts as a telephony application that connects to private and public telephone
Manager networks, Ethernet LANs, and the Internet. Communication Manager organizes
and routes voice, data, image, and video transmissions.
Avaya Aura® System Manager Acts as a central management system that provides a set of shared
management services and software management solution to support
deployments, migrations, upgrades, and updates to the suite of Avaya Aura®
applications.
Avaya Aura® Session Manager Acts as a SIP routing tool that integrates all SIP devices across the enterprise
network.
Session Manager simplifies the existing communication infrastructure by
combining existing PBXs and other communications systems, regardless of the
vendor, into a cohesive, centrally managed, SIP-based communications
network.
Avaya Aura® Call Center Elite Forms the core part of the solution and provides voice capabilities for Avaya
Oceana®. Avaya Oceana® leverages Elite features such as RONA, Observe,
and Calendaring.
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Voice Self Service overview

4 )\
Component Description
Avaya Aura® Application Leverages the capabilities of Communication Manager and provides an
Enablement Services enhanced set of Application Programming Interfaces, protocols, and web

services. This exposes the functionality of Avaya Communication solutions to
corporate application developers, third-party independent software vendors,

and system integrators.
. J

Voice Self Service overview

In Avaya Oceana®, you can use any of the following components for Voice Self Service:

* Avaya Experience Portal
« Avaya Aura® Call Center Elite

These components provide an Interactive Voice Response (IVR) front-end for voice calls in Avaya

Oceana®.

If you choose Experience Portal for Voice Self Service, you use:

» Orchestration Designer to create custom voice applications by importing the sample
application source code and using it as a starting point.

Orchestration Designer is an Eclipse plug-in that you can use to create applications for
Experience Portal.

» Application Server to deploy Experience Portal Self Service Application.

Outbound overview

Avaya Oceana® provides the Outbound voice capability by integrating with Avaya Proactive

Outreach Manager (POM). With this integration, POM serves as an Outbound channel for Avaya

Oceana®.

Web Voice and Web Video overview

The following table lists the components that are essential for Web Voice and Web Video in Avaya

Oceana®:
4 )
Component Description
Avaya Aura® Web Gateway Acts as a WebRTC signaling gateway.
Avaya Aura® Device Services Used for WebRTC agent registration.
Avaya Aura® Media Server Used for WebRTC media.
Performs all multimedia processing using software. Media Server works with
media gateways to provide a streamlined voice and data network throughout
the enterprise.
- J
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Avaya Engagement Designer for workflow design support

Avaya Oceana® includes Avaya Engagement Designer, which is a user-friendly workflow design
tool. The Avaya Engagement Designer provides the capability to define, administer, and run end-
user customer journeys across Mobile Collaboration, Unified Communications, and Contact Center
applications. Engagement Designer offers business analysts, non-technical resources, and
developers the opportunity to write logical business process flows. These process flows can

leverage any Avaya Breeze® platform snap-ins that have an associated palette of tasks.
Engagement Designer allows users to:

» Dream: Easily create complex, end-to-end communications enabled business process
across both mobile collaboration and contact center applications, and leveraging a range of
3rd party applications snap-ins with a single tool.

» Design: Developers and business users alike can use an intuitive drag and drop GUI
environment to build business processes. Leveraging a rich palette of tools, Engagement
Designer can easily leverage 3rd party or other processes, straight from the GUI
environment, with no additional coding necessary.

» Deploy: Easily deploy business processes that leverage built in tools from Avaya Breeze
platform including high availability, redundancy and security. Engagement Designer
significantly reduces cost and time to market associated with highly custom CTI middleware
development.

®

Using Avaya Engagement Designer you can visually drag and drop design approach to bring the
right resources, content, and context together across your CRM and other systems to deliver a
holistic customer engagement management environment.

Flexible workflows can change with business needs, reduce cost, and increase the speed of
implementing customer journey workflows.

Avaya Engagement Designer also provides the option to compare two Engagement Designer
workflows using Engagement Designer Diff Tool.

When you upgrade Avaya Oceana®, you can use this tool to identify the customizations of the
earlier workflows and migrate those customizations to the latest workflows.

Currently, this tool cannot measure the difference in terms of mapping information. It can only
identify the differences such as addition or deletion of a node and modifications in the properties of
a task.

Work Assignment overview

Work Assignment is a highly available work distribution system that assigns work to resources
across your enterprise. Work Assignment provides attribute-based work and resource matching
capabilities. Work Assignment can match one-to-one and one-to-many resources, find the most
suitable resource for a work item, and form a dynamic team of resources based on the
requirements.

Work Assignment maintains all resources across the enterprise in a single pool and assigns work
using a single universal matching engine and attributes-driven routing.

Work Assignment offers the following functionality:

e Match resources to incoming requests based on attributes.

» Match work to one resource at a time to find the most suitable resource for the requested
work.
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Attribute-based Matching

» Match work to a number of homogenous resources, as specified in the work request.
» Match work to a group of heterogeneous resources.

» Match work to a resource in a work surplus situation.

* Reject a resource.

* Retrieve metrics associated with a set of attributes.

» Configure agents with different proficiency levels.

* Prevent agents from avoiding work.

Work Assignment features

Attribute-based Matching

Using the Attribute-based Matching feature, Work Assignment finds the most suitable resources to
assign work. To find resources for your work, you must define a set of attributes and send a work
request to Work Assignment.

Attributes describe the type of work that a resource can handle. The following are a few examples
of attributes:

» Knowledge of a particular language
» Capability to work on a particular channel

As the first step in matching work and resources, Work Assignment uses attributes to filter
resources who have the required knowledge and skills. After filtering the resources, Work
Assignment uses its strategies, Resource Selection Strategy and Work Selection Strategy for
resource selection.

For matching and reporting, Work Assignment considers one or more attributes together.
Service Metrics

Using the Service Metrics feature, you can obtain metrics for a specific attribute set or service. To
obtain the metrics, you must provide at least one attribute set. An attribute set consists of at least
one key-value pair of attribute category and value, in the form of [category, Value]. You can
also specify a priority for the metrics. If you do not specify a priority, Work Assignment uses the
default value.

Metrics allows you to check six services at a time.
Metrics can be of two types:
» per Service

The priority is null.
e per Service per Work Priority

The priority range is 0 to 100, with 100 being the lowest priority.

Any references to Resource in the context of Metrics refer to the routable address; that is, the
entity that Work Assignment monitors for the availability state of resources, and the entity that Work
Assignment returns in response to a successful match request. A service represents the attribute
set combination specified or realized on incoming work.
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When you provide the input parameters for Service Metrics, Work Assignment provides the

following metrics:

4 )
. o i Per Service Per
Metric Description Per Service o
Work Priority
ResourceReadyCount | Number of resources Available to be assigned Y Y
work from the Service.
ResourceBusyCount Number of resources with the Service currently Y Y
ON WORK.
© Note:
If a resource has multiplicity >1, it can be both
Busy on work and still Ready for more work.
Therefore, the resource is counted in this metri¢
and the previous metric.
ResourceStaffedCoun | Number of resources logged in on this service. Y Y
t Independent of current availability.
WaitingWorkCount Number of work items associated with the Y Y
Service that are to be Accepted by a Resource.
ProcessingWorkCoun Number of work items associated with the Y Y
t Service that are in process. Total number of
work items currently on work.
CompletedWorkCount | Number of work items associated with the Y Y
Service that are processed by a Resource.
OldestWorkWaiting The oldest work item that is to be Accepted by Y Y
a Resource. The value is measured in seconds.
Rolling ASA (Rolling Rolling Average Speed of Answer. The value is N Y
average speed of measured in seconds.
answer)
Service Occupancy The percentage ratio of Busy Resource to Y Y
Staffed Resources per Service.
EWT (Estimated wait Estimated Wait Time. The value is measured in N Y
time) seconds.
Occupancy The Resource Occupancy, that is, a historical N N
average, taking historical data into account.
- J
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Request Resource

© Note:

* You must provide priority values in your query to obtain data for WaitingWorkCount,
ProcessingWorkCount, CompletedWorkCount, and EWT.

» Service metrics is only supported in a deployment with resource provider adapter.
» To obtain metrics for a service, the service must preexist.

Single resource requests

Request Resource

Using the Request Resource feature, you can send a work request to Work Assignment to find a
single resource based on up to six attribute sets. To use the Request Resource feature, you must
define the attribute sets and send a work request to Work Assignment.

Upon receiving the work request, Work Assignment attempts to match a resource based on the
specified attribute sets. After identifying a resource, Work Assignment reserves the resource and
sends you the details of the resource. You can assign work to the resource or cancel the request.

If Work Assignment does not find an available resource for the specified attribute sets, the request
waits in a queue until a suitable resource becomes available. If more than one request is waiting in
a queue, Work Assignment first selects the request with highest priority. Work Assignment applies
Resource Selection Strategy to select a resource from a list of suitable resources. If you do not
specify any Resource Selection Strategy, Work Assignment applies the preconfigured default
strategy.

To maximize the chances of finding a resource, you can use the Queue to Multiple feature. This
feature is applicable only when you are requesting a single resource. This feature serves as a
single-step execution of multiple Request Resource operations. When there is a single resource,
Work Assignment attempts to find the best available resource in multiple services. If Work
Assignment does not find any resource, the system queues the work against multiple services. If
Work Assignment finds multiple resources, the system selects the best resource based on rank or
Resource Selection Strategy steps, such as proficiency or occupancy. The system reserves the
resource after the resource is finalized.

- ~

© Important:

* You can assign work to a resource only if the resource is available.

» Work Assignment supports queueing of requests only when you are requesting a
single resource.

Match Update

Using the Match Update feature, interaction management applications, such as Engagement
Designer, can update the work item that is queued for resources within Work Assignment.

Using the Match Update feature, you can:
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« Update the priority of the waiting services that are added to a work item.
* Add, remove, or update services for queued work items.

While performing a match update:

» The work request must be in queued state.
* You cannot change the strategy of a work item.
* You cannot add the service rank.

»  Work Assignment moves the previous service out of the queue and adds a new service in
the queue.

* Work Assignment preserves the time in queue after an update. Also, a failed update does
not dequeue the already queueing work items.

Service Rank

Using the Service Rank feature, you can rank the service preferences for a work item. This feature
is applicable only when you use Queue to Multiple.

When multiple resources are available for a match request having multiple services, Work
Assignment uses the rank of the service to determine which resource is matched.

Rank is relevant only within the list of services that you request for a particular work item. However,
the priority is relevant to all work items in a queue.

For example, if resources are available in more than one service, you can send the following
resource requests to Work Assignment:

* Service A, rank 1
e Service B, rank 2
» Service C, rank 3

After receiving the work request, Work Assignment lists the services according to the rank and
provides information about the services with the highest rank. If resources are available in more
than one service, Work Assignment uses the Service Rank feature to ensure that the service with a
highest rank is matched. If you have more than one available resource, the resource selection
based on the Idle time or occupancy can be a concern.

In this example, a resource matching Service A, rank 1 is matched.

If one or no resource is available for the requested service, Work Assignment applies the default
strategies to the request. If you do not provide a rank to any service, Work Assignment applies the
default value of null. If you provide the rank only to some services, Work Assignment applies the
lowest rank to the services without a rank.

Rank only applies in a resource surplus scenario. If no resources are available and the request is
gueued, the system ignores the rank and applies the Work Selection Strategy.

/ N

© Note:

Work Assignment does not support the Service Rank feature in the MatchUpdate request.
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Specified Resources

Specified Resources

Using the Specified Resource feature, you can route work to a customer-specified resource. This
feature is applicable to all new and updated work requests.

Specified resources can be of two types:

» Preferred Resources: Resources that can be requested with the list of services. If no
Preferred Resource or a resource from the specified services is available, the work waits in
gueue until a resource becomes available.

» Required Resources: Resources that are requested without the list of services. If no
Required Resource is available, the work waits in the queue until a Required Resource
becomes available.

Work Assignment provides the ability to specify up to six specified resources in a Request
Resource. If a work with specified resource waits in the queue for a long duration, you can update
the work request. When updating a Request Resource, the client can update the services but
cannot update the specified resource.

Examples of Work Assignment features that use Specified Resource functionality:

» Last Agent Routing: Context store has information about the last agent who addressed
customer, when the customer returns to the call centre. A look up is done from context store
and agent information is acquired. This information is passed to Work Assignment
automatically and the work is queued to that agent. If the agent is unavailable, a service is
then added to the Work so that anybody on the service can be assigned to that work.

» Defer Email: When an agent defers an email, it remains in the database for a certain period.
Avaya Oceana® then attempts to route the email back to the original agent. The original
agent is sent in the request to Work Assignment and the work is queued to them. If the
agent is unavailable for a certain period, an additional service is added to the work through
an update and the work is assigned to any agent on that service.

An angent is allowed to defer only ten emails.

» Transfer to user: An agent passes the incoming work to a different agent who is more
gualified to address an incoming customer query. The target agent is sent in the request in
Work Assignment and the work is queued to that agent. If the agent is unavailable after a
certain period of time, a service is attached to the work and the work is assigned to any
agent on that service.

These are types of specified resources but:

» At the first stage where only the information about an agent is sent in a request without any
service, it is a Required Resource.

» At the second stage when the update occurs and a service is attached, there is both a
service and an agent information. This is considered as a Preferred Resource.

Request resources
Request Multiple Resources

Using the Request Multiple Resources feature, you can send a work request to Work Assignment
to find more than one resource based on a particular attribute set. While sending a work request,
you must specify the total number of resources that you require.

March 2026 Avaya Oceana® Solution Description 24

Comments on this document?


https://onecare.avaya.com/customercare/en/documentation/feedback?formId=1399859460448&p1=S3&p2=Avaya%20Oceana%C2%AE%20Solution%20Description&p3=3.10.0.1

Architecture

In the work request, you must specify whether you need a full match or a partial match.

* If you specify a full match and Work Assignment does not find the total number of required
resources, Work Assignment notifies you with the WORK_UNFULFILLED response.

« If you specify a partial match and Work Assignment does not find the total number of
required resources, Work Assignment returns the number of available resources.

In this case, Work Assignment notifies you with the WORK_UNFULFILLED response only
when it does not find even a single available resource.

Work Assignment attempts to match resources based on the attribute set. Work Assignment
matches each resource for all attributes defined in the attribute set. After identifying the required
number of resources, Work Assignment reserves the resources and sends you the information of
the resources. Using the information, you can assign work to the resources.

/ N
© Important:

Work Assignment does not support queuing for this feature.

Request Group of Resources

Using the Request Group of Resources feature, you can send a work request to Work Assignment
to find a group of resources based on multiple attribute sets. While sending a work request, you
must specify the total number of resources that you require for each attribute set in the group.

Work Assignment attempts to match a group of resources based on the attribute sets in the group.
Work Assignment matches each resource for all attributes defined in the attribute set. After
identifying the group of resources, Work Assignment reserves the resources and sends you the
information of the resources. Using the information, you can assign the work to the group of
resources.

If Work Assignment does not find the total number of required resources, Work Assignment notifies
you with the WORK_UNFULFILLED response. Also, Work Assignment releases the other matching
resources and cancels the request. For any retries, you must send a new work request.

/~ N
© Important:

You can assign work to resources only if all resources in the group are available. Work
Assignment does not support queuing for this feature.

Partial Team Request

Using the Partial Team Request feature, you can send a work request to Work Assignment to
return a successful result even if the number of available resources is less than the number of
requested resources. This feature is applicable only when you use the Request Multiple Resources
and Request Group of Resources features.

To use the Partial Team Request feature, you must set MatchType as Partial in the work request.

March 2026 Avaya Oceana® Solution Description 25

Comments on this document?


https://onecare.avaya.com/customercare/en/documentation/feedback?formId=1399859460448&p1=S3&p2=Avaya%20Oceana%C2%AE%20Solution%20Description&p3=3.10.0.1

Resource Selection Strategy

For example, if you request five resources and less than five resources are available, the response
lists the number of available resources. Work Assignment notifies you with the
WORK_UNFULFILLED response if you did not use Partial Team Request. This feature is useful for
an emergency response scenario where the user wants to continue with any number of resources
that are available.

If at least one resource is available, the request is successful.

If you do not set MatchType to Partial, Work Assignment uses the default value, Full. In this case,
the system responds with a failed request if the number of available resources is less than the
number of requested resources.

When using Engagement Designer as the client, you can set MatchType to Partial either in the
input mapping or in the task properties.

If you configure both Partial and Full values in the work request, the value that you specify in the
task properties takes precedence.

Selection strategies
Resource Selection Strategy

Using the Resource Selection Strategy feature, Work Assignment selects the most suitable
resource from the pool of resources. If Work Assignment does not find any available resource,
Work Assignment keeps the work item in the queue and applies Work Selection Strategy.

You can specify the following Resource Selection Strategies:

* Most Idle: Work Assignment selects a resource that has not processed any work for the
longest time.
» Least Occupied: Work Assignment selects the resource that is least occupied.

Occupancy is the ratio of the time in busy state to the time in available state. Work
Assignment updates this metric for all resources at an interval of 18 seconds.

Work Selection Strategy

Using the Work Selection Strategy feature, Work Assignment can find the most suitable work for a
particular resource. The Work Selection Strategy feature is applicable only on transition of a
resource to available state. Work Assignment scans all waiting work that matches the attributes of
the resource and sends the information about the resource.

For each resource, the Work Assignment administrator can select one of the following Work
Selection Strategies:

» Greatest Need: When a resource becomes available, Work Assignment scans all waiting
work items that match the attributes of the resource and selects the highest priority work
with the longest wait time. This is the default Work Selection Strategy.

» Skill Level: When a resource becomes available, Work Assignment scans all waiting work
items that match the attributes of the resource and selects the longest waiting work for
which the resource is the most proficient.
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© Note:

Video calls are prioritized over voice calls.

Property based strategy enhancement

Proficiency

When you send a work request, Work Assignment selects the most suitable resource available
from the pool of resources. The selection is based on the defined proficiency values for the
resources.

You can define proficiency for Work Assignment resources through:

» System default: The default value of proficiency for all resources in your system. If you do
not set the proficiency for individual resources, Work Assignment uses this value as the
proficiency of all resources for all services.

» Default resource proficiency: The default value of proficiency for all services for a particular
resource. Work Assignment considers this proficiency value for all services for the particular
resource.

» Derived proficiency: Proficiency values for individual categories for a resource. Based on
the specific proficiency for different categories, Work Assignment derives a proficiency value
for the particular resource for a requested service.

Using Avaya Control Manager, you can configure the default proficiency and add or remove
categories from the property. For proficiency, you must specify a numeric value from 1 through 16.
A lesser value denotes a higher proficiency.

Using Avaya Control Manager, you can also configure the proficiency for individual resources.

For deployments with no resource provider adapter, you must administer proficiency carefully so
that Work Assignment does not assign all incoming work to the same set of resources who have
the highest proficiency level.

Multiplicity

ResourceState events show whether a resource is in the logged in state or the resource is
available to process work. Currently, with Call Center Elite, a resource can handle only one item of
work. Therefore, Work Assignment can conclude that the corresponding account is unavailable if
work is in progress. However, with Multiplicity, a resource can handle many work items.

Using the Multiplicity feature, you can simultaneously assign multiple requests from the same
channel to one resource. You can configure Multiplicity for non-voice channels. For example, Email
and Chat. A multiplicity of 2 for Chat specifies that the resource can simultaneously handle up to
two Chat assignments. You can specify Multiplicity as a property of resource accounts.

A resource can have multiple accounts. You can specify Multiplicity for each account and not only
for a resource. Multiplicity rules are not applicable to a service, a channel, or resources that are in
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Service Excluded

the Always Available state. Work Assignment considers availability and multiplicity of an account
before assigning work to the account.

7~ N

© Note:

Multiplicity is applicable only in deployments where Resource Provider Adapter is present.

Service Excluded

Work Assignment selects resources for an incoming work request based on the attributes of the
request and resources. However, you can exclude specific services from the selected resources by
configuring the Service Excluded property of the Work Assignment resources.

You can configure the Service Excluded property through:

» System default: By default, the Service Excluded value for all resources of Work
Assignment is false. If you do not change this value or configure default values for individual
resources, Work Assignment does not consider Service Excluded for any resource.

e Default resource property: You can override the system default value and specify a different
Service Excluded value for an individual resource. Work Assignment considers this value of
Service Excluded for all services for the particular resource. By default, each permutation of
every attribute is allowed for a given resource. For example, an agent who handles English
voice calls and emails. The agent can also answer French emails, but the spoken French is
very limited.

This agent has the following attributes:

o Language.English
o Language.French
o Channel.Email
> Channel.voice

The agent has the [Language.French, Channel.voice] permutation for work. The Service
Exclusion allows customers to remove unwanted permutations.

» Derived Service Excluded: You can set different Service Excluded values for different
categories for a resource. While selecting a resource for a work request, Work Assignment
considers the combinations of these Service Excluded values for different categories for the
particular resource.

You can configure the default system property through Avaya Control Manager. You can also add
or remove categories from the property.

You can also configure Service Excluded for individual resources through Avaya Control Manager.
You must configure Service Exclusion in the Properties tab of the selected resources.

Query Resources
Using the Query Resources feature, you can obtain a list of qualified resources based on a specific

attribute set. However, you cannot use the list to assign work to resources, because Work
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Assignment does not consider the availability of resources while compiling the list. Also, Work
Assignment does not reserve the resources that match the query.

The Query Resources feature returns a list of the first 50 resources that match the query. You can
sort the list of resources based on Availability, Proficiency, or Least Occupancy. Work Assignment
does not include the resources that are excluded from service.

Cancel request

When you send a work request to Work Assignment, Work Assignment processes the request and
offers you the most suitable resources based on your work request. You can cancel a work request
waiting in the queue by using the Cancel option. When Work Assignment sends you an offer, Work
Assignment keeps the resources reserved for you for 120 seconds. If you do not accept the offer
within 120 seconds, Work Assignment automatically cancels the offer and makes the resources
available for other requests.

Reject

When the provided resource is no longer to be used and you need a new resource, you can reject
the provided resource by using the Reject option.

You must use this option in any of the following cases:

» The provided resource is invalid or unreachable
* You need a different alternative resource.

Proficiency Range

Agents in a system can be configured based on their proficiency levels for different services, so
that a customer can request a matching agent with a particular range of proficiency. A proficiency
level can have any numeric value between 1 to 16. The proficiency level with a value of 1 specifies
the most skilled and most competent agent and the proficiency level with a value of 16 specifies
the least skilled and least competent agent.

You can define the proficiency of an agent in an attribute set. For a particular agent, there can be
multiple valid attribute set combinations. You can configure proficiency for all or few of the valid
attribute set combinations. If an attribute set is not set to a specific proficiency, it gets the value
from the default value from agent level or system level.

While requesting a resource, clients can specify a proficiency range in the request. The proficiency
range contains minimum proficiency and maximum proficiency values, where the numeric value of
the minimum proficiency must be greater than or equal to the numeric value of the maximum
proficiency. These numeric values must be between 1 and 16. For example, if the maximum
proficiency value is 6, then the minimum proficiency value can be any number between 6 and 16.

When a client specifies a proficiency range in a request, Work Assignment selects the agent
matching to the specified proficiency range. If no agent is available in the specified proficiency
range, Work Assignment selects an agent outside of the specified proficiency range.

Aux Gaming Prevention

Agents in a system might avoid work by changing their state from Ready to Not Ready to Ready.
To prevent this, Work Assignment provides the Aux Gaming Prevention feature. This feature must
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Avaya Workspaces for Avaya Oceana® architecture

be implemented only by updating the idle timestamp of the agents when the agents complete their
work and are completely idle.

Avaya Workspaces for Avaya Oceana® architecture

The following is the architecture diagram of Avaya Workspaces for Avaya Oceana®:

Figure 2: Architecture
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Avaya Workspaces uses Unified Agent Controller Snap-in, Unified Collaboration Model Snap-in,
and backend services for email, chat, and other services.

Avaya Workspaces for Avaya Oceana® components

Avaya Workspaces consists of the following components:

¢ Avaya Workspaces client: The Avaya Workspaces web application with features to help
agents and supervisors perform their day-to-day activities.

» Avaya Workspaces Client Software Developer Kit (SDK): An SDK used by Avaya
Workspaces to deliver features.

« Unified Agent Controller Snap-in: An Avaya Breeze® platform snap-in that unifies all
services in Avaya Oceana® to a central integration point for the SDK.
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Avaya Analytics™ for Avaya Oceana® architecture

The following diagram depicts the architecture for the deployment of a typical Avaya Analytics™
reporting solution with High Availability (HA) deployment options:
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In Avaya Analytics™, the operational report database gets deployed automatically with a primary
and standby instance. Avaya Analytics™ measures processors are deployed as a primary or
standby pair and the streams services are deployed with a replica count of two on the cluster
facilitating load balancing and high availability. You can enable Avaya Analytics™ high availability
before deploying the solution. The streams services provide producers and measures to Avaya
Workspaces for use in real-time reporting dashboards.

The following diagram depicts the architecture for the deployment of a typical Avaya Analytics™
reporting solution with non-HA deployment options:
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Avaya Analytics™ provides non-HA support for agent footprints with 100, 500, and 1000 agents
that you can use in lab and production environments. Non-HA deployments reduces the number of
physical servers required to 1 server and eliminates the vSphere Enterprise Plus license
requirement because DRS is no longer required. Non-HA deployments also reduces the footprint
because only one instance of each application pod is deployed.
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Avaya Analytics™ for Avaya Oceana® components

Avaya Analytics™ for Avaya Oceana® components

Avaya Analytics™ consists of the following components:

Avaya Common Services: Avaya Analytics™ is deployed as a product on Avaya Common
Services (Common Services). Common Services uses container technology to simplify
deployment, configuration, and upgrades. Common Services uses Docker to build and run
application containers within a data center.

Avaya Analytics™ Historical Reporting: An intuitive web-based reporting application that
provides historical reporting. With this interface, you can visualize the performance of the
contact center over a specified reporting time. The interface provides enhanced user
experience for report creation. For more information, see the Avaya Analytics™ overview
section in this document.

Avaya Analytics™ Real Time Reporting: Dynamic dashboards in Avaya Workspaces for
Avaya Oceana® that sisplays real-time up-to-date contact center performance statistics.

A terminal tool that you can use to configure post installation settings, troubleshoot common
issues, and check system health.
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Chapter 4 : Interoperability

Components

The following tables provide a brief description of the components essential for the successful
deployment of Avaya Oceana®. For more information about deployment, see Deploying Avaya

Oceana® and Deploying Avaya Analytics™ for Avaya Oceana®.

®

Table 1: Core components

e I
Component Role
Avaya Oceana® Provides enterprises the capability to seamlessly handle Voice, Web
and Mobile Chat, Web Voice/Video, Email, Simple Messaging, Social
Media, and Messaging channels using a single intelligent attribute-
based call routing through a unified Agent Desktop.
Avaya Workspaces Acts as an Out of Box Agent and Supervisor desktop application. It
supports all features and controls necessary for agents to manage
their contact availability states.
Avaya Analytics™ Provides next-generation reporting and analytics designed to provide
deep and broad insights across the solution.
Avaya Control Manager Acts as a central management portal for administering of Agents,
Users, Work Assignment Attributes, Hunt groups, Skills, VDNs, and
Tenants.
Avaya Breeze® platform Provides the platform for deploying the Avaya Breeze® platform
components.
& J
Table 2: Avaya Aura® Core
f I
Component Role
Avaya Aura® Acts as a telephony application that connects to private and public telephone
Communication networks, Ethernet LANs, and the Internet. Communication Manager organizes and
Manager routes voice, data, image, and video transmissions.
Avaya Aura® System Acts as a central management system that provides a set of shared management
Manager services and software management solutions to support deployments, migrations,
upgrades, and updates to the suite of Avaya Aura® applications.
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4 I
Component Role
Avaya Aura® Session Acts as a SIP routing tool that integrates all SIP devices across the enterprise network.
Manager
To simplify the existing communication infrastructure, Session Manager combines the
existing communication infrastructure by combining existing PBXs and other
communications systems, regardless of the vendor, into a cohesive, centrally
managed, SIP-based communications network.
Avaya Aura® call Forms the core part of the solution and provides voice capabilities for Avaya Oceana®.
Center Elite Avaya Oceana® leverages Elite features such as RONA, Observe, and Calendaring.
Avaya Aura® Leverages the capabilities of Communication Manager and provides an enhanced set
Application Enablement of Application Programming Interfaces, protocols, and web services to corporate
Services application developers, third-party independent software vendors, and system
integrators.
Avaya Experience Provides many services that can be installed on single or multiple servers. Each of
Platform™ (Public these services is defined as a server role. For example, Contact Database, Framework
Cloud Workforce Applications, and Avaya Contact Recorder server role.
Engagement)
Avaya Workforce Works with Avaya Oceana® to provide call recording features of Avaya Workforce
Engagement Select Engagement Select.
- J
Table 3: Clusters
4 N
Component Role
Avaya Oceana® Cluster 1
Unified Collaboration Stores the configuration information entered in Avaya Control Manager and makes
Administration this information available to the other multicenter applications as required. The
configuration information used by Unified Collaboration Administration consists
primarily of the resources, that is, agents, and is managed by Avaya Oceana®.
Unified Collaboration Acts as a central point of normalized resource and work state in Avaya Oceana®.
Model Work refers to interactions such as inbound voice calls and web chats.
Call Server Connector Acts as an interface between Communication Manager and the Avaya Oceana®
application tier. It maintains the state of Unified Collaboration Model for all agents
and stations registered on Communication Manager.
Avaya Work Assignment Acts as an enterprise-wide Matching Engine for Avaya Oceana®. It matches the
request with the most suitable resource available.
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4 I
Component Role
Avaya Context Store Acts as a Memory Data Grid that can store contextual information provided by the
customer’s Enterprise Applications. These applications route data and historical data
to be shared between Experience Portal, Engagement Designer, Work Assignment,
and the multimedia Snap-Ins such as chat and email. These components also
display customer data to Agents and show historical Journey information.
Avaya Engagement Acts as the business workflow execution engine of Avaya Oceana®. All interaction
Designer types, such as voice, email, and chat, start an Engagement Designer workflow.
Avaya Oceana® Cluster 2
Unified Agent Controller Acts as a server-side component that manages the connections to the individual
agent desktops. It has access to agent configuration that is made available to the
Unified Agent Controller component.
Avaya Mobile Integrates the Web Voice/Web Video capability provided by Avaya Aura® Web
Communications Gateway into Avaya Oceana®. Avaya Mobile Communications supports attribute-
based routing of WebRTC calls made through customer mobile and web
applications.
Avaya BotConnector Acts as an interface for the automation of short messages from a chat provider by
Snap-in acting as a proxy to the API of the Avaya Automated Chat server.
Avaya Oceana® Cluster 3
Omnichannel Provider Provides the option to add additional media to an established interaction. It includes
Email, Chat, SMS, Social Media, Messaging, and Outbound.
Avaya Oceana® Cluster 4
Avaya Co-Browsing Provides web collaboration between two users. Customers and agents can then
Snap-in jointly browse web pages and complete web forms.
Avaya Oceana® Cluster 5
Avaya CRMGateway Provides a normalized access layer between Avaya Oceana® and Customer
Snap-in Relationship Management (CRM) systems of customers.
\ J
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Table 4: Voice Self Service

' N\
Component Role
Avaya Experience Portal Provides the front-end self-service application for the segment of Avaya Oceana®

incoming calls.

Orchestration Designer Creates applications for Avaya Experience Portal.
Avaya Proactive Provides the Outbound voice capability to Avaya Oceana®.
Outreach Manager
. J

Table 5: WebRTC Components

4 ™
Component Role
Avaya Aura® Acts as a WebRTC Signaling Gateway.

Web Gateway

Avaya Aura® Used for WebRTC Agent registration.
Device

Services

Avaya Aura® Used for WebRTC media.

Media Server
Performs all multimedia processing using the software. Media Server works with media

gateways to provide a streamlined voice and data network throughout the enterprise.
& J

Accessing the Compatibility Matrix

About this task

The Compatibility Matrix provides compatibility information for the Avaya products that are
supported with the various releases of Avaya Oceana®.

Procedure

1. Access the Compatibility Matrix page at https://support.avaya.com/CompatibilityMatrix/
Index.aspx.

2. From the list of products, select Oceana® Solution.
Select the release number applicable to your solution.

When the page refreshes, scroll to the bottom of the page and select the appropriate
release from the Release menu.

The Compatibility Matrix lists the compatible Avaya products and their versions.

March 2026 Avaya Oceana® Solution Description 36

Comments on this document?


https://onecare.avaya.com/customercare/en/documentation/feedback?formId=1399859460448&p1=S3&p2=Avaya%20Oceana%C2%AE%20Solution%20Description&p3=3.10.0.1
https://support.avaya.com/CompatibilityMatrix/Index.aspx

Chapter 5 : Features

Avaya Oceana® features

Attribute-based routing

Avaya Oceana® provides attribute-based work and resource matching capabilities. Using
Attributes, you can select the available resources and assign them to work or choose the waiting
work and assign it to available resources. When selecting a resource to be assigned to incoming
work, the resource must have the desired attributes specified in the work request. When selecting
a waiting work request for a newly available resource, the work request must have attributes that

match those from one unified pool of resources. In Avaya Oceana®, you must use Engagement
Designer to create workflows that describe and run business processes used in your enterprise. A
workflow defines a series of connected tasks required to complete a business process.

You must add your custom attribute to ensure that Work Assignment assigns appropriate resources
to your chat requests during the testing. Work Assignment maintains all resources across the
enterprise in a single pool and assigns work using a single universal matching engine and
attributes-driven routing.

Work Assignment is deployed and configured as a snap-in on the Avaya Breeze® platform. Avaya
Control Manager provides the administration user interface for Work Assignment, and Engagement
Designer provides the overall flow logic. However, the use of Engagement Designer is optional. To
provide a flow logic for Work Assignment, you can use a tool of your choice.

Work Assignment offers the following functionality:

» Match resources to incoming requests based on attributes.

» Match work to one resource at a time to find the most suitable resource for the requested
work.

» Match work to several homogenous resources, as specified in the work request.
» Match work to a group of heterogeneous resources.

» Match work to a resource in a work surplus situation.

* Reject a resource.

* Retrieve metrics associated with a set of attributes.

» Configure agents with different proficiency levels.

» Prevent agents from avoiding work.

Authorized access to Avaya Oceana® transcripts

In Avaya Oceana®, Omnichannel supports authentication and authorization for all the internal APIs
that are used by various applications within the solution to access the conversation data. Only
authenticated clients can access all previous Chat, SMS, Social, Messaging, and Email transcripts,
including attachments.

To have authorized access to Oceana transcripts, you must configure the Authorization Service
address and Tokenless access fields in System Manager. Avaya Workspaces users can use these
tokens to access Oceana transcripts.
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Avaya Aura® Web Gateway support

Avaya Aura® web Gateway support

Avaya Oceana® supports Avaya Aura® Web Gateway for Web Voice and Web Video calls. The
Avaya Aura® Web Gateway server acts as a gateway to Avaya Aura® clients and applications
utilizing WebRTC signaling and media. In Avaya Oceana® deployment, you can deploy the Avaya
Aura® Web Gateway through VMware.

Avaya Workforce Engagement Select integration

Avaya Workforce Engagement Select integrates with Avaya Oceana® so that Avaya Workspaces
supervisors or agents can access the call recording features of Avaya Workforce Engagement
Select.

For information about how to deploy Avaya Workforce Engagement Select and integrate it with

Avaya Oceana®, see Deploying Avaya Workforce Engagement Select with Avaya Aura®

Communication Manager and Avaya Oceana®, available from the Avaya Support website at https://
support.avaya.com.

Callback Assist

Avaya Oceana® provides callback functionality. If Avaya Oceana® does not find an available agent
during a voice call, the caller is presented with the option to leave a voicemail or request a
callback. If the caller selects the callback option, the caller is dropped from the call, and Callback
Assist makes a new media-less call to Avaya Oceana® for routing to a suitable agent. After the
agent answers the call, the customer is dialed and connected to the agent.

Callback Assist integrates with Avaya Oceana® at the callback state. Instead of bridging Callback
Assist and Experience Portal into the call throughout, Callback Assist integration occurs within the
Treatment vector.

Calls are initially front-ended and then transferred to Call Center Elite for assisted service. If no
agent is available, calls are given advanced wait treatment using Communication Manager
vectoring. Callers are periodically presented with the option to leave a voicemail or request a
callback. After a caller selects the callback option, the call is routed to Callback Assist, where
Immediate or Scheduled callback options are selected, and the call is dropped.

For the Immediate callback option, Callback Assist makes a new media-less call to Avaya

Oceana® for routing to a suitable agent. After the agent answers the call, Callback Assist dials the
customer number and connects the call to an agent.

The callback call from Callback Assist must not receive any media treatment while awaiting an
agent. If media is accidentally provided, it establishes a SIP dialog, and Callback Assist treats this
as an agent answer. Therefore, you must configure a No Media treatment vector. The No Media
treatment VDN is used when the incoming call is a callback, instead of to a regular customer call.

From the agent and customer, the first party whom Callback Assist must call depends on an install-
time option that cannot be changed through configuration. You can change this option only through
an upgrade.

Callback Assist currently supports PSTN Voice but does not support Web Voice and Web Video.

The following diagram depicts the Callback Assist flow:
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For mare information about how to configure Avaya Oceana® and Callback Assist integration, see

Deploying Avaya Oceana®, available from the Avaya Support website at https:/
support.avaya.com.

Centralized logging

Avaya Oceana® supports the centralized logging feature. With this feature, you can view the logs
for all services of Avaya Oceana® clusters through a centralized interface. The centralized logging

feature is especially useful for a large Avaya Oceana®, where collecting large log data is complex
and affects network utilization.

Channel exclusivity

Avaya Oceana® supports the Channel exclusivity feature, which supports the following:

» Assign work to agents on another channel when the business requires. For example, when

voice agents are busy, Avaya Oceana® can assign voice interactions to the available chat
agents.

» Dedicate agents exclusively to a channel interaction.

The Channel exclusivity feature applies to agents and supervisors for all channels.

Data access groups

Avaya Oceana® provides a data access control mechanism for agents and supervisors. Data
access groups, also known as data partitioning, are created in Avaya Control Manager and
assigned to agents to control the data they can see in Avaya Workspaces.
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Data redundancy and disaster recovery

You can create groups and assign relevant entities to the groups to control data access across
agents. You can create customer-defined data groups to restrict the data that agents can see in
Avaya Workspaces when handling contacts. You can restrict agents from accessing data irrelevant
to their group or business unit.

You can assign the following Avaya Oceana managed entities to a group:

» Work codes

» Disposition codes

» User codes

» Defer codes

» Transfer services

e Screenpops

* Email template groups
* Outgoing mailboxes

An agent can access only the assigned entities of a group. You can create up to 100 groups in
Avaya Control Manager and assign up to 5 groups to a user. Users can access all the data in the
system if:

* No groups are assigned to them.

» Groups assigned to them do not select a given entity type. For example, if a user is
assigned to groups containing work codes and user codes, the user can access only the
assigned work codes and user codes. Alternatively, the user can access all the disposition
codes available in the system.

You can also edit and delete a group. While changes to groups are reflected immediately to agents
logged into Avaya Workspaces, deleting a parent group deletes the child groups.

~ "\

© Note:

» Groups are added with the Avaya Control Manager location because locations are
the virtual objects that form the core entity of the Avaya Control Manager
environment.

» Data partitioning is not supported for rejection codes. There is no group
management mechanism to enable different agents to see rejection codes.

Data redundancy and disaster recovery

Avaya Oceana® disaster recovery provides a planned approach to re-establish a critical service at
a secondary data center when a complete outage occurs at the primary data center.

Avaya Oceana® supports disaster recovery in two failure modes:

» Unplanned complete data center outage
» Planned complete data center outage

Avaya Oceana® disaster recovery solution ensures that the servers on the remote geographic site
maintain a near real-time local copy of the active configuration databases and server configuration
on the main site. During a complete outage of the main data center, a customer can carry out a

sequence of manual steps at the standby site to restore the Avaya Oceana® Contact Center
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service. The secondary site contains an up-to-date copy of the required administration and
reporting data so that when the solution is restarted, the customer can continue the business.

The Avaya Oceana® and Avaya Analytics™ Disaster Recovery document provides information on

how to configure a geographically redundant Avaya Oceana® so that when a primary data center
outage occurs, the redundant site can be made operational. The secondary site has an updated
copy of the required administration and reporting data so that the operations are not affected.

The following diagram depicts the high-level architecture of Avaya Oceana® disaster recovery:

Data Center 1 :

Omnichannel
Database™ '

Data Center 2 :

SIP Trunks
Omnichannel
Database

Cluster 2

5 E
LYR 3 |

E Cluster 3

| Oceana 2

Customer OSA
Journey EDM

L sel VAN
[ uac | ._e{ LYR 3 @ ‘ =

Customer
Journey EDM

Analytics DB

Data Y
Replication 1

* Data Center 1 can also have two Omnichannel Databases if you configure it for High Availability.

© Note:

The primary data center is referred to as Data Center 1 and the secondary data center as
Data Center 2.

The following components support data replication:

« Configuration data stored in Unified Collaboration Administration (UCA) including users,
accounts, work assignment attributes, and attribute assignments

¢ Configuration data stored in the Omnichannel database

e Customer journey data in Avaya Context Store Snap-in

« Avaya Control Manager data stored in the SQL server database
¢ Avaya Analytics™ reporting data

During a total outage of the main site, the administrator follows a manual procedure to start both
Avaya Oceana® or Avaya Analytics™ on the remote geographic site. Using the instance of Avaya
Oceana® at one site and the instance of Avaya Analytics™ at the other site is not supported.
Avaya Oceana® and Avaya Analytics™ must be running on the same site.
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Defer email

Defer email
Agent

Avaya Oceana® provides the defer email feature for agents. With this feature, an agent can defer
sending emails for a specified number of hours.

Supervisor

Avaya Oceana® provides the defer email feature for supervisors. With this feature, a supervisor
can manage and defer sending emails if the agent is unavailable.

A supervisor can:

» Take ownership of the deferred email, complete the email, and send it to the customer.
» View the list of emails deferred by the agents in the team.
» Transfer the deferred email to another service.

Avaya Analytics™ reports on the count of deferred emails in both real-time and historical reports.

Deployment modes

The Avaya Oceana® solution includes Avaya Oceana® and Avaya Analytics™ and supports the
on-premises deployment option.

* Avaya Oceana® can continue to be deployed on customer premises, as with previous

releases of Avaya Oceana®.

» Avaya Oceana® supports deployment of the Avaya Oceana® and Avaya Analytics™
components in the customer-sourced Amazon cloud environment. These are connected to
the Avaya Aura® stack and the Avaya Aura® Call Center Elite voice solution, which can be
deployed on the customer premises.

e Customers can buy Avaya Oceana® as perpetual or on subscription, and choose to deploy

the solution on-premises.

Export and import of multiple workflows

Avaya Oceana® provides an option to export and import multiple workflows. To move workflows
from one server to another server, you can select multiple workflows, export them to a file, and
import them back to another server.

External transcript access

Avaya Oceana® supports pushing transcripts to a defined customer location. With this feature,
customers can access email and messaging transcripts after a contact is closed.

For messaging transcripts such as Chat, SMS, Social Media, and Messaging, Avaya Oceana®

provides a filtering service to remove sensitive data, such as credit card details, before they are
persisted in the database.

You can download the sample client and documentation from the DevConnect portal at https://
www.avaya.com/devconnect.com.
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High availability and cache mirroring

Avaya Oceana® provides the Campus High Availability (HA) functionality. Using this functionality,

Avaya Oceana® can automatically recover from a single point of failure.

/~ \

© Note:

In this chapter, the terms virtual machine and node refer to a virtual server that hosts the
Avaya Breeze® platform.

This functionality provides mitigation for the following failure scenarios:

+ Asingle Avaya Oceana® process outage at a time
¢ Asingle virtual machine outage at a time

« Asingle physical server outage at a time

» Asingle network link outage at a time

The advantages of Avaya Oceana® HA are:

¢ Processes new contacts after the outage.
¢ Agents and supervisors can operate after the outage.

The following table lists the concepts used in Avaya Oceana® HA:

Table 6: High availability concepts

4 )
Concept Description
Failure Event Specifies one of the following single failure scenarios:

« Failure of a single process

« Failure of a single virtual machine

« Failure of a single physical server

* Failure of both the network links to a virtual machine

« Failure of all the network links to a single physical server
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Concept Description

~

Network Failure Specifies one of the following network failures:

« Failure of all network links to a virtual machine.

For example, the failure of a virtual network adaptor on a virtual machine

isolates the virtual machine from the network.

« Failure of all network links to a single physical server.

For example, the failure of all network adaptors on a physical server isolates
the physical server from the network.

Avaya Oceana® does not detect the network latency directly. The Avaya Breeze®

platform detects severe network issues and triggers a virtual machine or process
failover. When a network failure isolates a virtual machine or a physical server,
manual intervention is required before the virtual machine, or physical server can
reconnect to the network.

When a network failure isolates a virtual machine or a physical server from the

network, Avaya Oceana® identifies and shuts down WAS and GigaSpaces on the
isolated virtual machine or physical server.

Process Failure Specifies the failure of a single process in Avaya Oceana™.

®

For example, the failure of the WebSphere Application Server process or a
GigaSpaces PU instance.

-

Server Failure Specifies the failure of a single virtual machine or a single physical server. This failure

implies that all process instances within the virtual machine or the physical server are

lost.

)

Avaya Oceana® supports a single failure event. Therefore, if two simultaneous failure events occur,

®

Avaya Oceana™ components cannot operate in HA mode.

Avaya Oceana® supports HA in the following failure scenarios:

Network failure on the physical server hosting the Avaya Oceana® Cluster 3 - Avaya
Breeze® platform node (Active Load Balancer) and Active Omnichannel Database.

Power failure on the physical server hosting the Avaya Oceana® Cluster 3 - Avaya Breeze
platform node (Active Load Balancer) and Active Omnichannel Database.

Network failure on the physical server hosting the Avaya Oceana® Cluster 2 - Avaya
Breeze® platform node (Active Load Balancer).

Power failure on the physical server hosting the Avaya Oceana® Cluster 2 - Avaya Breeze
platform node (Active Load Balancer).

Network failure on the physical server hosting the Avaya Oceana® Cluster 1 - Avaya

Breeze® platform node (Active Load Balancer and Database), Active Application
Enablement Services, and Active Communication Manager.

®

®
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» Power failure on the physical server hosting the Avaya Oceana® Cluster 1 - Avaya Breeze®

platform node (Active Load Balancer and Database), Active Application Enablement
Services, and Active Communication Manager.

Campus High Availability

Avaya Oceana® offers Campus High Availability (HA) from a single failure event. The main features
of Campus HA are:

» Capacity is maintained for a single failure in the system.

« Service availability of new contacts arriving into Avaya Oceana®. Service to existing contacts
in progress can be affected depending on the failure.

» Coverage for system outage scenarios. Note that some network outage scenarios do not
provide HA.

» Leveraging Avaya Control Manager HA and Avaya Analytics™ HA capabilities. Deployment of
HA for Avaya Control Manager and Avaya Analytics™ 3.x is optional, the architecture for
Avaya Analytics™ 3.x provides HA by default.

© Note:

If an Avaya Breeze® platform node fails, you must schedule a maintenance window to
reboot the affected cluster after recovering the failed node.

Cache Mirroring

Avaya Oceana® provides Cache Mirroring configuration for a reliable infrastructure. You can keep
active and standby multichannel Database servers in one data center and the backup multichannel
Database server in another data center.

Omnichannel Database utilizes the Cache mirroring feature for Campus HA. A mirror can provide
HA through automatic failover where a failure of the Cache instance causes the other instance to
take over automatically.

All Omnichannel Database clients connect to the active mirror through a Virtual IP address, which
is always bound to an interface on the currently active database.

When you configure Omnichannel Database, you can do data mirroring with one of the following:

+ HA active and standby Omnichannel Database servers within one Avaya Oceana® site (Data
Center 1) with automatic failover

In this configuration, you do not have a geo-redundant backup.

» Active Omnichannel Database server in Data Center 1 and Geo backup Omnichannel
Database server in the geo-redundant site (Data Center 2) with no automatic failover

» HA active and standby Omnichannel Database servers within Data Center 1 with automatic
failover and Geo backup Omnichannel Database server in Data Center 2 with no automatic
failover

In Omnichannel Database HA, Omnichannel Database:

» Records the transcripts of Chat, Email, SMS, Messaging, and Social sessions for Customer
History at the end of the interaction.
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» Requires its deployment in an active-standby configuration on separate physical servers in the
same subnet with a Round Trip Time (RTT) less than 120ms.

» Automatically switches over to the standby server during an outage or lack of communication
from the active server. After the switchover, the standby server becomes the active server.

Data on the standby server remains updated in real-time.

Integration of Avaya Workforce Engagement Select with Avaya Oceana®

Avaya Workforce Engagement Select integrates with Avaya Oceana® so that Avaya Workspaces
supervisors or agents can access the call recording features of Avaya Workforce Engagement
Select.

Avaya Workspaces displays Avaya Workforce Engagement Select widgets to provide controls to
playback, start, pause, and resume recording an in-progress interaction. The integration also
provides features such as multichannel recording, live monitoring, quality management, and
performance management.

Integration of Watson adapter for custom chatbot

Watson Adaptor is an adaptor plug-in deployed with the BotConnector. The Watson integration
feature provides improved integration with Oceana Chat for custom chatbot functionality and
provides the following:

» The Watson adaptor to customize the virtual Agent sender name for all chatbot messages.
 Ability to reconnect to the existing chat session after a page refresh or navigation.
» Enables a chat session to continue as a consumer navigates the customer website.

» Ability to disable default escalation methods such as Timeout and Max Messages. This
gives the Watson adaptor full control during escalation.

To achieve integration, you can extend the existing APIs and deploying a custom chatbot adaptor
with Oceana. There is no out-of-the-box functionality delivered with this feature. Custom
development on the chatbot adaptor and chat client is required to integrate the chatbot.

The API extension provides the ability to pass custom data between the chatbot adaptor and
customer chat client, enabling the development of custom chatbot features such as menu-driven
chat. Custom data are provided to the desktop client after escalation and are available for custom
widgets.

Customer Journey and visualization

Avaya Oceana® maps customer journey across various self-service and assisted service channels
by storing related data. Agents and supervisors can use Avaya Workspaces to view a visual
representation of a customer’s interactions. Every point in the customer journey is visualized by an
interaction with a channel, such as Voice, Video, Email, SMS, Chat, Social Media, or Messaging.
Data on the agent desktop also includes a 360-degree view of the customer journey across all

channels to facilitate informed decisions.

The journey data of Context Store, when stored in the Journey PU, can be used to produce a
visualization of a Customer’s journey. The Journey PU stores the data required to build Customer
Journey View in Avaya Workspaces. The details displayed as part of the customer journey include:

» Journey start time
» Journey end time
» Journey interaction point
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« Number of interactions

Avaya Oceana® supports viewing Customer Journey in Avaya Workspaces by topic. A topic is an
identifier that you can use to correlate intent across multiple channels. For example, a customer
inquiry about an insurance claim can cross multiple media channels. Topics can unify those
interactions in the customer journey. If no topic value exists when a contact is created, a default
value is provided. The default value is a combination of the Language and Service attributes, which
demonstrates how to link cross-channel interactions that arrive at a topic. The default value can be
provided if Language and Service attribute values exist.

Avaya Workspaces provides a graphical representation of the end-to-end journey of the customer
in the following views:

» Default view: Displays one interaction with respect to work request.

Drill-down view: Displays detailed information for the selected journey element, including all
status changes. All relevant data and links are presented in this view. The most recent
information is displayed at the top of the vertical timeline.

» Topic view: Displays a filtered view of all the journey elements associated with the selected
topic.

» Account View: Displays a filtered view of all journey elements associated with the selected
account.

Avaya Oceana® also supports the Customer Journey feature for Outbound contacts. You must add
the Customer Journey widget for Outbound agents so that they can view Customer Journey in
Avaya Workspaces.

Oceana Customer Management Tool

Avaya Oceana® supports Oceana Customer Management Tool (OCMT), an application to
manually add customer data. You can also use this application to import customer data from an

external source into Avaya Oceana®. In a single import, OCMT limits you to import data of 20000

customers in Avaya Oceana®. However, you can import new sets of customers by repeatedly using
OCMT. You can open OCMT using the Avaya Control Manager web interface.

Avaya CRMGateway snap-in support to link CRM details to Omnistore

Avaya Oceana® supports the Avaya CRMGateway snap-in, which enables Avaya Oceana® to

communicate with third-party Customer Relationship Management (CRM) systems. Customers can
use Avaya CRMGateway SDK to develop adapters to fetch customer data from a customer's CRM.
The Avaya CRMGateway snap-in is required in Avaya Oceana® to facilitate the customer use-case

functionality, where customer records are too large for importing to the Omnistore database, the

Avaya Oceana® customer database.

With Avaya CRMGateway snap-in, you can continue to manage the customer details primarily in
the external CRM. You can then configure the Omnistore database to retrieve customer history and

customer journey data stored within Avaya Oceana® for the customer.

When Avaya Oceana® is integrated through the CRM Gateway to any third party CRM using
custom software, the following customer details can be retrieved from the CRM for a single unique
customer:

¢ First and last name
e Address
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e ZIP code

« CRMID

e AccountlD

* One custom field

These details are stored in Omnistore Database and displayed in the Customer Details widget in
Avaya Workspaces.

If multiple values of the above parameters are returned from the CRM, only the first value for each
parameter is added to the Omnistore database. The CRM matches a unique customer. If multiple
customer records are returned for a phone number or email address, the data returned is

discarded by Avaya Oceana® and is not added to the Omnistore database.

Using the Avaya CRMGateway snap-in, you can directly view the customer details from the CRM,
while doing a customer search on the CRM. The Avaya Customer Management snap-in fetches
data from the CRM and stores this data or a part of this data in the Omnistore database.

Messaging channel

Avaya Oceana® supports the Messaging channel. With this channel, a customer can use
WhatsApp, Twitter, Facebook Messenger, or a custom chat-like interface to engage with a contact
center agent over an extended period. The communication between the customer and agent does
not require live availability of either of them.

Multichannel support

Avaya Oceana® provides multichannel support that extends across all digital channels and devices
to improve customer and agent experience. Agents get a seamless and consistent experience
across these channels of interactions to implement a complete actionable customer journey. The

Avaya Oceana® supported channels are:
Voice

A customer service channel where customers request support through voice. This includes PSTN

Voice and Web Voice. In Avaya Oceana®, voice capabilities are delivered through a Call Center
Elite voice feature known as Adjunct Route.

Voice calls are routed to Avaya Oceana® agents. Routing of voice contacts can be split between

standard Call Center Elite skill-based routing and Avaya Oceana® attribute-based routing as
follows:

Calls handled by skills-based routing queues to the existing Call Center Elite skills.

» Call Center Elite agents handling skills-based calls use their existing telephones, such as
Avaya 9600 Series IP Deskphones and existing desktop, such as Avaya one-X® Agent, Avaya
IC client, and Avaya Aura® Call Center Elite Multichannel desktop.

» Call Center Elite supervisors use Avaya Call Management System for real-time and historical
reports.

Calls handled by Avaya Oceana® attribute-based routing goes to a Call Center Elite Call Vector for
Avaya Oceana® calls.

» Call Vector provides wait treatment.
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» Call Vector makes an Adjunct Route request to Avaya Oceana®, which responds with a Direct
Agent ID. This means Oceana® selects the best agent based on caller context and need and
the vector routes to that agent.

* Avaya Oceana® agents handling attribute-based calls use Avaya Workspaces for call control
and their existing telephone, such as Avaya 9600 Series IP Deskphones, to receive the audio.

» Add agent initiated co-browse to an existing voice session — when in a voice call with a
customer, the agent can opt to start a co-browse session with that customer.

* Avaya Oceana® supervisors use Avaya Analytics™ for real-time and historical reports.
Chat

A customer service channel that supports chat communication embedded within a website or a
mobile application. Avaya Oceana® supports end-to-end webchat. This channel can include
BotConnector for automation that requires an additional Avaya Automated Chat Service
subscription, or you can use third-party Chat engines. BotConnector enables customers to address
repeat or simple engagements with an automated response. Customers using this option can see
increased efficiency in their contact center operations by allowing some interactions to be handled
without agent involvement. Customers must write their adapters to use third-party Chat engines.

Chat messages are routed to Avaya Oceana® agents.
Email

A customer service channel where customers request support through emails sent by the

company. Avaya Oceana® email capabilities offer replies that can be sent directly to the customer

through auto-acknowledgments or delivered to agents as suggested responses for their review
before sending. Avaya Workspaces presents users with basic email functionality to enable easy

responses to customer emails. Avaya Oceana® supports POP3 and IMAP for email retrieval.

Emails are routed to Avaya Oceana® agents.

- ~N
© Important:

Short Pointless Annoying Messages (SPAM) are unsolicited, indiscriminate, or junk
emails. You must install and actively manage a SPAM filter to remove SPAM messages
from all contact center mailboxes. If you do not filter unsolicited bulk SPAM messages in

Avaya Oceana®, they can impact the performance or can cause damage to your contact
center solution. Do not use the Avaya Oceana® Email Service as a SPAM filtering tool.

Avaya Oceana® Email Service does not support Email Source Routes. This email format is

outdated. Configure Avaya Oceana® Email Service to treat the Source Routes emails as SPAM
messages. Do not address the Source Routes emails to the mailboxes monitored by Avaya

Oceana® Email Service.

SMS

A distinct interaction type in Avaya Oceana®. SMS messages fall between chat and email in terms
of urgency. SMS messages are handled through chat UX. From a reporting perspective, SMS is
treated as a channel.
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SMSs are routed to Avaya Oceana® agents. This can include BotConnector before routing to the
agent.

To support SMS, Avaya provides the following option:

» SMSVendorSnapin: To test SMS functionality without using a physical handset.
SMSVendorSnapin uses the same REST messages that any third-party uses. It does not use
live SMS traffic. It simulates sending new messages to the Contact Center and logs the
responses instead of sending them to customer numbers.

Social Media

A customer service channel where customers can route, report, and present social interactions to
agents using Avaya Workspaces. Integration with Avaya Messaging Automation connects various
social media platforms, such as Facebook and Twitter.

Social messages are routed to Avaya Oceana® agents. This can include BotConnector before
routing to the agent.

Messaging

A customer service channel that supports communication between the customer and agent over an
extended period through WhatsApp or a custom chat-like interface. The communication between
the customer and agent does not require live availability of either of them. Organizations can
enable Messaging in their applications for a customer to submit queries. After submitting the
gueries, the customer can close the application. The customer does not have to wait for an
immediate response. When an agent responds, the device notification alerts the customer about
the response from the agent. When the customer opens the application, the application shows the
conversation and enables the conversation to continue seamlessly.

Conversions done through the Messaging channel contain engagements over an extended period.
The full conversation remains visible to all participants. Messaging conversions are supported
through In-App Messaging, Facebook Messenger, Twitter DM, and WhatsApp.

The Messaging channel supports sharing of rich media content such as images, carousels, list
pickers, and location requests. Therefore, Avaya Workspaces includes a new and custom widget to
support rich media content.

Messaging interactions are routed to Avaya Oceana® agents.

Video

A customer service channel where customers request support through video. Avaya Oceana®

supports WebRTC video as an incoming channel for routing and agent selection. It enables
customers to contact the enterprise from a Chrome browser while browsing their website or from
within their smartphone iOS and Android applications. Note that other browsers are not supported
in this channel of interaction.

Currently, an agent configured to receive video can also support or enable to support a voice
channel (PSTN or WebRTC).

Video calls are routed to Avaya Oceana® agents.
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Oceana Data Viewer

Avaya Oceana® includes the Oceana Data Viewer service that acts as a debugging and

visualization tool for Avaya Oceana®. With this tool, you can view the Chat, Email, SMS, Social,
Messaging, and Generic contacts in Omnichannel Database.

Post Call Survey

Avaya Oceana® provides the Post Call Survey feature. With this feature, the caller can provide a
rating based on the interaction with the agent.

Using this feature, Avaya Oceana® can connect with an external survey application to solicit

feedback from a customer after the customer completes the call with an agent. This feature builds
on the VDN Return Destination feature of Communication Manager to first direct the calls to a
Survey Vector Directory Number (VDN) and then to an application such as Experience Portal.

When Communication Manager detects that the agent is dropped from a voice call, the customer is
kept connected and is directed to the configured survey application. However, calls that cancel in
coverage or callback must not connect to the survey application. Therefore, you must administer
Vector Return Destination (VRD).

Avaya Oceana® provides a sample Experience Portal application named OceanaSurvey. This
application is intended to demonstrate how to retrieve the following details from the customer:

* Account ID
» Agent ID of the agent who interacted with the contact
» Disposition of the contact

The caller is prompted for a rating from 0 to 9. This rating is stored in the customer’s journey along
with the other context from the call.

The following diagram depicts the Post Call Survey flow:
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Invokes Avaya Workspaces

When configuring this feature, you must correctly configure the Allow VDN Override parameter to
ensure that callers get the survey at the right instances. For example, you must not provide a
survey to a customer who has requested a callback without speaking to an agent.

VDN Override is a Communication Manager Call Center Elite feature that enables information of
the subsequent VDN where a call is routed instead of the information of the previously-active VDN.
If a VDN is configured with the Allow VDN Override parameter as no, it maintains ownership of the
call throughout the routing process. Therefore, when the agent receives the call, all call data is
transferred to this VDN.

The following configuration supplies a post-call survey to the caller in the following situations:

4 )
Survey
. Vector Comment
Applied
Yes Ingress > Routing Agent surplus
Yes Ingress > Treatment > Routing Call surplus
No Ingress > Treatment > Callback Caller requests callback
No Ingress > Treatment > Coverage Caller chooses to leave a voicemail
No Ingress > Fallback Routing error occurred or Avaya Oceana® out-
of-service
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' R
Survey
. Vector Comment
Applied
Yes Ingress > Routing > Transfer > Routing Call transfer, Agent surplus
Yes Ingress > Routing > Transfer > Treatment > Call transfer, Call surplus
Routing
No Ingress > Routing > Transfer > Treatment > Call transfer and then callback
Callback
No Ingress > Routing > Transfer > Treatment > Call transfer and then voicemail
Coverage
RONA not - At any point, RONA follows the above rules
shown
\_ J

You must configure the Allow VDN Override and Return Destination parameters for Avaya
Oceana® VDNs as follows:

(\IDN Allow VDN Override Return Destination )
Ingress Y Not Set
Treatment Y Not Set
NoMedia Y Not Set
Routing Y Set to Survey VDN
RONA Y Not Set
Transfer Y Not Set
Fallback N Not Set
Callback N Not Set
Coverage N Not Set
Survey N Not Set
- J
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Remote workers

© Note:

If a survey is not required, you must configure the Allow VDN Override parameters
according to this table. However, the Return Destination parameter on the Routing vector
can be omitted. With this configuration, customers can quickly enable or disable surveys
using a single setting.

For more information about how to configure Avaya Oceana® and Post Call Survey

integration, see Deploying Avaya Oceana®, available from the Avaya Support website at
https://support.avaya.com.

Remote workers

Avaya Oceana® supports the remote worker functionality for Web Voice and Multimedia channels.
With this functionality, remote agents or supervisors who are not located in the contact center
infrastructure can access Avaya Oceana® and Avaya Analytics™ applications and perform their
tasks.

Second Chance Interactive Voice Response

Avaya Oceana® provides the ability to traverse self-service a second time after an agent answers.
The agent does a single-step CTI transfer of the callback to Experience Portal Self-Service
Application, passing the context of the original call in the UUI. The logic of the application does not
detect the call as a brand new inbound call and reuses the context of the current call. The
application skips the Customer ID&V prompt and requests the routing service.

The Customer Management step is also omitted because the customer is already known. Any
adjustments to the routing service or any other customer context are made in Oceana Core Data
Service (OCDS) and the call is presented to a suitable agent. To tag this call, the application uses a
T identifier to distinguish it from regular inbound calls, and the workflow includes the bespoke logic
to cancel the original workflow based on this tag.

Second Chance IVR flow

The following diagram depicts the Second Chance IVR flow:
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Limitations of Second Chance IVR

The following are the limitations of the Second Chance IVR:

e Supports single-step transfer
e Supports PSTN Voice to a PSTN Voice agent

No support for Web Voice, Web Video, or PSTN Voice to a Browser-only agent.

* Requires Communication Manager and Application Enablement Services 7.1.3, 8.0, or later
version to ensure the retention of UUI data on a CTl-initiated single-step transfer

Channel identifiers and contact dispositions
Channel identifiers

The following table lists the valid channel identifiers in a context in the UUI:

4 )
Identifier Description
VO PSTN Voice
WV Web Voice
VI Video
. J

Contact dispositions

The following table lists the valid contact dispositions in a context in the UUI:
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Second Chance Call Center Elite IVR

4 )\
Disposition Description
N New call
E Escalation
C Callback
T Transferred call
\ J

Context format

The following is the format of a context in the UUI:

<20 or 22 digit context id>,<2 digit channel identifier>,<1 digit contact disposition>
For example, vémiViRqTWqQJEF8fpRyLA,VO,N.

In this example:

* v6miVjRgTWQQJEF8fpRYLA specifies the context ID.
» VO specifies the PSTN Voice channel.
* N specifies a new call.

Second Chance Call Center Elite IVR

In Call Center Elite IVR, when the call traverses the Self Service vector for the second time, the
vector overwrites </ength of customer id> and <length of menu selections> with new menu

selections. However, the rest of the Avaya Oceana® UUI data is not overwritten. The data looks
corrupt, but it is usable.

For example:
» First time entering the Self Service flow

UUI data (MenuSelections) = '12345623'
» First time leaving the Self Service flow

UUI data (MenuSelections) = '19115007601548851045,VO,N'
* Second time entering the Self Service flow

UUI data (MenuSelections) = '12345623601548851045,VO,N'
» Second time leaving the Self Service flow

UUI data (MenuSelections) = '19115007601548851045,VO,T'
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© Important:

For Second Chance Call Center Elite IVR, the Collected Digits must be parsed out to
ensure that none of the corrupt context are inadvertently stored. This logic parses out the
first 8 digits that are entered using DTMF and omits the rest. Depending on the length of
the account ID being used, and the number of menus in the IVR interview, 8 must be
adjusted upwards or downwards. For example, for a 4-digit account number, 8 must be
changedto 6 (4 +1 +1).

Second Chance Experience Portal IVR

In Experience Portal IVR, you must set the flag in UUI if this call is in IVR for the second time. You
must use the Update Context task instead of the Create Context task because the customer is
already known.

s N
© Important:

For Second Chance Call Center Elite IVR, the Context ID must be parsed out from the
incoming UUI data for later use in the Update Context task.

Agent matching

If the Specified Resource feature is specified at the IVR front-end, then ResourceMap and
ServiceMap are populated in the context. If this call is transferred back for Second Chance IVR,
the front-end overwrites the ServiceMap with the new values but leaves the ResourceMap
unchanged. Therefore, the Assisted Service workflow matches against the specified resource from
the original call.

If this is undesirable for a given customer, the ResourceMap must be explicitly removed from the
OCDS context. For example, in the Assisted Service flow or the front-end app, the default out-of-
the-box flow or app does not clear the ResourceMap.

SNMP alarming

Avaya Oceana® uses Serviceability Agent to support SNMP alarming for each Avaya Oceana®

service.

-~ "N\

© Note:

Avaya Analytics™ does not use Serviceability Agent.

Serviceability Agent is an enhanced version of the SAL agent for forwarding logs, harvesting logs,
and alarming. Serviceability Agent sends SNMPv3 traps and notifies the configured NMS
destinations. System Manager and the SAL gateway are the two mandatory destinations.

Using the Serviceability Agent user interface, you can:
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Avaya CRMGateway snap-in support

* Manage and configure SNMPv3 users remotely.
» Manage and configure SNMP trap destinations remotely.
» Create, edit, view, and delete user and target profiles.

Avaya CRMGateway shap-in support

Avaya Oceana® supports the Avaya CRMGateway snap-in. The snap-in acts as a normalized

access layer between Avaya Oceana® and Customer Relationship Management (CRM) of the
respective customers through an adapter. Customers can use the Avaya CRMGateway SDK to
develop adapters to fetch customer data from the CRM.

The Avaya CRMGateway snap-in is required in Avaya Oceana® to facilitate the customer use case
functionality, where the customer records are too large to import into the Omnistore database. With
Avaya CRMGateway, you can continue managing customer details primarily in the the external
CRM. You can then create the necessary linkage in the Omnistore database to retrieve customer

history and customer journey data stored in Avaya Oceana® for the customer.

Using the Avaya CRMGateway snap-in, you can view the customer details directly when
performing a customer search in the CRM. The Avaya Customer Management shap-in fetches data
from the CRM and stores it, in whole or in part, in the Omnistore database.

The Avaya CRMGateway snap-in is installed in Avaya Breeze® using the System Manager web

console. All Avaya CRMGateway alarms are displayed in System Manager.
The serviceability attributes of the Avaya CRMGateway snhap-in are as follows:

* Runs in a secure cluster
« Uses Avaya Oceana® Serviceability API to send messages and heartbeats
* Registers on the Avaya Oceana® Monitor page
Using Avaya CRMGateway, you can also get customer details that contain all identifying values.

Agents can access the customer-identifying information, and the snap-in can identify the customer
from the channel on which the interaction originates.

Customer accounts management

Avaya Oceana® provides customer support entered account data to enhance the management of
customer accounts. A customer account consists of the following components:

» Account type: The account associated with the customer for an interaction. For example,
social security number, booking reference, support ticket, or subscription number. You must

specify the account type in Omnichannel Database through Oceana Customer Management

Tool (OCMT) before a customer contact forwards the account to Avaya Oceana®.

» Account value: The value that the end customer supplies during the customer’s interaction
with the Avaya Oceana® contact center.

Avaya Oceana® supports accounts for voice and generic channels only.

* In the voice channel, two methods of orchestrating front-end IVR are Avaya Experience
Portal and Avaya Aura® Call Center Elite.
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© Note:

The sample Experience Portal IVR application collects the account value from voice
callers. This sample IVR application and the Call Center Elite workflow are available
on DevConnect.

The account is used to retrieve the internal customer ID value associated with the account
from the Omnistore database through the CustomerManagementService and
OCPDataServices snap-ins. The customer ID value is then used to track the customer
interactions using Avaya Context Store Snap-in and the customer journey feature in Avaya
Oceana®. The account of the current customer interaction is stored, retrieved, and updated
in Avaya Context Store Snap-in through the OceanaCoreDataService, Oceana Pluggable
Data Connector, and the Engagement Designer tasks. The information is then retrieved and
updated through the sample Engagement Designer workflows. This enables the customer

journey feature to display the account of current customer interaction with the customer's

previous interactions in Avaya Oceana®.

* In generic channel support, for each generic contact entered in Avaya Oceana®, an account

is specified with the contact, which is then stored in the Oceana Omnistore database. All
generic contacts that contain an account are tracked and used by customer journey in the
same way as voice interactions.

A Warning:

Avaya Oceana® does not validate any customer entered account value or CRM identifier
value against data stored in the Omnichannel database. For more details on validation

caveats, see Avaya Oceana® Release Notes.

Capturing custom data from Avaya Oceana® voice calls

Avaya Context Store Snap-in provides a centralized solution to store contextual information about
PSTN voice callers and their contacts. Avaya Context Store Snap-in can store context entries
containing several data elements. The following are the key data elements:

» ContextlD: Atext field containing a unique context identification. You can specify the contextID
when adding the context entry in Context Store. Context Store generates a unique id if you do
not specify a contextlD when creating a context.

» Data: The data field in a context entry is an abstract map with multiple key-value pairs. Keys
in the data field must be unique. Multiple identical keys in the same request results in the
values being overwritten with the last key.

For more information about other Avaya Context Store Snap-in data elements, see Avaya Context
Store Snap-in Reference.

Avaya Context Store Snap-in maps the front-end customer’s data model into the Context Store
data model. You must consider the type of data and the size of data that you want to store in
Context Store. There are several methods to add or update data in Context Store.

If your solution includes Avaya Experience Portal (AAEP), Avaya Oceana® provides a Pluggable

Data Connector (PDC) to integrate with AAEP. AAEP uses call flows created in Orchestration
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Browser close and network connection issues

Designer (OD) to handle incoming PSTN calls and capture customer data. When you install the
Avaya Oceana® PDC in OD, a Context Store Connector node is available in OD. You can use the
Context Store Connector node to integrate Avaya Context Store Snap-in into your call flows. You
can also configure the Context Store Connector node to perform actions such as creating, getting,
updating, or deleting context information using the contextlD.

The External Data Mart (EDM) database and Journey PU are the other components of an Avaya
Context Store Snap-in deployment. Avaya Context Store Snap-in uses the Journey PU to persist
Context Store data to the External Data Mart. Components such as Customer Journey can retrieve
the data from the External Data Mart when required and present it to Avaya Oceana® users.
Context Store data expires after the predefined Lease Time parameter expires. The Lease Time
parameter is configurable, and Context Store preserves a context entry until the lease time expires.
Any Avaya Context Store Snap-in client can renew this lease or time-to-live anytime. The default
value for lease time is 7200 seconds; you can configure the lease time to be any value between 1
second and 86400 seconds. Clients can also define the lease time when creating a context and
specify different lease time values for different scenarios. If a context is accessed after its lease
time has expired, it is resurrected into the data grid from the External Data Mart, using the default
lease time.

The following rules apply to adding, updating, and deleting Avaya Context Store Snap-in data in an
Avaya Oceana® deployment:

» Context Store stores the default standard schema detail. Schema contains caller attributes
and Work Assignment related data against a unique contextiD.

* You can pass custom data into Context Store using the Data element. For example, a
customer’s ticket number, location, or interest. Using a customized version of the default
Avaya Oceana® AAEP application, you can capture the caller's custom data. You can then
insert it into an existing Work Request ID using the Data field of that existing Work Request. In
Avaya Oceana®, the Context ID and the Work Request ID are set to the same value. This
process assumes that an existing Work Request ID is available to the AAEP application if
deployed. In an Avaya Oceana® and AAEP deployment, Context Store can generate the Work
Request ID. If you use Elite IVR, the UCID value is used. If you use Elite IVR, AAEP is not
required.

* Avaya Oceana® supports data privacy. Custom data is not stored in the EDM database to
comply with privacy laws. An administrator can change the default setting if there is a
requirement to store custom data.

* You must use a maximum value of 600 Bytes for the custom data field size. To use a larger
data field size, contact Avaya Support.

For other Avaya Context Store Snap-in deployments where there is a requirement to add custom
data, see Avaya Context Store Snap-in Developer Guide and Avaya Context Store Snap-in
Reference, available on the Avaya Support website at https://support.avaya.com.

Browser close and network connection issues

In Avaya Workspaces, the Work Assignment component stops if an agent closes the browser
without logging out or if the client session is disconnected. Hence, no new work is routed to that
agent. The client session can be disconnected for various reasons, such as browser refresh,
browser crash, network change, system shutdown or sleep, and Avaya Breeze® platform load
balancer failure.

Avaya Workspaces does the following once the configured timeout value expires:

» Changes the agent to Not Ready when the agent is not active on an interaction.
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» Changes the agent state to Not Ready Pending when the agent is active on an interaction
and then changes to Not Ready when the active interaction ends.

» Sends a pop-up toast message to the supervisor. Avaya Workspaces also sends the
message when the agent browser disconnects.

Avaya Workspaces also sets the Not Ready reason code when changing the state to Not Ready.
The administrator must configure this Reason code in Avaya Control Manager. The agent cannot
select this Not Ready Reason code when logged into Avaya Workspaces.

The administrator must also configure the timeout setting to a value from 0 to 300 seconds.

Last Agent Routing

Avaya Oceana® supports the Last Agent Routing feature for Voice, Chat, Email, Social, Generic,
Messaging, and SMS interactions. With this feature, the sample Engagement Designer workflow
routes an interaction to the agent who previously interacted with the same customer. If the same
agent is unavailable, the workflow routes the call interaction to the most Idle agent that matches
the service.

Last Email Routing

Avaya Oceana® supports the Last Email Routing feature for email interactions. With this feature,
the sample Engagement Designer workflow routes a customer email interaction to the agent who
last handled the interaction. This feature applies to agents and supervisors.

Service level configuration and reporting

Avaya Oceana® supports service-level configuration of thresholds for Channels and Named
Services in Avaya Control Manager.

In Avaya Control Manager, you can configure thresholds for Channels and Named Services from
the SLA Threshold Management page.

Thresholds for Channels are defined in Unified Collaboration Administrator (UCA) and can be
configured in Control Manager. When you configure existing thresholds, data is synchronized
between Control Manager and UCA.

Thresholds for Named Services are defined in the Work Assignment Portal. You can create new
thresholds or configure existing thresholds for these Named Services in Control Manager. When
you create or configure thresholds, data is synchronized between Control Manager and UCA.

On the SLA Threshold Management page, you can delete the thresholds for Named Services
created using this page, but not the Channels.

Avaya Analytics™ can report against service level targets. Avaya Analytics™ receives the

threshold values from Avaya Oceana® and creates a wait time measure reported in Routing
Service real-time reports.

Virtualization

Avaya Oceana® is deployed on virtualized platforms utilizing VMware ESXi. This deployment, in

turn, is deployed on actual physical hosts. Allocate each Avaya Breeze® platform server instance
on the host virtual machine with the reserved memory and vCPU configuration.
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VMware configuration

The customer and the external integrator must supply all virtualization software, licenses, and
hardware to host the virtualized deployment. The Avaya Breeze® platform installation, which is part
of a single cluster, must be hosted on different VMware ESXi hosts. Hosting on a different ESXi
host guarantees service availability and ensures the high availability of the solution even if one of
the VMware ESXi hosts is unavailable.

VMware configuration

You can deploy your Avaya Analytics™ on the same VMware cluster as Avaya Oceana® subject to
the VMware following supported features table:

-

VMware Feature

Avaya Oceana®

Avaya Analytics™

A\ Warning:

Do not delete nodes or VMs from
your VMware.

A single VMware cluster can be
shared between Avaya Oceana®

3.8.x and Avaya Analytics™ 4.x.

 The cluster contains virtual
machines for Avaya Oceana®
3.8.x and Avaya Analytics™

4.X.

¢ The cluster can also contain
virtual machines of other
applications without
contention.

© Note:

Avaya Oceana® 3.8.x and Avaya
Analytics™ 4.x. can also be
supported in separate clusters.

Yes

For instructions on enabling affinity
rules in a DRS-enabled VMware
cluster, see Deploying Avaya
Oceana®.

Yes

For more information, see

Deploying Avaya Analytics.

Cloning

No

No

Alternate mechanisms using
BOSH.

Distributed Resource Scheduler
(DRS)

Yes

For the documented guidelines in
conjunction with affinity rules, see
Deploying Avaya Oceana®.

Yes

For the documented guidelines on
HA and DRS rules for Avaya
Analytics™ 4.1.x, see Deploying
Avaya Analytics.
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VMware Feature

Avaya Oceana®

~
Avaya Analytics™

A Warning:

Do not delete nodes or VMs from
your VMware.

Storage DRS

No

Avaya Oceana® does not support

this feature. There are impacts on

the datastores. The input or output
load balancing occurring in the

production can cause outages.

No

Avaya Analytics™ 4.1.x does not

support datastore clusters.

Distributed Power Management No No
(DPM)
Distributed Switch (Network) Yes Yes

* Requires VMware Enterprise
Plus license.

- Note:

Loss of vCenter indicates that
you cannot manage data
networks on the hosts.

« If you use standard vSwitch,
you can do the management
from each host.

* Requires VMware Enterprise
Plus license.

-© Note:

Loss of vCenter indicates that
you cannot manage the data
networks on the hosts.

« If you use standard vSwitch,
you can do the management
from each host.

Fault Tolerance No No
Alternate mechanism using BOSH.
High Availability (HA)* No Yes

« Avaya Oceana® does not
support impacts on the virtual
machines occurring in the
production.

 For more information on
configuring VMware HA in an
Avaya Oceana® and Avaya
Analytics™ single cluster
deployment, see Deploying
Avaya Oceana®.

« Mandatory for Avaya
Analytics™ 4.1.x High
Availability feature.

« For the documented
guidelines on HA and DRS
rules for Avaya Analytics™
4.1.x, see Deploying Avaya
Analytics.
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VMware configuration

VMware Feature

Avaya Oceana®

~
Avaya Analytics™

A Warning:

Do not delete nodes or VMs from
your VMware.

Snapshots***

Partial

* Yes, as part of maintenance**
procedures for upgrades or
patching.

* Remove snapshots before
putting back contact center into
production mode.

Partial

* Yes, as part of maintenance**
procedures for upgrades or
patching for the following
Analytics application:

Cluster Control Manager
(CCM) — Remove snapshots
before putting back contact
center into production mode.

« All other Avaya Analytics™
Servers BOSH and the three
Avaya Analytics™ VMs do not
support the use of snapshots.

Storage Thin Provisioning

Partial

* Yes, for SAN storage.

* No, for local hard disk
storage.

Yes

« Yes, for SAN storage.

« No local storage is supported.

© Note:

Applicable to Avaya
Analytics™ on HA.

« For more information on
specifics of thin provisioning,
see Deploying Avaya Analytics.

vMotion Supported in maintenance mode Supported in maintenance mode
only. Not supported in production only. Not supported in production
mode. mode.
For more information, see For more information, see
Deploying Avaya Oceana®. Deploying Avaya Analytics.
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VMware Feature

Avaya Oceana®

~
Avaya Analytics™

A Warning:

Do not delete nodes or VMs from
your VMware.

Storage vMotion

No

Avaya Oceana®/Avaya Analytics™
does not support any form of
vMotion, including Storage vMotion,
as it might impact real-time
application behavior and event
processing on virtual machines.

No

Avaya Oceana®/Avaya Analytics™
does not support any form of
vMotion, including Storage vMotion,
as it might impact real-time
application behavior and event
processing on virtual machines.

Suspend and Resume

No

No

Cold Migration

Yes

* You can do a cold migration
on a virtual machine in a
powered-off state.

* Avaya Oceana® uses static

IPs. Therefore, the new ESXi
host must access the original
data network and datastore for
the migrated virtual machines.

Yes

« You can do cold migration on
a virtual machine in a powered-
off state.

« Avaya Analytics™ uses static
IPs. Therefore, you can
migrate Avaya Analytics™
virtual machines to hosts in the
same VMware with the same
access to all elements in the
cluster as existing hosts.

When performing any cold
migrations of Avaya
Analytics™virtual machines from
host to host, see the
Considerations for upgrading
Physical Hosts running Avaya
Analytics™ virtual Machine section
in Deploying Avaya Analytics™.
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VMware configuration

VMware Feature

Avaya Oceana

®

~
Avaya Analytics™

A Warning:

Do not delete nodes or VMs from
your VMware.

Reservations on vCPU and

memory required to be enabled.

Yes

e Set to ves. For the

production, Avaya Oceana®

customers provide the VMware
deployments wherever there is
contention for resources.

« Physical hosts running Avaya
Oceana® virtual machines can
have other virtual machines
running and co-residing with
the Avaya Oceana® virtual
machines.

* On Avaya Pod Fx systems,
reservations are not required
because the Avaya-supplied
hardware is engineered not to
be over-provisioned.

No

Avaya Analytics™ 4.1.x
reservations on vCPU and memory
are not mandatory, as long as the
environment is not over-provisioned
and there is no contention for
resources with other virtual

machines.

Hyperthreading

No

« Avaya Oceana® requires
reservations. Therefore,
Hyperthreading does not add
any value.

* You can enable the VMware
infrastructure for the other

applications.

Yes
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Features

4 N
Avaya Analytics™

Warning:
VMware Feature Avaya Oceana® ‘i\ 9

Do not delete nodes or VMs from
your VMware.

* Avaya Oceana® provides its HA mechanism.

** Maintenance mode specifies a scheduled out-of-production window where Avaya Oceana® and other
applications do not process contacts, all agents are logged out, and queues are empty. This timeframe is
dedicated to patching, upgrades, and configuration tasks. During this timeframe, Avaya Oceana® and the
applications such as Avaya Breeze® platform nodes, System Manager, Avaya Control Manager, and
Omnichannel Database remain powered on and accessible on the customer network. However, they do not
process any contacts or operations. While creating snapshots, you must power down Avaya Oceana® and the
applications such as Avaya Breeze® platform nodes, Avaya Control Manager, and Omnichannel Database.

*** You must delete snapshots from Avaya Oceana® virtual machines before placing Avaya Oceana® back into
production. Snapshots must be taken or deleted when the virtual machine is powered down.

(N

Upgrading ESXi hosts running Avaya Oceana® or Avaya Analytics™ virtual
machines

Hosts running virtual machines that are part of Avaya Oceana®, Avaya Analytics™ and/or Avaya
Breeze® platform, must be kept up-to-date, including VMware ESXi.

Host software maintenance and updates must be planned into a maintenance windows where the
contact center is not in service. In these maintenance windows, one or more physical hosts may be
out of service, including all the virtual machines running on these hosts.

- ~

© Important:

» Host maintenance must include consideration of all components of the customer
solution. For example Avaya Analytics™, Avaya Breeze® platform and Avaya

Oceana®. Refer to the relevant maintenance documents for each solution
component:

. o The VMware host maintenance section in the Maintaining and
Troubleshooting Avaya Oceana® manual.

o The Upgrading Avaya Analytics™ ESXI hosts section in the Maintaining
and Troubleshooting Avaya Analytics™ for Avaya Oceana® manual.

o The Maintaining and upgrading ESXi host software section in the
Maintaining and Troubleshooting Avaya Breeze® platform manual.

The following are important considerations when removing or adding physical hosts to the
deployment:
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Web technologies supported

» Do not remove or replace the physical VMware ESXi hosts running Avaya Analytics™
virtual machines from the VMware cluster during maintenance windows.

* You can add one or more physical hosts to the VMware cluster to facilitate host
maintenance. Adding physical hosts enables migrating host virtual machines to a new host
while the existing host is updated.

* You must propagate all the VMware permissions for the same user account used to deploy
the Avaya Analytics™ cluster to the new host. You must perform this before removing the
new host from maintenance mode and putting it into production. Avaya Analytics™ virtual
machines cannot access resources on the new host if you fail to propagate VMware
permissions.

Web technologies supported

Avaya Oceana® supports the following web technologies for enhanced user experience:

* AngularJS v6.x and ReactJS v16.7.0
e (CSS3 support

Authentication between outbound connector and omnichannel resource
connector

The outbound connector can authenticate all human and programmatic access before enabling
access to resources, capabilities, or operations. The traffic on the networking products is
authenticated or explicitly provisioned to be trusted at the network edge.

- N\
© Note:

A management interface that is accessed remotely adheres to the requirements in the
remote management CEC.

OAuth for Avaya Oceana® and Avaya Analytics™ Email for Office 365

Avaya Oceana® supported basic authentication for POP3 and IMAP. Under basic authentication,
username and password are transmitted to authenticate users and grant them access to the email
service.

Microsoft has announced the end of support for basic authentication of POP3 and IMAP on O365.
The end of support affects all the customers using 0365 exchange services.

Avaya Oceana® supports OAuth to enable our customers to continue to operate their email
channels.

Supported Agent Transfer and Conference scenarios for voice calls

Avaya Oceana® agents can use Avaya Workspaces to perform the following transfer and
conference actions:
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~
Fction Destination
- Internal External
Avaya Oceana
Voice Service 4 IVR non-Avaya non-Avaya
user
Oceana® Oceana®
Blind Transfer Yes Yes Yes Yes Yes
Consult Yes No* No Yes Yes
Transfer
Conference Yes No* No Yes Yes
* You can do it using basic CTI transfer, but without Transfer to User reason codes and reporting.
\
Supported Agent Forward, Transfer, and Conference scenarios for
digital contacts
Avaya Oceana® digital agents can use Avaya Workspaces to perform the following forward,
transfer, and conference actions:
Email
~
Action Destination
. . Avaya Oceana® Internal non-Avaya | External non-Avaya
Email Service
user Oceana® Oceana®
Forward No No Yes Yes
Transfer Yes Yes No No
_ J
Chat
~
Action Destination
. Avaya Oceana® Internal non-Avaya External non-Avaya
Chat Service o o
user Oceana Oceana
LTransfer Yes Yes No No
J
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Supported Agent Forward, Transfer, and Conference scenarios for digital contacts

SMS
~
Action Destination
Avaya Oceana® Internal non-Avaya External non-Avaya
SMS Service y o 2 o J
user Oceana Oceana
LTransfer Yes Yes No No
J
Social
~
Action Destination
. . Avaya Oceana® Internal non-Avaya | External non-Avaya
Social Service 3 o
user Oceana Oceana
LTransfer Yes Yes No No
J
Generic
\
Action Destination
. . Avaya Oceana® Internal non-Avaya | External non-Avaya
Generic Service
user Oceana® Oceana®
LTransfer Yes Yes No No
J
Web Voice
~
Action Destination
. . Avaya Oceana® Internal non-Avaya | External non-Avaya
Web Voice Service - .
user Oceana Oceana
Transfer Yes No No No
Consult Transfer No No * No No
Conference No No * No No
March 2026 Avaya Oceana® Solution Description 70

Comments on this document?


https://onecare.avaya.com/customercare/en/documentation/feedback?formId=1399859460448&p1=S3&p2=Avaya%20Oceana%C2%AE%20Solution%20Description&p3=3.10.0.1

Features

Pction

Destination

~

Web Voice

Service

Avaya Oceana®

user

Internal non-Avaya

Oceana®

External non-Avaya

Oceana®

* You can do it using basic CTI transfer, but without Transfer to User reason codes and reporting.

Web Voice supports Blind Transfer to Service and does not support Blind Transfer to Extension.

Messaging
~
Action Destination
. . Avaya Oceana® Internal non-Avaya | External non-Avaya
Messaging Service ® ®
user Oceana Oceana
LTransfer Yes Yes No No
J

Transparent Data Encryption (TDE) on External Data Mart

Transparent Data Encryption (TDE) prevents the theft of sensitive data stored in the Context Store
External Data Mart (EDM) on the SQL server as part of the Avaya Oceana® solution. TDE encrypts
EDM data which includes all EDM files and backups. Support for TDE of EDM data is an
alternative to VMWare encryption, particularly for CPOD deployments, where VMWare encryption
is impossible.

s N
© Important:

TDE can be enabled on the EDM when the EDM is installed on either one SQL server or
in a cluster of two SQL servers.

For more information about TDE, see https://docs.microsoft.com/en-us/sgl/relational-
databases/security/encryption/transparent-data-encryption?view=sql-server-verls.

Supported Configurations

Avaya Oceana® supports Transparent Data Encryption (TDE) on the Context Store (CS) EDM in
the following configurations:

« EDM/ACM co-res. EDM is deployed co-resident with the ACM databases on two SQL servers
(DB HA).
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Profanity message filter

© Note:

The supported SQL server versions in the following table are also supported when the
EDM is installed on a single SQL server (no DB HA, no AlwaysOn High Availability).
However, enabling TDE on a single SQL server for ACM/EDM co-res is only supported
as a lab deployment and not a production deployment.

(SQL Server Type of Always On High Availability |
Version Edition (SQL Server DB HA)

2019 Enterprise Advanced Availability Group (AAG)

2017 Enterprise Advanced Availability Group (AAG)

(S J

» Standalone EDM: EDM is deployed alone without ACM DBs on one SQL server (non-DB HA)
or EDM is deployed alone on two SQL servers (DB HA).

e ™\
SQL Server Type of AlwaysOn High Availability
Version Edition (SQL Server DB HA)
2019 Standard Basic Availability Group (BAG)
- J
Y N\
© Note:

TDE for Standalone EDM is applicable only for Oceana deployments. TDE is not
supported for standalone Context Store deployments (non-Oceana deployments).

Profanity message filter

The Profanity filter helps you block the sending and receiving of messages to customers and
agents if it contains profanity words. Immediate identification and notification of profanity words in
conversations is essential to maintain the quality of the conversation.

The profanity filter uses a filtering service to scan the message and mask any text not intended for
the destination party.

© Note:

The implementation of the filtering service is the responsibility of the adopting client.

When you enable the profanity filter, all messages sent from the end user to the contact center or
from the agent to the end user result in a call to the configured REST service.
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Features

The following fields form part of the request:

* Message Text

e Channel Source
* Sender

e Destination

The filter service responds within the timeout window set by default to 5 seconds. If you enable the
filter service and do not receive a response from the service call within the configured timeout
period, the Timeout filter raises the alarm. The Timeout filter notifies the administrator that the
filtering service is unreachable or slow in responding.

After the timeout period, the async message is processed, and the original message is sent to the
end user or agent.

Cluster overload status on the Avaya Oceana® dashboard

The Avaya Oceana® dashboard displays the overload status of the clusters.

The Avaya Oceana® monitor checks the overload status of the clusters after every minute and

records the heartbeats. If the monitor detects an overload, it records a heartbeat with an Error
status. If it does not detect an overload, it records a heartbeat with OK status.

Oceana dashboard displays certificate expiry status

The Oceana Monitor supports adding custom elements to Oceana Dashboard. You can use this
feature to add custom features to the dashboard.

Adding the Overload Status and Certificate Status features to the dashboard helps you identify the
certificate expiry status. The Overload Status feature displays if the breeze system is overloaded.
The Certificate Status feature displays the status of all certificates on the breeze system.

Interruptibility Matrix

Avaya Oceana® supports channel interruptibility for generic and video channels.

Hide Transcripts Button

This attribute helps to restrict access to the CustomerJourney transcripts. When you disable the
attribute, the transcripts are sent through the widget. The transcripts are not shown in the widget
when you enable the attribute.

Multiple WhatsApp number and Facebook business pages for Async
messaging

Avaya Oceana® supports multiple WhatsApp numbers and Facebook business pages for Async
messaging.

WhatsApp business number and Facebook business page ID is requested from digital connection
application for every new incoming integration.
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Increased Priority Routing

WhatsApp number feature

If digital connection applications use several WhatsApp integrations, you can enable the feature to
route contacts based on the WhatsApp business number the message was sent to. When the
feature is enabled, AsyncMsgConnector sends an attribute with a WhatsApp business number to
Avaya Oceana® during contact creation. This attribute is used to route the contact to the required
agent.

The format for the attribute is the WhatsApp number, a dot, and phone number. The attribute
comprises of numerals without any other symbols. For example, WhatsAppN0.999999999. The
maximum value of the phone number depends on the country.

Facebook business page feature

If digital connection applications use several Facebook integrations, you can enable the feature to
route contacts based on the Facebook business page ID the message was sent to. When the
feature is enabled, AsyncMsgConnector sends an attribute with a Facebook business page ID to

Avaya Oceana® during contact creation. This attribute is used to route the contact to the required
agent.

You need to manually add attributes MessagingChannel.messenger and
MessagingChannel.whatsapp on Avaya Control Manager.

The format for the attribute is the Facebook page number, a dot, and page id number. The attribute
comprises of numerals without any other symbols. For example, FacebookPageN0.999999999.
The Facebook page id is a 15-digit number.

For more information on creating attributes, refer the following topics in Administering Avaya
Oceana® document:

» Adding Attribute Categories to Avaya Control Manager
» Adding Attributes to Avaya Control Manager

Increased Priority Routing

Avaya Oceana® has increased the priority range from 1-10 to 1-100 across all channel types
providing a wider priority value.

Enhanced multiplicity with maximum active contacts

Avaya Oceana® supports an increased number of contacts that agents can handle simultaneously.
The maximum number of active contacts that can be assigned to an agent is 20. The default value
is 12.

Update the customer attributes from customer management widget

Avaya Oceana® introduces the ability for contact center users to update or change the customer
attributes from the customer management widget.

When the customers require to change their profile details such as email address, phone number,
an authorized contact center agent can update the customer profile attributes from the customer
management widget.

The administrator enables this feature by enabling an external widget library and providing
authorization to customer management service.
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Features

For more information on enabling external widget library and authorizing the contact to customer
management service, refer the following topics in Administering Avaya Oceana® document:

» Enabling an external widget library
e Authorizing the contact to Customer Management service

© Important:

» The updated Customer Details widget supports only digital channel contacts, such
as Email, Webchat, SMS, Async Messaging, Social, and Generic.

» For Voice and Video channels, you must use the default Customer Details widget.

Last agent routing improvements

The last agent routing feature checks the attributes of the agent who has worked with the customer
last time. So if the attributes in the incoming contact are valid for a specific agent, then the contact
should be routed to the agent. When the attributes of the agent differ from the attributes of the
incoming contact, the contact center routes the contact to a service.

During installation, you need to set the value LastAgentEnabled attribute to True.

Start-up message for specific channel type

The Omnichannel Administration Utility provides the option to configure start-up message for a
specific channel type. This functionality allows you to send initial messages from SMS or Social
channels to the BotConnector. You can use the Automation Config option to configure the
message for the following options:

» Enable Startup message for Channel Type.
» Enable sending of initial customer's message for Channel Type.

Avaya Workspaces features

Web browser-based access

Avaya Workspaces is accessible through a web browser. Avaya Workspaces, agents do not need
to install or configure any application on their systems. Agents can access the web interface to use
the required features for defined roles. Using web interface ensures minimal client-side logic and
administrative efforts.

Modern and responsive design

Avaya Workspaces supports multiple screen sizes and device form factors. Agents and supervisors
can resize the browser window with automatic content adjustment.

Single open interface for all contact center applications

Avaya Workspaces presents services from any vendor to agents in context through the same
interface. Avaya Workspaces provides a consolidation layer through which customers can use
existing services, such as Customer Relationship Management (CRM) or Knowledge Management
for agents and supervisors.
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Real-time reporting through Supervisor reporting dashboard

Real-time reporting through Supervisor reporting dashboard

In Avaya Oceana®, the supervisor reporting dashboard provides real-time reporting capabilities.
Using Avaya Workspaces, you can view real-time reporting dashboards to monitor up-to-date
statistics for your contact center and resources.

You can view changes in call activity in real time by using the supervisor reporting dashboard.
Avaya Analytics™ provides real-time data for your dashboards. You can administer permissions for
supervisor reporting dashboard users by using Avaya Control Manager. Avaya Control Manager
administrators can assign create, modify, delete, and view permissions to users.

The supervisor reporting dashboard is available for administrators, supervisors, and reporting
users. Agents cannot access the supervisor reporting dashboard. Supervisor reporting users use
various widgets to manage and view dashboard, and manage reporting views, calculated
measures, and threshold classes.

Dashboard

A dashboard is a collection of one or more real-time data views. A view consists of a reporting
widget, and a widget is an individual report control type. The supervisor reporting dashboard
supports the following widgets:

» Barchart

* Pie chart

e Column chart
» Billboard

* Table

© Note:

You cannot modify default dashboards. All users can clone these dashboards.

Users can create, modify, delete, and view dashboards depending on the role type of the user. You
can create new dashboards using the supervisor reporting dashboard. Administrators can create
dashboards that are public and available to all users. Supervisors can create private dashboards,
visible only to the supervisor user that creates them. You can export a dashboard, which
administrator users can then import for public use. All users can also make a clone of an existing
default or public dashboard. Cloned dashboards are private. You can create a maximum of 6
private dashboards and 6 public dashboards. The reporting external window is dependent on the
data delivered in Avaya Workspaces. For the data in a given dashboard to be displayed in the
external window, you must select the corresponding dashboard in Avaya Workspaces. Once the
dashboard is selected, the data in both external and internal windows is updated and displayed in
sync.

Views and measures

To create views, Avaya Workspaces uses producers provided by Avaya Analytics™. Avaya
Analytics™ provides a list of measures that are available for use in each view. You can add
multiple measures to Bar chart, Pie chart, Column chart, and Table views. Billboard views support
a single measure only.
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© Important:

A maximum of 100 measures can be added to a view.

You can create calculated measures, which you can use to make compound calculations based on
standard Avaya Analytics™ measures. The values for these calculated measures are sent by
Avaya Analytics™ for use in views. For example, you can create a calculated measure that
calculates the percentage value of offered calls not answered by agents.

When you create a new dashboard, you can select the views that the dashboard displays. You can
add views to a dashboard using a number of default layouts. A layout defines the position of each
view on the dashboard. You can arrange views vertically, horizontally, or a combination of both.

You can create new views by using one of the supported widgets. For example, create a new Pie
chart view using the Pie chart widget. Select the producer to be associated with the view, and then
select the measures to be displayed on the view. You can also change the order of the measures
and apply formatting changes. You can create an unlimited number of views.

Administrators can create views that are public and available to all users. Supervisors can create
private views, visible only to the supervisor user that creates them. You can clone an existing
private, or public view. If an administrator clones a view, it is public. Otherwise, cloned views are
private.

When you create a view, you must specify the viewing mode for the real-time producers. The
options are:

» Start of Day: View measures accumulated since the start of the current day.

« Contact Detail Records: View measures relating to individual contacts. These measures are
not bounded by any interval timeframes such as Moving Window or Start of Day.

You can create views to support a single instance or multiple instances of data. If you select single
instance the measures displayed on the view relate to a single data dimension only, for example an
Agent or a Routing Service. If you select multiple instance the measures displayed on the view
relate to a collection of data, for example a collection of Agents or Routing Services.

The default refresh rate for all dashboards is 1 second.

You can configure chart control settings for your view. Choose from the following chart control
options for your view:

» Default: This is the default aggregation setting. Each measure in your view is visualized
separately for each dimension. For example, if you use an agent-related producer, a separate
entry appears per agent for each measure selected.

« Grouping: If you use the Grouping setting, each measure in your view is grouped, and each
dimension is visualized by using color coding and the measure value for each dimension is
represented in the view.

» Aggregation: If you use the Aggregation setting, each measure in your view is visualized
separately and the sum of all values for each measure is displayed.

You can apply filtering on the data that is visible for each table view on the dashboard. For
example, you can apply filters on any measure displayed in a particular table view. You cannot
apply filtering at the dashboard level.
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User management for Supervisor reporting dashboard

Producers

A producer is a collection of measures, grouped to provide contextual real-time data to supervisor
reporting dashboard users. Avaya Analytics™ provides the following producers to Avaya
Workspaces for use in real-time reporting dashboards:

* Agent

* Agent Group

» Agent by Account

» Agent by Aux Code

» Routing Service

* Routing Service by Agent
» Site

« VDN

» Contact Detall

You can create dashboards using Start of Day measures from each producer, with the exception of
the Contact Detail producer.

User management for Supervisor reporting dashboard

Administrators can use Avaya Control Manager to administer permissions for supervisor reporting
dashboard users. Avaya Control Manager administrators can assign, create, modify, delete, and
view permissions to users.

The types of supervisor reporting dashboard users are:

* Avaya Analytics™ Administrator: Has permission to access the supervisor reporting
dashboard but does not use any other feature of Avaya Workspaces. For example, this user
cannot handle interactions. This user can view all agents when viewing a dashboard.

» Avaya Analytics™ Supervisor: Has permission to access the supervisor reporting
dashboard but does not use any other feature of Avaya Workspaces. For example, this user
cannot handle interactions. This user can view agents assigned to them in Avaya Control
Manager Agent Groups.

You can assign Avaya Oceana® permissions to supervisor reporting dashboard users in

conjunction with Avaya Analytics™ permissions. You can also administer Avaya Oceana®
permissions to Avaya Workspaces users.

The types of Avaya Workspaces users are:

» Avaya Workspaces Administrator: This user is an Avaya Workspaces administrator. You can
assign this user Avaya Analytics™ administrator or supervisor permissions to access the
supervisor reporting dashboard.

» Avaya Workspaces Supervisor: This user is an Avaya Workspaces supervisor. You can
assign this user Avaya Analytics™ supervisor permissions to access the supervisor
reporting dashboard.

You administer permission to all users from Avaya Control Manager. Based on the rights, each
user can view specific areas of Avaya Workspaces. For example, an Avaya Analytics™ Supervisor
with no other user permissions assigned cannot view the interaction area in Avaya Workspaces.
The supervisor can only view the supervisor reporting dashboard tabs. For more information about
how to administer permission for supervisor reporting dashboard users, see Administering Avaya

Oceana®.
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Assign thresholds for views and measures

Features

Thresholds are preconfigured values used for identifying and highlighting abnormal data in views.
You can use thresholds to determine the lower and upper end of the range for a measure and

specify levels between the lower and upper ends. For example, you can assign distinct colors for
measures below, within, or above the normal range.

A Supervisor Reporting Dashboard can use thresholds to highlight the high volume of waiting calls
that require immediate attention. For example, the dashboard can use one color to highlight calls
that have been waiting for more than 10 minutes, another color to highlight calls that have been
waiting for more than five minutes, and one more color to highlight calls that have been waiting for

less than five minutes.

Supervisors can create private threshold classes available only to them. Administrators can
generate public threshold classes available to all users.

Supervisors can clone the threshold classes, which are private by default. Administrators can clone
threshold classes and make them public. You can apply thresholds to table and billboard views and
add up to five thresholds for each measure.

Canned real-time dashboards and views in Avaya Workspaces

The Avaya Workspaces supervisor reporting dashboard includes several default dashboards that
all users can view. Avaya Analytics™ provides real-time data for your dashboards. The table lists
the default dashboards and their views:

Table 7: Real-time reports

a R
Dashboard Description
Agent Performance This dashboard contains the following views:
» Agent Status tabular display
» Agent Behaviour tabular display
» Agent bar chart
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Blended agents

4 N
Dashboard Description
Contact Summary This dashboard contains the following views:
 Contacts Waiting in Queue Billboard
 Contacts Abandoned from Queue Billboard
* Contacts Offered Billboard
« Contacts Answered Billboard
« Contacts at Agents Billboard
« Contacts Transferred to Service Billboard
« Contacts Transferred to Agent Billboard
* Contacts Consults Billboard
* Contacts Holds Billboard
* Contacts Deferred Billboard
« Contacts Conference Billboard
* Contacts Completed Billboard
Routing Performance Summary This dashboard contains the following views:
« Service Distribution tabular display
N\ _J
Blended agents
Avaya Workspaces supports the blended agent feature. Agents can using this feature to handle
Voice, Chat, Email, SMS, Video, Social, Generic, and Messaging interactions using the same
interface. For example, if an agent has voice and email capabilities, then the agent can
simultaneously handle a voice and an email interaction.
Extensibility
Avaya Workspaces is an extensible application that can accommodate changes and new
capabilities of your contact center.
Avaya Workspaces is extensible without impacting the existing functionality and with limited or no
downtime.
Supported web browsers
Avaya Workspaces supports the following web browsers:
» Google Chrome
* Mozilla Firefox
e Apple Safari
* Microsoft Edge Chromium
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Features

Customize transfer to service list

Avaya Workspaces administrator interface provides an option to customize the Transfer to Service
list so that the agents get a reduced Transfer to the Service list.

Avaya Workspaces provides a Transfer to Service list when agents start working on work cards.

The list contains all the available services where the agents can transfer the interactions. By

default, Avaya Workspaces retrieves the list from Avaya Oceana®.

The Transfer to Service feature works if the list of all services exists in the Unified Collaboration
Administrator (UCA). The widget developer must ensure that the content of the Transfer to Service
list sent to Avaya Workspaces is a subset of the comprehensive list of services of UCA.

For example, an entry sent to Avaya Workspaces is unavailable in UCA, and an agent tries to use
that entry. In that scenario, Avaya Oceana® displays an error message informing the agent that

Avaya Oceana® cannot process the request.

You can use the Transfer to Service feature when you determine that:

» The interaction came to you in error.

* You cannot help the customer and must send the interaction to a service better equipped to
address the interaction.

Avaya Workspaces displays those transfer services in the data groups assigned to the agent in
Avaya Control Manager.

Transfer to a service is a single-step transfer. After clicking the service you want to transfer, you
drop from the interaction. The customer hears a waiting tone until an agent from the service
accepts the interaction.

Avaya Workspaces supports the Transfer to Service feature for Voice, Chat, Email, SMS, Web
Voice, Social Media, Messaging, Video, and Generic channels.

Workflow design

Avaya Oceana® includes Avaya Engagement Designer, a user-friendly workflow design tool. Avaya
Engagement Designer provides a visual drag-and-drop design approach to make it easier to bring
the right resources, content, and context together. You can use it across your Customer
Relationship Management and other systems to deliver a holistic customer engagement
management environment.

Flexible workflows can change with business needs, reduce cost, and increase the speed of
implementing customer journey workflows.

Address book support for LDAP

The Avaya Workspaces address book uses Lightweight Directory Access Protocol (LDAP) to
search for enterprise directory contacts. To use the address book, the solution must include Avaya

Aura® Device Services. The Avaya Aura® Device Services users already authenticated on the
Avaya Breeze® platform can use the LDAP service without a re-login.
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Start work button behavior

Start work button behavior

Avaya Workspaces enables an administrator to configure the behavior of the Start work button for
all agents. With this setting, administrators can enable agents to start their work in the ready or not-
ready state.

To enable this feature, an administrator must set the Enable Start Work button to True in System
Manager. This attribute is available in the UnifiedAgentController (UAC) service attributes. You can
use this button to turn the Start Work feature on or off globally.

By default, Avaya Workspaces sets the agent state to ready when an agent begins work.

Single sign-on in Avaya Workspaces

Avaya Workspaces supports the usage of the credentials of an active directory to log on to Avaya
Workspaces.

The Avaya Workspaces address book uses Avaya Aura® Device Services (AADS) to search for
enterprise directory contacts using LDAP. To enable single sign-on (SSO) capabilities for

authenticated AADS users, you can use the Avaya Breeze® platform Authorization Service. Using
SSO capabilities, Avaya Workspaces users can use the address book to search for enterprise
directory contacts using LDAP without needing to authorize separately with AADS.

You can configure Avaya Breeze® platform Authorization Service attributes to enable Security
Assertion Markup Language (SAML), Integrated Windows Authentication (IWA), and Kerberos
authentication.

LDAP integration

When attempting to access the Avaya Workspaces URL, Avaya Workspaces redirects
unauthorized users to the Avaya Breeze® platform Authorization Service. If you configure LDAP,
the Avaya Breeze® platform prompts the user for credentials. After successful authentication, the

Avaya Breeze® platform grants users authorization permissions using an authorization token. If
users have the correct permissions set in Avaya Control Manager, they can access Avaya
Workspaces.

SAML integration

When attempting to access the Avaya Workspaces URL, Avaya Workspaces redirects

unauthorized users to the Avaya Breeze® platform Authorization Service. If you configure SAML
integration, the Authorization Service redirects users to your identity provider (IdP) and prompts the

user for credentials. After successful authentication, the Avaya Breeze® platform grants users
authorization permissions using an authorization token. If users have the correct permissions set in
Avaya Control Manager, they can access Avaya Workspaces.

IWA or Kerberos integration

When attempting to access the Avaya Workspaces URL, Avaya Workspaces redirects
unauthorized users to the Avaya Breeze® platform Authorization Service. If you configure the

Avaya Breeze® platform Authorization Service for IWA or Kerberos authentication, the
Authorization Service automatically uses the user's Windows credentials for authentication. If users
have the correct permissions set in Avaya Control Manager, they can access Avaya Workspaces.

Users are redirected to the Exit page when they exit Avaya Workspaces. Users can choose to
return to Avaya Workspaces. If Authorization Service enables, the Activate Agent screen opens,
and users can log on again without entering credentials.
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Features

For more information about the Avaya Breeze® platform, SAML, and Kerberos authentication, see
the Avaya Breeze® platform documentation available at https://support.avaya.com.

Endpoint support for voice calls using Avaya Workspaces

Avaya Workspaces provides the functionality to handle PSTN voice calls using a supported Avaya

Aura® desk phone or softphone as your endpoint. Using Avaya Workspaces, WebRTC agents can
handle PSTN voice calls or WebRTC calls through Avaya Workspaces without requiring an Avaya

Aura® endpoint.

Receive interactions

Use the Accept icon to accept interactions with a single click. For example, when an agent
receives an interaction card in Avaya Workspaces, the agent can click the Accept icon on the
interaction card to accept the interaction and interact with the customer.

Hold or resume interactions

Use the Hold/Resume icon to put an active interaction on hold. For example, when an agent
working on an active interaction receives another high-priority interaction, the agent can click the
Hold/Resume icon on the interaction card to place the active interaction on hold. In addition, the
agent can click the Hold/Resume icon on the interaction card to resume the active interaction
whenever required.

This icon is available to agents and supervisors for the voice channel.

Auto answering

Avaya Workspaces supports auto-answering for all interactions. The agent has a visual indication
that an alerting contact is auto-answered.

This feature applies to all channels except Web voice and Web video.

Consult agents

Avaya Workspaces supports the Consult feature. With this feature, an agent working on an active
interaction can call other agents to seek advice on an interaction.

This feature applies to agents and supervisors for the PSTN voice channel.

Transfer operations

Transfer interactions

Avaya Workspaces supports the Transfer feature. With this feature, an agent can transfer an active
interaction to the interaction area of another agent. In addition, you can transfer interactions for
voice and digital channels.

Transfer to service

In Avaya Workspaces, an agent can transfer an interaction to a predefined service that you
configure in Avaya Control Manager.
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Addition of another agent to the interaction

Avaya Workspaces provides a Transfer to Service list when an agent starts working on a work

card. The list contains all the available services where the agent can transfer the interaction. By

default, Avaya Workspaces retrieves the list from Avaya Oceana®.

This feature applies to agents and supervisors for all channels except the Outbound channel.
Transfer to supervisor

In Avaya Workspaces, an agent can transfer the interaction to a supervisor. While working on an
active interaction, an agent can click the Transfer icon and select the name of the supervisor from
the list to transfer the interaction to a supervisor.

The list displays the team supervisor at the beginning of the team list.

This feature applies to agents and supervisors for the voice channel.
Transfer to user

Avaya Workspaces supports the transfer of any digital channel to another agent or a supervisor in
a single-step transfer using the Transfer to user option. The agent or supervisor can pass
incoming work to a different agent or supervisor. However, the agent or the supervisor must be
within the contact center and qualified to address an incoming customer query.

Addition of another agent to the interaction

Avaya Workspaces supports the addition of another agent to the interaction and create a
conference if you determine that the other agent can contribute to resolving the customer
interaction. For example, you initiate a three-way conference to place the customer, the consulted
agent, and the user in conversation.

This feature applies to agents and supervisors for Web voice and PSTN voice channels.

Recording of work codes for reporting

Avaya Workspaces supports selection from the configured work codes to report the type of work
done during the interaction.

This feature applies to agents and supervisors for all channels except the Outbound channel.

Customer Journey

You can use Avaya Workspaces to view a graphical representation of customer interactions. For
example, you can view a visual representation of each stage in the customer journey through
interactions with channels. For example, interactions with Voice, Video, Email, SMS, Chat, Social
Media, or Messaging channels.

This feature applies to agents and supervisors for all channels.

Co-browse support

Avaya Workspaces for Avaya Oceana®

webpages on a website simultaneously.

enables contact center agents and customers to browse
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Customers and agents can use the Avaya Co-Browsing Snhap-in to browse the same webpages
and collaborate on specific tasks. The agent can assist the customer in performing various actions
on the webpages. For example, an agent can help customers with website navigation and form
completion. In addition, supervisors can also generate summary reports about agents, sessions,
and customers using the snap-in.

The Avaya Co-Browsing Snap-in includes the following:

» Co-Browsing Snap-in SVARs: A REST Web Service API that the co-browsing client SDK
uses.

For more information about APls, see the Programming Guide for Sharing Services from the
Avaya Breeze® Client SDK at DevConnect.

» Co-browsing Client SDK: A client SDK that integrates with the website to support co-
browsing.

One concurrent co-browse session can occur between an agent and a customer.

Screenpops

Avaya Workspaces provides screenpops to agents. With screenpops, agents can access external
webpages to complete their tasks, such as accessing external websites to see current currency
exchange rates.

When agents click the Screenpop icon, they can view the Screenpop widget. The Screenpop
widget displays external web content to help an agent complete the customer interaction. Avaya
Workspaces blocks content sourced from external, non-secure sources and does not display such
content. In addition, you can configure Screenpops to be available for any interaction type.

This feature applies to agents and supervisors for all channels.

Timed after contact work

Avaya Workspaces provides the Timed After Contact Work (ACW) feature. You can use this feature
to record the time spent on activities after the interaction ends.

There is no ACW support for ad-hoc emails. In addition, to ensure consistent and predictable ACW
behavior across all channels, an administrator must ensure that ACW is not enabled on Avaya

Aura® Communication Manager and Control Manager simultaneously.

This feature applies to agents and supervisors for all channels.

s N

© Important:

» The service-specific and channel-specific timer ranges are from 0 to 9999.

» The service comes first, followed by the channel.
For example, if an exact matching set of attributes is present in an Avaya Control
Manager service, Avaya Oceana® selects ACW for that service. In all other

scenarios, Avaya Oceana® uses channel-specific ACW.

®

 If the duration of ACW for the matched service is zero, Avaya Oceana™ considers it

to have no ACW and does not attempt to use a channel-specific timer.
» Avaya Proactive Outreach Manager feature uses voice channel ACW.
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Customer history search

Customer history search

Agents can use the Avaya Workspaces for Avaya Oceana® Customer History widget to search and
view customer history details.

Based on the search criteria, the widget displays all previous interactions with a customer, except
voice history details. Agents can use a combination of search parameters to get the desired
results. For example, to search, agents can use a combination of date, customer email, subject,
and To address.

/~ N
© Note:

The And operator connects the search parameters; hence, different combinations of the
same parameters display the same result. For example, the results for To Address and
Date are the same as those for Date and To Address.

Address book

In Avaya Workspaces, you can search for contacts in your address book. For example, you can
use LDAP or Salesforce to retrieve contacts in your team from an enterprise directory.

This feature applies to agents and supervisors for all channels.

Disposition codes

In Avaya Workspaces, agents can set disposition codes for every interaction when the interaction
is active or after the interaction ends.

Disposition codes are tags to indicate the state of the contact.
For example, agents can set the following codes:

« ComplaintResolved, DissatisfiedCustomer, and FollowUp disposition codes after closing the
interaction.

¢ PostBrochure, CustomerCallback, and LikeOnSocial disposition codes during the
interaction.

© Note:

The customer journey utility does not store the disposition codes set during After Call
Work (ACW).

This feature applies to agents and supervisors for all channels.

Defer email

In Avaya Workspaces, an agent can defer an email in an assigned state for a specified number of
hours. For example, agents can defer emails for additional research and consultation.

A supervisor can defer emails if the agent is unavailable.
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For example, a supervisor can take ownership of the deferred email, complete the email, and send
it to the customer. In addition, the supervisor can view the list of emails that the agent deferred and
transfer the emails to another service.

Agent monitoring
In Avaya Workspaces, supervisors can monitor various activities of the agents.
For example, supervisors can do the following:

» Monitor agent states, work items, and performance for all channels.
» Observe and listen to agent interactions by barging into the call and mentoring them.

This feature applies to supervisors for chat, messaging, and SMS channels.

Observe

In Avaya Workspaces, supervisors can listen in on conversations between agents and customers
to see if they need to step in. The observation session ends when the agent transfers the
interaction to another agent.

This feature applies to supervisors for chat, messaging, and SMS channels.

Barge

In Avaya Workspaces, supervisors can barge into the interactions they are observing. After a
supervisor barges into an interaction, the supervisor controls the interaction.

This feature applies to supervisors for chat, messaging, and SMS channels.

Agent state change

In Avaya Workspaces, supervisors can change the state of the agents from their teams. For
example, a supervisor can change the state of an agent to Not Ready or Logged Out. The state
change prevents calls from routing to that agent.

This feature applies to supervisors for all channels.

Avaya Workspaces for Call Center Elite supports agents going to Not Ready mode with a pre-
defined browser disconnect reason code. However, agents can get logged off automatically when
the agent's idle time exceeds or the agent's browser is disconnected.

If there are no active interactions, the agent is logged off automatically after the agent exceeds the
configured time. The agent moves from Ready to Not Ready state and then transitions to Log Out
and Offline states.

However, if one or more active interactions are present, the agent cannot get logged off
automatically. Instead, the agent moves from Ready to Not Ready Pending state.

If the Enable drop all interactions feature is configured, the active interaction is dropped after
exceeding the configured time. The agent transitions to the Log Out state and fully exits the
application after the call is dropped.
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Transfer and conference of PSTN and Web voice calls

© Note:

Interactions that are currently not active (in alerting or held state) will not be dropped
automatically after exceeding the configured time. Agent must manually end them.

Transfer and conference of PSTN and Web voice calls

In Avaya Workspaces, agents can transfer PSTN or Web voice calls to other agents or
supervisors. Also, agents can add more agents or supervisors to ongoing PSTN and Web voice
calls.

Using Avaya Workspaces, an agent can put a conversation with a customer on hold while they talk
to another agent. After getting a consultation from that agent, the agent can end the consultation
call and resume the conversation with the customer.

The agent can also choose to complete the consultation as a conference. For example, the agent
can end the consultation call and initiate a three-way conference with the customer, the consulted
agent, and the agent in conversation.

This feature applies to agents and supervisors for the PSTN and Web voice channels.

Supported Agent Transfer and Conference scenarios for voice calls

Avaya Oceana® agents can use Avaya Workspaces to perform the following transfer and
conference actions:

~
P\ction Destination
Internal External
) ) Avaya Oceana®
Voice Service IVR non-Avaya non-Avaya
user
Oceana® Oceana®

Blind Transfer Yes Yes Yes Yes Yes
Consult Yes No* No Yes Yes
Transfer

Conference Yes No* No Yes Yes

* You can do it using basic CTI transfer, but without Transfer to User reason codes and reporting.
(S

Outbound email approval process

In Avaya Oceana®, you can configure emails for approval before sending them to a customer. For
example, an individual or a group of designated approvers can approve emails. Approving emails
is part of quality assurance to ensure the agents respond appropriately to customer queries.
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Agents can send approved emails to the customer, which appear in the customer journey.
Unapproved emails do not show up in the customer journey, and administrators can use the audit
trail to see these emails.

You can use Avaya Analytics™ to view real-time and historical reporting on approving or rejecting
outbound emails.

Integration of Avaya Workspaces for Avaya Oceana® and Avaya
Workplace Client

Avaya Workplace Client overview

Avaya Workplace Client is a SIP-based softphone application. You can use Avaya Workplace

Client to access the Unified Communications (UC) voice features through Avaya Aura®. In
addition, you can access conferencing and video capabilities, collaboration and presence services,
screen sharing, and directory features.

Depending on the customer infrastructure, you can deploy Avaya Workplace Client on-premise,
within or outside the enterprise. For example, you can deploy Avaya Workplace Client outside the

enterprise as an internet-based remote worker application that connects to Avaya Aura® at the
back end.

The primary user type supports voice and video calls, Instant Messenger (IM), and presence
services. In addition, Avaya Workplace Client also provides Over the Top (OTT) functionality, such

as conferencing and directory integration, depending on the license. The OTT functionality is

independent of Avaya Oceana® contact center applications.

Customers who use Avaya Workplace Client can add all the supported features to Avaya
Oceana®. However, outside Avaya Workplace Client, customers cannot use or integrate these

features in the Avaya Oceana® main application.

Avaya Workspaces for Avaya Oceana® and Avaya Workplace Client

The deployment of Avaya Workplace Client is independent of the Avaya Oceana® solution.

However, there are prerequisites for the Avaya Aura® infrastructure configuration to implement
Avaya Workplace Client in a secure telecommunications environment.

The following table lists the minimum tested versions of the Avaya Aura® infrastructure required to

support Avaya Workplace Client as a SIP endpoint for Avaya Oceana® and Avaya Analytics™
users:

Table 8: Avaya Aura® infrastructure

4 N
Components Minimum Tested Versions*
Avaya Aura® System Manager 8.1.3
Avaya Aura® Session Manager 8.1.3
Avaya Aura® Communication Manager 8.1.3.1.0-FP3SP1
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Social messaging platforms

(Components Minimum Tested Versions* b
Avaya Aura® Media Server 8.0.2
Avaya Aura® Application Enablement Services 8.1.3
Avaya Workplace Client 3.14, 3.15, and 3.16
*Earlier versions of these products are not tested.
N\

Social messaging platforms

You can integrate the following social messaging platforms with Avaya Oceana® through the Avaya
Digital Connection platform:

* WhatsApp

» Facebook

*  Twitter

Calling an Avaya Oceana® service

Contact center agents working on non-voice contacts or in the After Call Work (ACW) state can
start a consultation on a voice call with experts across the enterprise or service teams.

Contact center agents logged into Avaya Oceana® Workspaces can make an ad-hoc voice call to a

configured and available Avaya Oceana® service, regardless of their work status: ready, ACW, or
active on non-voice contacts.

Profanity validation on inbound email contacts

Avaya Oceana® supports profanity validation for incoming customer emails. Using the profanity
data settings, the administrator can mask the profanity words detected in the incoming emails with
a chosen character.

Sensitive data validation on inbound email contacts

Avaya Oceana® supports sensitive data validation for incoming customer emails. The administrator
can configure the sensitive data settings to mask the sensitive words detected in the incoming
emails with a chosen character.

The administrator uses a predefined email address to send emails containing sensitive information
to customer quality analysis teams.

Multiple replies to email interaction

Avaya Oceana® supports an incoming email interaction to remain active after an agent replies.
Thus, the agent continues to conduct additional actions, such as replying, closing, deferring,
forwarding, or transfering the email. After the interaction, the agent can close or keep the contact
card open.
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The administrator must configure the option in Avaya Oceana® so that agents can send multiple
replies to an email contact.

Avaya Analytics™ features

Historical reporting

Avaya Analytics™ provides historical reporting for inbound and outbound calls through
dashboards. Historical reports provide a snapshot of contact center performance for a specified
duration for contact center resources such as agents and routing points. You can use these reports
and empirical data to evaluate historical performance, identify trends, and make informed decisions
about future use.

Historical reports use interval-based measures, daily roll-up data, or monthly roll-up data to display
a snapshot of the contact center. Administrators can configure and set the retention period of
reports to specific days, weeks, or months.

Supervisors can select the routing services within a routing service group for reporting, enabling
them to track the historical performance of specific channels. Supervisors can view routing
services and routing service measures associated with their assigned routing service group.

Administrators can configure routing service groups for historical reporting in Avaya Analytics™.
Administrators can also assign supervisors to the system routing service group, which enables
supervisors to bypass individual routing service group filters and access all the routing service
information from all groups.

7~ \

© Note:

» Interval-based measures reports: These reports display data from the current 15-
minute interval after you run the data aggregation. Avaya Analytics™ sets report
caching settings to 15-minute intervals by default. If a call exceeds the current 15-
minute interval, you can see the data for that call in the next 15-minute interval.

 Daily roll-up reports: These reports do not include data for the current day. Avaya
Analytics™ calculates and displays data for the current day on the next day.

» Monthly roll-up reports: These reports do not include data from the current month.
Avaya Analytics™ calculates and displays data for the current month in the following
month.

Call Profile reports

The Call Profile reports enable supervisors to compare the call performance of routing services for
a selected duration. Supervisors can view these reports for the routing services assigned to them
in Routing Service Groups. In addition, supervisors can use the information obtained from these
reports to plan process improvements or make business decisions for their routing services.

Avaya Analytics™ provides the following Call Profile reports:

» Call Profile Abandoned: This report shows the number of calls abandoned after specific
durations at different intervals. You can use this information to identify routing services with
high abandonment rates and take steps to improve call abandonment rates.
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Real-time reporting

» Call Profile Answered: This report shows the number of calls answered after specific
durations at different intervals. You can use this information to identify routing services with
long call answer times and take steps to improve call answer times.

» Call Profile Active Time Duration: This report shows the number of active calls for specific
durations at different intervals. You can use this information to identify routing services with
long call durations and take steps to improve call durations.

» Call Profile Waiting in Queue: This report shows the number of calls queued for specific
durations before the agents answer the calls. You can use this information to identify routing
services with long queue times and take steps to improve queue times.

Real-time reporting

The Avaya Oceana® Supervisor Reporting Dashboard provides real-time reporting capabilities.
Supervisors use Avaya Workspaces to run real-time reporting dashboards that monitor up-to-date
statistics for their contact center and resources.

The Supervisor Reporting Dashboard provides real-time visibility into call activity, enabling
supervisors to quickly identify and address potential problems. For example, supervisors can use
the dashboard to see how many calls are waiting in a queue, how long agents take to answer calls,
and how many calls each agent handles.

The Supervisor Reporting Dashboard provides real-time data for the dashboards. Avaya
Analytics™ collects call and agent data from all aspects of the contact center, analyzes it, and
presents it in a way that is easy for supervisors to understand.

The Supervisor Reporting Dashboard is a tool for supervisors to improve the performance of their
contact center. It enables them to quickly identify and address potential problems, improve agent
productivity, and provide better customer service.

Assign thresholds for views and measures

Thresholds are preconfigured values used for identifying and highlighting abnormal data in views.
You can use thresholds to determine the lower and upper end of the range for a measure and
specify levels between the lower and upper ends. For example, you can assign distinct colors for
measures below, within, or above the normal range.

A Supervisor Reporting Dashboard can use thresholds to highlight the high volume of waiting calls
that require immediate attention. For example, the dashboard can use one color to highlight calls
that have been waiting for more than 10 minutes, another color to highlight calls that have been
waiting for more than five minutes, and one more color to highlight calls that have been waiting for
less than five minutes.

Supervisors can create private threshold classes available only to them. Administrators can
generate public threshold classes available to all users.

Supervisors can clone the threshold classes, which are private by default. Administrators can clone
threshold classes and make them public. You can apply thresholds to table and billboard views and
add up to five thresholds for each measure.

Canned historical dashboards and reports in Avaya Analytics™
Avaya Analytics™ provides the following canned reports.

Agent and Routing Service Performance reports are based on 15—minute historical intervals -
Daily, Weekly, Monthly and Yearly.

March 2026 Avaya Oceana® Solution Description 92

Comments on this document?


https://onecare.avaya.com/customercare/en/documentation/feedback?formId=1399859460448&p1=S3&p2=Avaya%20Oceana%C2%AE%20Solution%20Description&p3=3.10.0.1

Features

Table 9: Historical reports based on 15 minutes fixed intervals
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Reports Description

Agent Behaviour A dashboard that displays individual occurrences of agent behaviors that
are associated with engagement handling activities.

Agent Compare A dashboard for comparing agents on different measures.

Agent Configuration A dashboard to view agent information and agent properties.

Agent Login/Logout A report that displays login and logout events for each agent, and the
session duration for each agent log on.

Agent Not Ready By Reason A report that displays the reason code associated with the agent not ready

Code state.

Agent Performance Bottom 5 A daily dashboard that summarizes the agent performance information for
the bottom 5 agents, that is, those who completed the lowest number of
customer engagements.

Agent Performance Top 5 A daily dashboard that summarizes the agent performance information for
the top 5 agents, that is, those who successfully completed the highest
number of customer engagements.

Contact Center Performance A report that displays the performance summary of a contact center site.

Summary

Engagement A dashboard that displays data related to customer engagements across
various parameters. For example, Engagement Summary Report,
Engagement Detail Report, Engagement Contact Report, Contact Detalil
Report, and Segment Detail Report.

Messaging Engagement Summary A dashboard that displays data related to customer engagements originated
on the Messaging channel across various parameters.

Routing Service Summary A dashboard to track the overall performance of a routing service for the
current reporting period.

Supervisor Activity A dashboard that displays a summary of the supervisor’s activity for the
current reporting interval.

Supervised Agent Activity A dashboard that displays details of supervised agents and their behavior
aspects in the current reporting interval.
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Canned historical dashboards and reports in Avaya Analytics™

4 I
Reports Description
Supervised Agent Compare A dashboard that displays a comparison of supervised agents for the
current reporting interval.
Time Series A dashboard that displays the engagement of agents with an individual
routing service for the current interval.
VDN Summary Areport that displays the performance of a routing point.
- )
Table 10: Historical drill down reports based on 15 minutes fixed intervals
e )
Reports Description
Account by Agent Summary A dashboard that provides a summary of agents who handled the contacts
for the accounts.
You can drill down to the Agent Interaction report to view the type of contact
that the agent had.
Agent by Routing Service A dashboard that displays how agents use routing services for the current
interval.
You can drill down to the Agent Interaction report to view the type of contact
that the agent had.
Agent Performance Summary A dashboard to monitor overall performance and productivity of agents by
channel for the current reporting period.
You can drill down to the Agent Interaction report to view the type of contact
that the agent had.
Agent Interaction Detail A drill down dashboard that filters on a single agent to display the agent
interactions. This dashboard is available as a drill down report from Agent
Performance, Account by Agent, and Agent By Routing Service reports.
- J
Agent and Routing Service Performance reports are based on daily roll-up data. The supported
interval options are Daily, Weekly, Monthly and Yearly.
Table 11: Historical reports based on daily roll-up data
( )
Reports Description
Agent Behaviour A dashboard that displays individual occurrences of agent behaviors that
are associated with engagement handling activities.
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' I

Reports Description

Agent Compare A dashboard for comparing agents on different measures.

Agent Configuration A dashboard to view agent information and agent properties.

Agent Login/Logout A report that displays login and logout events for each agent, and the
session duration for each agent log on.

Agent Not Ready By Reason A report that displays the reason code associated with the agent not ready

Code state.

Agent Performance Bottom 5 A daily dashboard that summarizes the agent performance information for
the bottom 5 agents, that is, those who completed the lowest number of
customer engagements.

Agent Performance Top 5 A daily dashboard that summarizes the agent performance information for
the top 5 agents, that is, those who successfully completed the highest
number of customer engagements.

Contact Center Performance A report that displays the performance summary of a contact center site.

Summary

Engagement A dashboard that displays data related to customer engagements across
various parameters. For example, Engagement Summary Report,
Engagement Detail Report, Engagement Contact Report, Contact Detail
Report, and Segment Detail Report.

Routing Service Summary A dashboard to track the overall performance of a routing service for the
current reporting period.

Supervisor Activity A dashboard that displays a summary of the supervisor’s activity for the
current reporting interval.

Supervised Agent Activity A dashboard that displays details of supervised agents and their behavior
aspects in the current reporting interval.

Supervised Agent Compare A dashboard that displays a comparison of supervised agents for the
current reporting interval.

Time Series A dashboard that displays the engagement of agents with an individual
routing service for the current interval.

VDN Summary A report that displays the performance of a routing point.

- J
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Canned historical dashboards and reports in Avaya Analytics™

Agent and Routing Service Performance reports are based on monthly roll-up data. The supported
interval options are Monthly and Yearly.

Table 12: Historical reports based on monthly roll-up data

' N\

Reports Description

Agent Behaviour A dashboard that displays individual occurrences of agent behaviors that
are associated with engagement handling activities.

Agent Compare A dashboard for comparing agents on different measures.

Agent Configuration A dashboard to view agent information and agent properties.

Agent Login/Logout A report that displays login and logout events for each agent, and the
session duration for each agent log on.

Agent Not Ready By Reason A report that displays the reason code associated with the agent not ready

Code state.

Agent Performance Bottom 5 A daily dashboard that summarizes the agent performance information for
the bottom 5 agents, that is, those who completed the lowest number of
customer engagements.

Agent Performance Top 5 A daily dashboard that summarizes the agent performance information for
the top 5 agents, that is, those who successfully completed the highest
number of customer engagements.

Contact Center Performance A report that displays the performance summary of a contact center site.

Summary

Engagement A dashboard that displays data related to customer engagements across
various parameters. For example, Engagement Summary Report,
Engagement Detail Report, Engagement Contact Report, Contact Detalil
Report, and Segment Detail Report.

Routing Service Summary A dashboard to track the overall performance of a routing service for the
current reporting period.

Supervisor Activity A dashboard that displays a summary of the supervisor’s activity for the
current reporting interval.

Supervised Agent Activity A dashboard that displays details of supervised agents and their behavior
aspects in the current reporting interval.
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Features

4 I
Reports Description
Supervised Agent Compare A dashboard that displays a comparison of supervised agents for the

current reporting interval.

Time Series A dashboard that displays the engagement of agents with an individual
routing service for the current interval.

VDN Summary A report that displays the performance of a routing point.
- J

Canned real-time dashboards and views in Avaya Workspaces
The Avaya Workspaces supervisor reporting dashboard includes several default dashboards that

all users can view. Avaya Analytics™ provides real-time data for your dashboards. The table lists
the default dashboards and their views:

Table 13: Real-time reports

4 )
Dashboard Description
Agent Performance This dashboard contains the following views:

» Agent Status tabular display
» Agent Behaviour tabular display

» Agent bar chart

Contact Summary This dashboard contains the following views:

 Contacts Waiting in Queue Billboard
 Contacts Abandoned from Queue Billboard
* Contacts Offered Billboard

* Contacts Answered Billboard

« Contacts at Agents Billboard

» Contacts Transferred to Service Billboard
« Contacts Transferred to Agent Billboard

» Contacts Consults Billboard

» Contacts Holds Billboard

* Contacts Deferred Billboard

» Contacts Conference Billboard

« Contacts Completed Billboard
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Full database backup on a remote server

4 N
Dashboard Description
Routing Performance Summary This dashboard contains the following views:

« Service Distribution tabular display

- J

Full database backup on a remote server

An administrator can run an immediate backup or schedule a full Avaya Analytics™ historical
reporting database backup to a remote server. The remote server can be a Windows or Linux
server outside the cluster. Remote backups help prevent data loss in a local server failure. The
administrator can use the pgdump tool to run a full database backup.

The administrator must configure the backup or schedules before running the backup, or the
administrator gets a notification during installation or upgrade.

Upscaling Avaya Analytics™

An administrator can perform upscaling of a cluster in Avaya Analytics™ to accommodate changes
to the existing configuration. Upscaling is increasing the VMware node resources for the Avaya
Common Services cluster by allocating additional CPU, memory, and disk storage.

Avaya Analytics™ supports upscaling from release 4.3 onward. Customers who use an older
release must upgrade to Avaya Analytics™ 4.3 to perform an upscale. Avaya Analytics™ upscaling
supports the following:

» Increasing the active agent count for Avaya Analytics™ without redeploying the Avaya
Analytics™ application.

» Adding capacity to deploy new features such as asynchronous messaging, real-time routing
service group reporting, and historical agent trace reporting without impacting the deployed
applications.

The administrator can use the deployment spreadsheet to manage the upscaling process. The
spreadsheet pre-calculates the additional CPU, memory, and disk storage requirements based on
the updated configuration.

/~ \

© Note:

« Avaya Analytics™ does not support upgrading and upscaling simultaneously.

« Avaya Analytics™ does not support upscaling and downscaling from non-HA to
HA deployment.

Avaya Analytics™ Disaster Recovery monitoring tool

Avaya Analytics™ offers a Disaster Recovery (DR) monitoring tool that enables administrators to
check the replication status between DC1 and DC2 pods. The administrator can view the
replication status on DC1 and troubleshoot the system to determine if it is in a good state before
and after configuring Geo-Replication on DC2.

The Avaya Analytics™ DR monitoring tool helps in troubleshooting the following issues:
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Features

» Database split-brain: Identify if two pods in a cluster run simultaneously in a master or active
mode.

* Network targets: Identify if the hosts or IP addresses the components communicate with are
of the expected value.

» Local Cluster Status: Identify the status of the current cluster, such as Primary or Geo-
Standby.

* NFS target: Identify the cluster of NFS servers used for Geo-Replication.
» Remote Cluster Status: Identify the status of the remote cluster.

» Replication delays: Know the update timestamp of the receipt of the WAL file. Use this
information to determine if there is a lag in replication due to a slow network or if the
hardware cannot process all the replicated data in a reasonable time.

Enhanced CSV file for Workforce Optimization integration

An administrator can configure Avaya Analytics™ to generate CSV files for Agent by Account and
Routing Service historical reports.

The Interval CSV Producer writes data into the CSV file every 15 minutes. The Daily CSV Producer
creates a new CSV file with a unique name every 24 hours.

Avaya Analytics supports the delivery of the CSV file in the following manner:

» Every 15 minutes, information rolls up into a running daily total. The running total resets at
midnight every day.

» Every 24 hours, information rolls up into the daily totals. Avaya Analytics™ generates a
CSV file just after midnight each day, reporting on the values from the previous day.

Avaya Analytics™ can share the historical reporting data through CSV files with Avaya Aura®

Workforce Optimization and Non-Avaya Aura® Workforce Optimization solutions. Avaya
Analytics™

Enhanced Call Profile reports

In Avaya Analytics™ release 4.1.2, Enhanced Call Profile reports are introduced. These reports
solve the limitations of the original call profile reports, as discussed in the Call profile report
overview section.

Enhanced Call Profile reports count service level (SLA) measures for each part of the call,
individually, after routing from IVR to Oceana.

To understand how Enhanced Call Profile report works, consider the following scenarios:

Scenario 1: Call re-routed from IVR to Avaya Oceana®

1. The callis routed to Avaya Oceana® and gqueued on Routing Service 1 for 10 seconds.

The call is offered to an agent and again queued due to RONA (20 seconds of ring
duration).

The call is queued for 15 seconds on Routing Service 1.
The call is offered to another agent and is answered after 3 seconds of ringing.
The agent transfers the call to IVR.

N

The call is routed to Avaya Oceana® and gqueued on Routing Service 2 for 7 seconds.
The call is offered to an agent and is answered after 9 seconds of ringing.
The agent transfers the call to an IVR.

© No g M w
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SAML authorization for Historical Reporting

9. The call is routed to Avaya Oceana® and gqueued on Routing Service 3 for 4 seconds.
10. The customer abandons the call.

In the above scenario, the original Call Profile reports calculate the initial wait time measure for the
CDR contact record, and there is one field in the record to store it. When the call is re-routed, initial
wait time measure continues to increase, so it stores the total initial wait time duration for all
routed through IVR segments.

While, in the Enhanced Call Profile reports, 3 different service level measures are counted as the
following:

e From steps 1to 4 — SLA 1 - first routing from IVR to Avaya Oceana®
« From steps 6 to 7 — SLA 2 - transfer to IVR and subsequent routing to Avaya Oceana®
again
* From steps 9to 10 — SLA 3 - transfer to IVR and subsequent routing to Avaya Oceana®
again
®

Enhanced Call Profile report shows all calls routed or re-routed from IVR to Avaya Oceana
separately.

Scenario 2: Call re-routed within Avaya Oceana®

1. The call is routed to Avaya Oceana® and queued on Routing Service 1 for 10 seconds.
The call is re-routed and queued on Routing Service 2 for 10 seconds.

3. The call is offered to an agent and is answered after 9 seconds of ringing. Alert is sent to
agent when the call is offered.

4. The call is completed.

N

In the above scenario, the call is transferred to another agent or routing service inside

Avaya Oceana®. There is no re-routing to IVR in between. Therefore, such transfers are
not counted as separate calls in enhanced Call Profile reports.

In the above scenario, the original Call Profile reports calculate the wait time on the initial
Routin Service 1. While the Enhanced Call Profile reports calculate the wait time and alert
time on Routing Service 2.

Here, wait time is the total of initial wait times on Routing Service 1 and Routing Service 2.

- ™~

© Note:

For checking Call Profile reports of Avaya Analytics™ pre-4.1.2 release data, you have to
access Original Call Profile reports.

SAML authorization for Historical Reporting

Historical reporting local users or LDAP users are able to log in to Avaya Analytics™ Historical
reporting using SAML authentication. You need to do following configuration:

* You can map new or existing SAML users to Historical reporting local users or LDAP users.
* Enable or disable SAML authentication for Historical reporting.
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Features

» Configuring Web Single Sign-on for importing SAML users automatically into Historical
Reporting.
» Configuring Okta as ldentity Provider for Historical Reporting.

» Configuring Active Directory Federation Services as ldentity Provider for Historical
Reporting.

Real-time reporting on routing service group in Avaya Analytics™

Avaya Analytics™ supports real-time reporting on routing service groups. Supervisors can
effectively monitor the real-time performance of routing services within a routing service group.

This is an optional feature. If, in real-time the routing service group producer is not visible then it is
because the service is not installed during deployment. See section In real-time the Routing
Service Group producer is not visible in Maintaining and Troubleshooting Avaya Analytics™ for
Avaya Oceana® .

Not Ready Pending state and duration in Avaya Analytics™

Avaya Analytics™ reports support the new measures Not Ready Pending state and Not Ready
Pending Duration.

You can use Not Ready Pending measure to monitor how many times agents changed their
status to Not Ready during an active interaction.

You can use Not Ready Pending Duration measure to view the duration for which an agent was
in Not Ready Pending state during an active interaction.

Both the measures are available under custom historical and real-time Agent performance report
and AccountbyAgent report.

Historical Agent Trace reporting in Avaya Analytics™

Avaya Analytics™ supports agent trace reporting, which historically tracks the call activities, state
changes, and the time when these events occurred for traced agents. This information is useful to
supervisors when evaluating how well agents use their time.

Agent Trace report is an optional feature. You can install Agent Trace Measure Processor using
Avaya_Oceana_Application_Deployment_<ReleaseNumber>.x1lsm spreadsheet to enable
agent trace reporting.

In certain instances, data for agents who are traced when they log onto Workspaces and handle
calls is unavailable in the database. This data loss can be because the orca-trace measure-
proc service is not installed during deployment.

After you have installed the Avaya Analytics™, you can install orca-trace-measure-proc
service using the Avaya Analytics™ upscaling process as additional cluster resources are
required.

Avaya Analytics™ Non-Bosh deployment

As of Avaya Analytics™ release 4.2, Bosh is no longer supported. Avaya Analytics™ supports only
non-bosh deployment.

3 master and 0 or more worker nodes are supported for the HA enabled deployment spreadsheet.

1 master and 0 or more worker nodes is supported for the non-HA deployment spreadsheet.

March 2026 Avaya Oceana® Solution Description 101

Comments on this document?


https://onecare.avaya.com/customercare/en/documentation/feedback?formId=1399859460448&p1=S3&p2=Avaya%20Oceana%C2%AE%20Solution%20Description&p3=3.10.0.1

Avaya Analytics™ incremental backup

Avaya Analytics™ incremental backup

Using incremental backup, also called PgBackRest backup, you can schedule a daily automatic
backup of the Avaya Analytics™ Postgres Cluster from the previous backup taken till the current
day. Incremental database backup is compressed and stored on the pre-configured NFS.

~ N\

© Note:

Avaya Analytics™ Postgres Cluster includes both Avaya Analytics™ data and Historical
Reporting custom report data.

The default schedule of incremental backup is the following:

e Base backup: It is a full database backup scheduled by default on every Sunday at 04:00
am UTC.

« Incremental backup: It is a backup taken based on the latest base backup. By default, it is
scheduled at 00:00 am UTC every day.

© Note:

Incremental Backups (pgBackRest) and Remote Backups (pgdump) are not
interoperable.

Analytics Geo Enhancements

The Analytics Geo solution is enhanced for Historical Reporting so that the custom reports and
local users in the metadata are replicated from a primary DC to a secondary DC.

Microstrategy

Avaya Analytics™ supports the latest MicroStrategy 2021, platform updates and enhancement.
The existing Analytics 4.x customer will be able to upgrade from MSTR 2021 to current MSTR
2021 updates.

Ad hoc email approval

Avaya Oceana® email approval or rejection capabilities are enhanced to support Ad hoc emails

creates and sends by an agent. When an agent creates and sends an Ad hoc email, depending on
the email rules:

¢ The Ad hoc email goes through the Avaya Oceana® email approval or rejection process.

» After an approver approves the Ad hoc emails, they are routed to their respective recipients.

Avaya Analytics™ supports two new measures to report approval or rejection of Ad hoc email
activities. Avaya Analytics™ also distinguishes Ad hoc emails from email replies.
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Features

Tracking In focus and Out of focus contact in a multiplicity scenario

In a multiplicity scenario, an agent can work simultaneously with multiple contacts. For example, an
agent can talk over a call with a contact, reply on chat to another contact, and simultaneously draft
an email to a contact. Avaya Analytics™ identifies which contact an agent is focused on at any
time. The terms In Focus and Out of Focus statuses represents this distinction.

Avaya Analytics™ reports also supports tracking the actual time that the agent spent focusing on
each interaction.

Reporting Unique Ingress Count

Avaya Analytics™ introduces reporting a unique ingress count to accurately report the real-time
and historical data on an incoming contact in a contact center. For every unique incoming contact,
Avaya Analytics™ increment ingress count metric by 1 at a site level grain.

March 2026 Avaya Oceana® Solution Description 103

Comments on this document?


https://onecare.avaya.com/customercare/en/documentation/feedback?formId=1399859460448&p1=S3&p2=Avaya%20Oceana%C2%AE%20Solution%20Description&p3=3.10.0.1

Chapter 6 : Capacity specifications

The following table shows the capacity specifications for Avaya Oceana® when deployed on-

premise:
4 I
. On-Premise only: Agents
Parameter: Maximum supported number of
4500 2000 1000 100
Active Avaya Workspaces agents (including 4500 2000 1000 100
supervisors logged in as active agents)
Of this, 2000
can be digital
agents.
Configured channels per Agent 4 (1 voice + 3 digital)
Active Avaya Workspaces users including 4950 2200 1100 110
supervisors and agents (Supervisors not
logged in as active agents)
Configured users (agents and supervisors) 14850 6600 3300 330
Configured agents 13500 6000 3000 300
Configured supervisors 1350 600 300 30
Active supervisors using Avaya Workspaces 450 200 100 10
Active voice agents 4500 2000 1000 100
Configured Social agents 300 300 300 100
Active Social agents 300 300 300 30
Configured Outbound agents 500 300 300 10
Active Outbound agents 500 300 300 10
Concurrent Avaya Workspaces instances per 1 1 1 1
agent
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Capacity

4 I
. On-Premise only: Agents

Parameter: Maximum supported number of

4500 2000 1000 100
Concurrent Avaya Workspaces instances per 1 1 1 1
supervisor
Voice Busy Hour Call Completion (BHCC) - 45000 30000 30000 3000
Self Service
Voice BHCC) - Assisted Service 45000 20000 10000 1000
BHCC - Outbound 10000 6000 6000 200
Chat/Email/SMS interactions per hour 15000 15000 6000 600
Chat interactions per hour 15000 15000 6000 600
Assumes no other multimedia channel is
active.
Messaging interactions per hour 15000 15000 6000 600
Assumes no other multimedia channel is
active.
Emails per hour 15000 15000 6000 600
Assumes no other multimedia channel is
active.
SMS per hour 15000 15000 6000 600
Assumes no other multimedia channel is
active.
Social per hour 15000 15000 6000 600
Assumes no other multimedia channel is
active.
Generic Channel per hour 15000 15000 6000 600
Assumes no other multimedia channel is
active.
Concurrent Web Voice sessions*** 1000 1000 1000 100
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Capacity specifications

e )

Parameter: Maximum supported number of SIS I s

4500 2000 1000 100
Concurrent Web Video sessions*** 500 500 500 50
Ad-hoc Email per agent 1 1 1 1
Deferred Email interactions 10000 6000 3000 500
Deferred Emails per agent 20 20 20 20
Observe Chat per agent 3 3 3 3
Co-Browse sessions per node 200 200 200 20
Concurrent Chat sessions 2200 2200 1100 110
Concurrent Chat sessions per customer 10 10 10 10
Total Services supported 5000 5000 5000 1000
Services supported per agent 2000 2000 2000 1000
Attributes per Service 10 10 10 10

Channel + 9 Channel +9 Channel +9 Channel +9

attributes attributes attributes attributes
Attributes per agent* 500 500 500 500
Queued contacts across all channels 25000 25000 10000 1000
Queued Voice contacts 8000 8000 4000 400
Queued Chat contacts 2000 2000 1000 100
Queued Messaging contacts 4500 4500 2250 225
Queued Email contacts** 25000 25000 10000 1000
Queued Social contacts 5000 5000 2500 250
Queued SMS contacts 2200 2200 1100 110
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4 )
. On-Premise only: Agents
Parameter: Maximum supported number of
4500 2000 1000 100

Queued Generic Channel contacts 10000 10000 3000 200
Avaya WebRTC Connect agents 1000 1000 1000 100
Concurrent Chatbot sessions with two Chatbot 900 900 900 150
servers
Number of Communication Managers One of the following:

* 1 CM/CCElite Simplex

» 1 CM/CCElite Duplex

» 1 CM/CCElite Simplex or Duplex with associated ESS
Transfer to Service operations 2000
Engagement Designer Workflow Instances 25000 25000 10000 1000
(WFIs) per cluster
Engagement Designer Workflow Definitions 200
(WFDs) per cluster
Contacts allowed on the OCP database 7 million
Digital contacts per customer 700
Public real-time views an administrator can 60
create and view
Private real-time views a supervisor can create 60
and view
Public dashboards an administrator can create 10
Private dashboards a supervisor can create 10
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Omnichannel database customer contact ratio

4 )

. On-Premise only: Agents
Parameter: Maximum supported number of

4500 2000 1000 100

Notes:

* The total number of attributes is 50 times the maximum number of configured users. For example, in a 2000-
agent deployment, the maximum number of configured users is 6600. Therefore, you can configure a total of
6600*50 attributes.

**Queued emails - Emails that arrive at the contact center but are not yet closed. These include active emails that
agents are currently processing, emails in deferred state, and emails that are awaiting agent’s availability.

*** To calculate the maximum supported sessions for a mixed Web Voice and Web Video environment, 1 Web
Video session is equivalent to 2 Web Voice sessions.

For example, a large profile system can support one of the following:

* maximum 1000 Web Voice
* maximum 500 Web Video

* maximum 500 Web Voice and 250 Web Video

Ensure that your solution is engineered correctly to support the required WebRTC session counts.
-

Omnichannel database customer contact ratio

The customer to contact ratio in Avaya Oceana® must not exceed a ratio of 1:700 (or 1 customer

record per 700 contacts). To avoid exceeding the ratio, whenever possible, each contact must
generate a new customer record. Email manager creates a new customer record automatically
when a unique from address is found. The ratio allows sufficient scope for multiple threads of
conversation with a single customer (where agent and customer exchange a number of email
messages).

Contacts in Avaya Oceana® are generated from a variety of sources:

» standard email messages

* Web chat

+ SMS

» Social

» Generic

» Messaging
When a contact is generated in Avaya Oceana®, a customer record is created to capture details of
the sender and capture the details of the service request. You must ensure that each new sender is
unique where possible to ensure correct threading of contacts and efficient system operation.

It is critical that you do not define a single sender (for example, an email mailbox) for all contacts.
This leads to an unsustainable ratio of customers to contacts in the database.

If business practice includes using a mailbox (for example, a do-not-reply mailbox), to send
multiple contacts into Avaya Oceana® you must use the Oceana Data Management Tool archive
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Capacity

facility to ensure the contact-customer ratio is kept within the supported limits. Reducing the
customer to contact ratio ensures logical threading of customer messages on Avaya Workspaces
and also ensures efficient system operation.

This consideration applies to all types of contacts. Web chat requests must also create unique
customer records rather than converging all requests on a single customer record.

Ve

~
© Note:
Oceana Data Viewer displays a list of customers with the highest number of contacts. The
system administrators are advised to check this regularly.
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Chapter 7 : Avaya Oceana® Specifications

Hardware and software specifications

Avaya Oceana® is a suite of software applications comprising of a set of Avaya Breeze® platform
Snhap-Ins and additional installation software. Avaya Oceana® is deployed on virtualized platforms
utilizing VMware ESXi. This deployment in turn is deployed on actual physical hosts. Each Avaya
Breeze® platform server instance on the host virtual machine must be allocated the reserved
memory and vCPU configuration.

Supported virtualized environments

The customer and the external integrator must supply all virtualization software and hardware to
host the virtualized deployment. Avaya recommends that the Avaya Breeze® platform installation,
which is part of a single cluster, must be hosted on different VMware ESXi hosts. This guarantees
service availability and ensures high availability of the solution even if one of the VMware ESXi
hosts is unavailable.

All solution applications that are part of the Avaya Oceana® suite require the following virtualized
environments:

/\IMware ESXi Avaya Oceana® Avaya Control Manager Avaya Analytics™ )
VMware ESXi 7.0 Yes Yes Yes
VMware ESXi 8.0 Yes Yes Yes
Citrix/Xenapp 7.6 Yes Yes Yes

- J

Supported operating systems

All operating systems that Avaya Oceana® requires must be provided by the end customer where it
is not explicitly provided by Avaya.

(Operating system Avaya Oceana® b
Red Hat Enterprise Linux 8.8 Avaya Breeze® platform
Red Hat Enterprise Linux 8.x Avaya Analytics™
Microsoft Windows 10 and Windows 11 (x32 and x64) Avaya Workspaces
Apple Mac OS 10.11+ Avaya Workspaces
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4 N
Operating system Avaya Oceana®
Microsoft Windows Server 2012, 2016, and 2019 Avaya Control Manager

(Standard and Enterprise) with SQL Server 2012,
2014, and 2016 (Standard and Enterprise).

Microsoft Windows Server 2019 OCP database

External Data Mart (EDM) database

© Note:

» Red Hat Enterprise Linux for Avaya Breeze® platform is provided by Avaya.
* Red Hat Enterprise Linux for Common Services is provided by Avaya.

Supported browsers

' N\
Mozilla
. Google Chrome
Microsoft Edge i Apple
Component i (Windows and .
Chromium Firefox Firefox Safari
Apple MAC) .
Standard Enterprise

Avaya Workspaces for Avaya 122, 130, 133, 108, 119, 129, 110, 135, 128.7, 128.9 12-15
Oceana® 134,135 130, 133, 135 136, 137

« Supervisor and agent

role

Avaya Workspaces

admin role

¢ Customer Journey

« Co-Browsing Snap-in

agent role
Co-Browsing Snap-in 135 134, 135 136, 137 128.7,128.9 | 12-15
customer
Avaya Control Manager 135 135 137 Not 12-15

supported
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4 I
Mozilla
. Google Chrome
Microsoft Edge i Apple
Component . (Windows and .
Chromium Firefox Firefox Safari
Apple MAC) .
Standard Enterprise
Avaya Workspaces for Avaya 135 134, 135 Not Not Not
Oceana® — Avaya WebRTC supported supported supported
. . Video: Not
Connect Voice and Video
agent supported
Voice:
supported
Customer Avaya WebRTC 135 134, 135 91-102 Not Not
Connect application supported supported
Video: Not
supported
Voice:
supported
Avaya Analytics™ Release 122, 130, 133, 134, 135 110, 135, 128.7, 128.9 Not
4.x Real Time Reporting 134,135 136, 137 supported
(using supervisor Avaya
Workspaces for Avaya
Oceana®)
Avaya Analytics™ Release 122, 130, 133, 134, 135 110, 135, 128.7,128.9 | 12-15
4 x Historical Reporting 134, 135 136, 137
Avaya Oceana® Multimedia 134, 135 108, 134, 135 137 Not Not
Data Viewer & Avaya supported supported
Oceana® Dashboard &
Monitor
Avaya Oceana® 134, 135 134, 135 with 137 with Not Not
Administration Tool and Click Once Click Once supported supported
OCMT Extension Extension
. J

Supported endpoints

In addition to Avaya Workspaces for Windows, Avaya Oceana® supports the following endpoints:

4 N\
Avaya endpoint/softphone Supported versions
9600 Series IP Deskphone 96x1 (SIP) 9608, 9611, 9621, and 9641
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4 I
Avaya endpoint/softphone Supported versions
9600 Series IP Deskphone 96x1 (H.323) 9650, 9608, and 9611
16xx series IP deskphone 1608 and 1611
46xx series IP deskphone 4620 and 4621
J100 Series J169 and J179
Avaya one-X® Agent (H.323) 2.5.8 and later
Avaya Agent for Desktop 1.7x,2.0
& J
Supported mobile and desktop operating systems
Avaya WebRTC Connect supports the following mobile and desktop operating systems:
e )
Platforms Supported versions
i0S 134.1
Android 10.0
Windows Windows 10 Pro and Windows 10 Pro for Workstations
64-bit OS
Mac OS 11.2.3
- J

Supported WebRTC Agent Client Software Versions

Flatforms

Supported versions

kGoogIe Chrome

89

— 1/

Avaya Oceana® hardware requirements

The following table provides information about the memory, disk, and vCPU requirements for each

component of Avaya Oceana®:

March 2026
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4 )

Component/ Avaya Oceana® Agents

Requirement
Platform 4500 2000 1000 500 250 100
Avaya Oceana® | Nodes 3 3 3 3 3 3
Cluster 1

Memory/node 98GB 98GB 66GB 50GB 50GB 34GB
Avaya Breeze®
platform o )

Minimum disk 505GB 505GB 505GB 505GB 505GB 505GB

size/node

vCPUs/node 16 12 12 8 8 8

Input Output 120 100 100 50 50 50

Processing /

sec (IOPs)
Avaya Oceana® | Nodes 2 2 2 2 2 -
Cluster 2

Memory/node 34GB 34GB 26GB 26GB 18GB** -
Avaya Breeze®
platform o )

Minimum disk 355GB 355GB 355GB 355GB 355GB -

size/node

vCPUs/node 8 8 4 4 4 -

I0Ps 50 50 50 25 25 —
Avaya Oceana® | Nodes 2 2 2 2 2 2
Cluster 3

Memory/node 34GB 34GB 18GB 18GB 18GB 14GB
Avaya Breeze®
platform . )

Minimum disk 405GB 405GB 405GB 405GB 405GB 405GB

size/node

vCPUs/node 8 8 4 4 4 4

I0Ps 50 50 50 25 50 50
Avaya Oceana® | Nodes 3 3 2 2 2 2
Cluster 4
(Optional) Memory/node 18GB 18GB 18GB 18GB 18GB 10GB
Avaya Breeze® L .

Minimum disk 405GB 405GB 405GB 405GB 405GB 105GB
platform )

size/node
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f R
Component/ Avaya Oceana® Agents
Requirement
Platform 4500 2000 1000 500 250 100
vCPUs/node 4 4 4 4 4 4
I0Ps 50 50 50 25 25 25
Avaya Oceana® | Nodes 2 2 2 2 2 2
Cluster 5
(Optional) Memory/node 14GB 14GB 14GB 14GB 14GB 10GB
Avaya Breeze® - .
Minimum disk 305GB 305GB 305GB 305GB 305GB 305GB
platform .
size/node
vCPUs/node 4 4 4 4 4 4
I0Ps 50 50 50 50 50 50
Omnichannel Nodes 2 2 2 2 2 2
Datastore
Memory/node 16GB 16GB 16GB 16GB 16GB 12GB
Windows
Minimum disk 4 Disks 4 Disks 4 Disks 4 Disks 4 Disks 4 Disks
size/node (100GB, (100GB, (100GB, (100GB, (100GB, (100GB,
60GB, 60GB, 60GB, 60GB, 60GB, 60GB,
1TB, and 1TB, and 1TB, and 100GB, 100GB, 100GB,
60GB) 60GB) 60GB) and and and
60GB) 60GB) 60GB)
vCPUs/node 8 8 4 4 4 4
IOPs 100 100 100 50 50 50
Avaya Control Nodes 2 2 2 2 2 2
Manager
Memory/node 12GB 12GB 12GB 12GB 12GB 12GB
Windows
Minimum disk 300GB 300GB 300GB 300GB 300GB 300GB
size/node
vCPUs/node 8 8 8 8 8 8
I0Ps 50 50 50 25 25 25
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4 N
Component/ Avaya Oceana® Agents
Requirement
Platform 4500 2000 1000 500 250 100
Avaya Control Nodes 2 2 2 2 2 2
Manager
Database Memory/node 12GB 12GB 12GB 12GB 12GB 12GB
Windows o )
Minimum disk 300GB 300GB 300GB 300GB 300GB 300GB
size/node
vCPUs/node 8 8 8 8 8 8
I0Ps 50 50 50 25 25 25
Avaya Context Nodes 1 1 1 1 1 1
Store External
Data Mart and Memory/node 24GB 16GB 16GB 16GB 16GB 12GB
Customer
Journey Minimum disk 3200GB 2105GB 2105GB 2105GB 2105GB 215GB
Database size/node
Windows
vCPUs/node 12 8 8 8 8 4
I0Ps 100 100 100 50 50 50
Avaya Control Nodes 2 2 2 2 2 2
Manager
Database co- Memory/node 24GB 24GB 24GB 24GB 24GB 24GB
resident with
Avaya Context Minimum disk 3500GB 2405GB 2405GB 2405GB 2405GB 515GB
Store External size/node
Data Mart
(EDM) and VCPUs/node 12 12 12 12 12 12
Customer
Ll IOPs 750 750 750 750 750 750
Database
Windows
Avaya Aura® Nodes 2 2 2 2 2 2
Web Gateway
(Optional) Memory/node 8GB 8GB 8GB 8GB 6GB 6GB
RHEL o ,
Minimum disk 132GB 132GB 132GB 132GB 132GB 132GB
size/node
March 2026 Avaya Oceana® Solution Description 116

Comments on this document?


https://onecare.avaya.com/customercare/en/documentation/feedback?formId=1399859460448&p1=S3&p2=Avaya%20Oceana%C2%AE%20Solution%20Description&p3=3.10.0.1

Avaya Oceana® Specifications

4 )
Component/ Avaya Oceana® Agents
Requirement
Platform 4500 2000 1000 500 250 100
vCPUs/node 8 8 8 8 4 4
I0Ps 100 100 100 100 100 100
Avaya Aura® Nodes 2 2 2 2 2 2
Device Services
(Optional) Memory/node 9GB 9GB 9GB 9GB 9GB 9GB
RHEL - ,
Minimum disk 250GB 250GB 250GB 250GB 250GB 250GB
size/node
vCPUs/node 6 6 6 6 6 6
IOPs 100 100 100 100 100 100
Avaya Aura® Nodes 3* 3 3 2 2 2
Media Server
(Avaya Aura® Memory/node 16GB 16GB 16GB 16GB 8GB 8GB
Web Gateway)
(Optional) Minimum disk 50GB 50GB 50GB 50GB 50GB 50GB
size/node
RHEL
vCPUs/node 16 16 16 16 8 8
IOPs 100 100 100 100 100 100
Avaya Aura® Nodes 2 2 2 2 2 2
Media Server
(Avaya Breeze® Memory/node 8GB 8GB 8GB 8GB 8GB 8GB
platform)
(Optional) Minimum disk 50GB 50GB 50GB 50GB 50GB 50GB
size/node
RHEL
vCPUs/node 8 8 8 8 8 8
IOPs 100 100 100 100 100 100
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4 I
Component/ Avaya Oceana® Agents
Requirement
Platform 4500 2000 1000 500 250 100
Avaya Aura® Nodes 2 2 2 2 2 2
Session Border
Controller Memory/node 16GB 16GB 16GB 16GB 16GB 16GB
(Optional)
RHEL Minimum disk 100GB 100GB 100GB 100GB 100GB 100GB
size/node
vCPUs/node 6 6 6 6 6 6
**Eor 250 Avaya WebRTC Connect agents, Avaya Oceana® Cluster 2 requires at least 24 GB RAM to support the
Avaya Mobile Video Snap-in and Avaya BotConnector Snap-in Avaya WebRTC Connect services.
* For 1000 Avaya WebRTC Connect agents, you must have 3 Avaya Aura® Media Server nodes.
-
March 2026 Avaya Oceana® Solution Description 118

Comments on this document?


https://onecare.avaya.com/customercare/en/documentation/feedback?formId=1399859460448&p1=S3&p2=Avaya%20Oceana%C2%AE%20Solution%20Description&p3=3.10.0.1

Avaya Oceana® Specifications

© Note:

March 2026

Each Avaya Breeze® platform node of a cluster must reside on a different physical
server.

For Red Hat Enterprise Linux (RHEL), Avaya Oceana® only supports the version
that Avaya ships with the solution.

For new deployments, Avaya Oceana® only supports the External Data Mart
database running Microsoft SQL Server on a supported version of Windows
Operating System.

For supported version combinations, see the following:
o SQL Server 2019: https://docs.microsoft.com/en-us/sql/sql-server/install/

hardware-and-software-requirements-for-installing-sql-server-ver15?
view=sgl-server-verl5.

o SQL Server 2016 and 2017: https://docs.microsoft.com/en-us/sql/sql-server/
install/hardware-and-software-requirements-for-installing-sql-server?
view=sgl-server-verl5.

For Avaya WebRTC Connect:
o Avaya Aura® Web Gateway OVA Profile = medium
> Avaya Aura® Device Services OVA Profile = 1
»  Avaya Aura® Media Server (Avaya Aura® Web Gateway) OVA Profile = 5

o Avaya Aura® Media Server (Avaya Breeze® platform) OVA Profile = 3

For High Availability (HA) deployments, you must have two instances of each of
these WebRTC Connect components.

Drive F of Omnichannel Datastore requires engineering based on the email and
chat/SMS profiles of the customer.

Avaya recommends two dedicated standalone Application Enablement Services
(AES) servers for all Avaya Oceana® deployments to ensure AES High Availability in
the solution. Currently, Avaya Oceana® does not support AES GRHA.

For co-resident deployment of Avaya Control Manager and External Data Mart
(EDM) databases, the minimum disk size/node includes the amount of disk space
required to store one year of EDM Data and does not include the disk space
required for SQL transaction logs or database backups. Therefore, you must create
an appropriate SQL Server Agent Job or Maintenance Plan to prevent the
transaction log from growing rapidly.

For more information about maintenance plans, see https://docs.microsoft.com/en-
us/sgl/relational-databases/maintenance-plans/maintenanceplans?view=sql-
server-2016 and select the appropriate version of SQL Server. Also, if you migrate
EDM data from a source EDM to the co-resident Microsoft SQL server, ensure that
you add sufficient disk space to accommodate the data.

Avaya Oceana® 3.10.0.1 deployment requires an addition of 2 GB RAM and 5 GB

hard disk for each node. Avaya Breeze® platform Supports VMware/ESXi 7.x and
VMware/ESXi 8.x
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Avaya Workspaces for Avaya Oceana® specifications

To use Avaya Workspaces, your client machine must meet the following minimum requirements:

Hardware requirements

» 3.20 GHz or higher Intel Core processor

* 8 GB of RAM

» 300 GB available hard disk space

* Intel HD Integrated Graphics

» Super Video Graphics Array (VGA) monitor (15 inches or larger)
* Minimum screen resolution of 1024 x 768

» Speaker and Microphone or Headset for WebRTC voice

* Webcam for WebRTC video

Operating systems requirements

» Microsoft Windows 10 (x64)

* Microsoft Windows 10 (x32) is supported with a maximum of 4 GB RAM.
* Microsoft Windows 11

* Apple Mac OS: Minimum version: 10.11. Recommended: 11.2.3.

Avaya Workspaces computer Group Policy must allow Avaya Workspaces browser access to the
microphone and webcam:

» For a voice call, ensure that you have a microphone connected and the browser has access
to the microphone.

» For avideo call, ensure that you have a webcam and a headset connected, and the
browser has access to the webcam and the headset microphone.

Customers using VDI or RDC technologies for WebRTC clients must consider and ensure
remote audio and video connectivity. Customers data infrastructure, network bandwidth,
firewall, and security policies must support remote audio and video connectivity.

Latency

Avaya Workspaces performance gets degraded or becomes unresponsive on network connections
with a latency of more than 300 milliseconds RTT.

Avaya Analytics™ hardware requirements for High
Availability deployment

High Availability (HA) deployment

The following table provides information about the memory, storage, and vCPU requirements for
each component of Avaya Analytics™ HA deployment without messaging:

You must install Avaya Analytics™ software on each master node. You must deploy each master
node on separate physical servers. Cluster Control Manager (CCM) can reside on any physical
server instance. You require a total of four virtual machines for an Avaya Analytics™ solution
deployment, which includes HA.
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The following table shows the default footprint sizes. Adding more feature capabilities, such as
Routing Service by Group reporting, Async, or Agent Trace, increases these default footprint
configurations.

A Warning:

Do not delete nodes or VMs from your VMware.

4 N
Number of vCenter data
Deployment . RAM
. Component physical VMs |[vCPU IOPS | store storage
size (GB)
servers (GB)
100 agent Totals 3 4 49 118. 5000 | 3404
5
CCM - server 1, 2, or 3 1 1 1.5 - 240
Master node 1 - server 1 1 16 39 - 1582
Master node 2 - server 2 1 16 39 - 1582
Master node 3 - server 3 1 16 39 - 0
500 agent Totals 3 4 55 142. 5000 | 5742
5
CCM -server 1, 2,0r3 1 1 1.5 - 240
Master node 1 - server 1 1 18 47 - 2751
Master node 2 - server 2 1 18 47 - 2751
Master node 3 - server 3 1 18 47 - 0
1000 agent Totals 3 4 61 181. 5000 | 8060
5
CCM-server1,2,or3 1 1 1.5 - 240
Master node 1 - server 1 1 20 60 - 3910
Master node 2 - server 2 1 20 60 - 3910
Master node 3 - server 3 1 20 60 - 0
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4 N\
Number of vCenter data
Deployment . RAM
. Component physical VMs |vCPU IOPS | store storage
size (GB)
servers (GB)
2000 agent Totals 3 4 73 229. 1000 | 8420
5 0
CCM -server 1, 2,0or3 1 1 1.5 - 240
Master node 1 - server 1 1 24 76 - 4090
Master node 2 - server 2 1 24 76 - 4090
Master node 3 - server 3 1 24 76 - 0
4500 agent Totals 3 4 91 325. 1000 | 11,418
5 0
CCM - server 1, 2, or 3 1 1 1.5 - 240
Master node 1 - server 1 1 30 108 - 5589
Master node 2 - server 2 1 30 108 - 5589
Master node 3 - server 3 1 30 108 - 0
.
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© Important:

* You must create a data store specifically for Avaya Analytics™ usage. You can
create additional data stores in vCenter for use by third-party applications. However
you must ensure that the IOPS for the Avaya Analytics™ components are not
affected.

* You can deploy your Avaya Analytics™ on the same VMware cluster as Avaya
Oceana®. See VMware supported features as mentioned in this document.

* You can install a single Avaya Analytics™ deployment on a VMware cluster.
* VMware ESXi 7.0 is supported.
* You must enable VMware High Availability at the VMware cluster level.

* You must enable VMware DRS to ensure that the virtual machines are deployed on
different physical hosts.

~ ™~
© Important:

Disabling VMware DRS at the cluster level removes all the existing resource
pools. Then these resource pools need to be manually added into the system
again. VMware displays a warning to the administrator about the impacts of
turning off DRS and resource pools with the option to save a snapshot if
required.

» Avaya Analytics™ can be deployed using thin provisioning of the disk space. For the
Avaya Analytics™ application, thin provisioning of the disk storage within VMware is
supported for all agent configurations. For more information on specifics of thin
provisioning, see Thin provisioning of disk storage in VMware on page 125.

» Avaya Analytics™ supports LDAP version 3.
» Solid State Drives (SSD) are supported in addition to SATA, 15000 RPM.
» Only external storage is supported for HA configurations.

The external shared storage is a datastore that must be available for use during the
installation of Avaya Analytics™. The automated deployment of Avaya Analytics™
for setting up volumes for the database uses external storage. The external storage
is required to persist the historical data, logging, and kafka storage, located in the
vCenter datastore. The external storage configured must be separate to the CCM
and Kubernetes VM'’s disks.

Analytics and Messaging deployment

The following table provides information about the memory, storage, and vCPU requirements for
each component of Avaya Analytics™ and Messaging deployment:
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e )
Deployment e vCenter data
size Component VMs vCPU (GB) IOPS store storage

(GB)
100 agent Totals 4 55 1245 5000 3404
CCM -server 1, 2,0r 3 1 1 15 = 240
Master node 1 - server 1 1 18 41 - 1582
Master node 2 - server 2 1 18 41 - 1582
Master node 3 - server 3 1 18 41 - 0
500 agent Totals 4 61 148.5 5000 5742
CCM-server1,2,0r3 1 1 15 - 240
Master node 1 - server 1 1 20 49 - 2751
Master node 2 - server 2 1 20 49 - 2751
Master node 3 - server 3 1 20 49 - 0
1000 agent Totals 4 67 190.5 5000 8060
CCM-server1,2,0or3 1 1 1.5 - 240
Master node 1 - server 1 1 22 63 - 3910
Master node 2 - server 2 1 22 63 - 3910
Master node 3 - server 3 1 22 63 - 0
2000 agent Totals 4 79 235.5 10000 | 8420
CCM-serverl,2,0or3 1 1 1.5 - 240
Master node 1 - server 1 1 26 78 - 4090
Master node 2 - server 2 1 26 78 - 4090
Master node 3 - server 3 1 26 78 - 0
4500 agent Totals 4 91 337.5 10000 | 11,418
-
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4 N\
vCenter data
Deployment RAM
. Component VMs vCPU IOPS store storage
size (GB)
(GB)
CCM-server1,2,or3 1 1 1.5 - 240
Master node 1 - server 1 1 30 112 - 5589
Master node 2 - server 2 1 30 112 - 5589
Master node 3 - server 3 1 30 112 - 0
g
< N

© Note:

The Messaging deployment is applicable for customers who deploy Avaya Analytics™
and Messaging on the same platform. It does not apply to the non-HA/Lab deployment of

Avaya Analytics™,

For hardware requirement details of Avaya Analytics™ on non-High Availability (HA), see the
relevant section in this document.

Thin provisioning of disk storage in VMware

Avaya Analytics™ supports thin provisioning of disk storage in VMware for all agent configurations.
Though this document specifies the required disk storage space for each agent configuration, you
do not have to provision the entire disk space on day 1. You can add space as and when needed.
No maintenance window is required.

A Warning:

You must actively manage your VMware disk space and add more space before the
application runs out of space.

Insufficient disk space provided to the system when operating with thin provisioning can
result in disk write errors in the logs and data loss. Avaya bears no responsibility for errors
and data loss.

To ensure efficient thin provisioning, do the following:

Provision additional disk space whenever the remaining disk space is less than 0.25 TB,
assuming that you can provision additional storage within an hour or less. You are
accountable for the time required to provision additional disk storage before the system
reaches its current limit.

When the datastore capacity does not initially meet the requisite footprint, the minimum
storage requirement for a deployment requires the datastore to be at least the size of disk 2
on cluster node 1 or 2.
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You can find this storage size in the spreadsheet on the Deployment Properties tab in the
Footprint Summary table under Disk Storage Requirements for Cluster Node 1 or 2.

Adding additional disk space is a standard VMware operation.
Avaya Analytics™ hardware requirements for non-High
Availability deployment

Non-HA deployment

The following table provides information about the memory, storage, and vCPU requirements for
each component of Avaya Analytics™ non-HA deployment:

4 )\
. Compone RAM
Deployment size Platform VMs vCPU HDD (GB) | IOPS
nt (GB)
100 agent All nodes | ESXi host 4 43 94.5 3404 5000
500 agent All nodes | ESXi host 4 49 109.5 5742 5000
1000 agent All nodes | ESXi host 4 55 139.5 8060 5000
. J
7~ N
© Note:

See the Avaya Analytics™ High Availability hardware requirements table for the Cluster
Control Manager and VM sizes.

* The Avaya Analytics™ non-HA deployment option reduces the number of physical servers
required from 3 to 1 and DRS is no longer required. With this option, you can reduce the
footprint because you deploy only one instance of each application pod.

» Async Messaging is not supported in Avaya Analytics™ non-HA deployment.
VMware licenses and configuration

You must deploy Avaya Analytics™ non-HA in a vCenter data center. The supported VMware
version for non-HA deployment is:

e 7.0
The licenses required for non-HA deployments are:

« vCenter Server Standard
» vSphere Standard Edition

Upgrade and migration paths

Avaya Oceana® supports the following migration paths:
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4 )
From release To release Considerations
3.8.1.1 3.10.0.1 See Migrating Avaya Oceana®
document.
382 3.10.0.1
3.9 3.10.0.1
3.10 3.10.0.1
. J
To upgrade the other Avaya products that are involved in Avaya Oceana®, see the respective
upgrade document of each product.
Avaya Analytics™ supports the following migration paths:
7~ ~
© Note:
Avaya Analytics™ 4.3 Patch3 is supported with Avaya Oceana® 3.10.0.1. You can
upgrade or migrate to Avaya Analytics™ 4.3 Patch release.
4 N\
From To Considerations
Avaya Analytics™ Release 3.7.0.2 Do the following steps: You can find patch-related
patch 2 information on the Avaya Support
1. Migrate to Avaya Analytics™ site
release 4.2
2. Upgrade to release 4.3 For upgrading from Avaya
Analytics™ Release 4.2 to Release
4.3, refer to Upgrading Avaya
Analytics™ chapter in Deploying
Avaya Analytics™ for Avaya
Oceana® guide.
Avaya Analytics™ Release 4.0.0.1 Do the following steps:
latest patch
1. Migrate to Avaya Analytics™
release 4.2
2. Upgrade to release 4.3
Avaya Analytics™ Release 4.1.0.1 Do the following steps:
latest patch
1. Migrate to Avaya Analytics™
release 4.2
2. Upgrade to release 4.3
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Upgrade and migration paths

4 I
From To Considerations
Avaya Analytics™ Release 4.1.1.0 Avaya Analytics™ Release 4.3 See Upgrading Avaya Oceana®
latest patch guide for migration procedure.
Avaya Analytics™ Release 4.1.2.0 Avaya Analytics™ Release 4.3
latest patch
Avaya Analytics™ Release 4.2 Avaya Analytics™ Release 4.3
- )

Moving from CC Elite to Oceana

Customers who already have Avaya Aura® Communication Manager and Avaya Aura® Call Center

Elite can move a portion or all of the resources to Avaya Oceana®.

Extensibility

Apart from the Avaya Breeze® platform-based snap-ins, the solution provides a number of
Oceana-related snap-ins. For example, Avaya Work Assignment, Avaya BotConnector Snap-in,
and Avaya Co-Browsing Snap-in and components such as Avaya Context Store and Avaya
Engagement Designer. These snap-ins and components provide their own SDKSs for integrating
into the customers' environment. For more information, see http://www.avaya.com/
BreezeDeveloper and https://www.avaya.com/en/partners/devconnect/.
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Chapter 8 : Security

Security considerations

Before implementing the Avaya Oceana® application, ensure that the customer security staff
reviews and approves the deployment plan. Customers must engage the expertise of their security
staff early in the implementation process. The security staff must decide how to incorporate the

Avaya Oceana® system into the routine maintenance for virus protection, patches, and service
packs.

Payment card industry compliance

Avaya Oceana® adheres to the following security standards to meet Payment Card Industry (PCI)
compliance:

» Advanced Encryption Standard (AES) 256-bit encryption to protect data when recorded, in
transit, and archived on storage. Files related to voice and screen captures are stored in an
encrypted form so that only users with proper access to the application can playback calls and
view screens.

» The ability to mute a portion of the call recording using a CRM integration API (HTTP). For
example, muting segments with credit card information.

* The ability to capture Audit trail information in logs and databases. For example who did what,
and when. The information captured in the database can generate Audit trail reports on user
activity such as who played recorded calls, how many times, data deletes, and data updates.

» The ability to modify storage folder structure to include client alias. This helps in setting
different archival cycles and also provides folder level security across multiple clients.

» Tight integration and synchronization with Active Directory for user settings and single sign-on
authentication.

Password policy

Each Avaya Oceana® customer must create a password policy for their users. Administrators

define a set of rules to maintain system security. Policies include rules for:

» Password syntax: The length and syntax.
» Password history: The number of unique passwords required before reusing an old password.

» Password expiration and lockout: The validity, warning, and grace period for expiration and
lockout rules.

Role-based access control

You can use roles in Avaya Oceana® to improve security and administration. Define administrative
roles for your business using a role-based access control application.

To implement access control, Administrators can group a set of privileges into a role. Roles are
assigned to users. Some of the commonly used roles are Agent, Supervisor, Manager, Quality
Manager, and Administrator.
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SAL Policy Manager

Data privacy

The Oceana Data Management utility manages act on privacy requests from customers. For
example, if a customer exercises the right to access information or their right to be forgotten, the
Oceana Data Management utility provides a method to act on these requests.

SAL Policy Manager

Avaya Oceana® uses Avaya SAL Policy Manager for increased security and ease of managing

authentication policies. Customers can use the SAL Policy Manager to set various remote access
policies for managed devices. The SAL Policy Manager comes with SSH Proxy, which isolates the
remote user to the connected device and prevents host hopping during an SSH session.

EASG-based authentication in Avaya Oceana® and
Avaya Analytics™

For Avaya Oceana®

Avaya Oceana® provides support for Enhanced Access Security Gateway (EASG) based
authentication. Using a challenge-response mechanism, EASG allows service engineers and

remote users to log in to Avaya Oceana® Web administrative interfaces, such as SMGR,
OceanaMonitor, and DataViewer, without using credentials such as username and password.

For Avaya Analytics™

Avaya Analytics™ also supports EASG-based authentication. Service engineers and remote users
can log in to Avaya Analytics™ Web administrative interfaces, such as Historical Reporting, without
using credentials such as username and password.

Transport layer security

Transport Layer Security (TLS) is a cryptographic protocol used to increase security over computer

networks. Avaya Oceana® supports TLS 1.0 and TLS 1.2. When you deploy the Avaya Oceana®,

by default, TLS 1.0 is configured. As per your need, you can use TLS 1.0 or TLS 1.2 in the
solution.

You can change the TLS versions in the following ways:

» Globally through System Manager
e Through the Cluster Editor page

Setting TLS is a security requirement for internal communication and when you communicate with
databases and LDAP.

Secure communication using SSL

Avaya Oceana® provides secure communication among all snap-ins running in a secure cluster.
Communication between snap-ins is only through the web.
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Security

Data privacy support

SocialConnector

The SocialConnector snap-in masks customer-sensitive information to ensure compliance with
privacy laws such as:

e Privacy by Default
« Security of Processing

In SocialConnector, the masked fields are available in the following locations:

» Service logs at /var/log/Avaya/services/SocialConnector.logs

« Service Monitor messages at Avaya Oceana® Monitor logs in System Manager
SocialConnector masks the values of the following fields:

e to

* name

e account
o text

* role

* markup

* channel

* message

© Note:

All the fields display the first and last two characters of the respective values, while the
remaining characters are masked with the letter x. If the length of any value is less than 5,
the entire value gets masked.

Co-Browsing Snap-in
Co-Browsing Snap-in supports data protection and data privacy to comply with data privacy laws.

In Co-Browsing Snap-in, data administrators can access, modify, delete, export, or restrict access
to personal data and audit information to comply with privacy laws such as:

¢ Fulfillment of Data Subject Rights
» Personal Data Minimization — Retention

Co-Browsing Snap-in also supports data encryption.

Co-Browsing Snap-in provides a mechanism for consent management from customers to save
personal data and audit information, which complies with the following data privacy law:

» Consent Management for Processing and Storage of Personal Data
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Guidelines for the use of antivirus software

Guidelines for the use of antivirus software

Some security policies require installing antivirus software on the Omnichannel Windows Server.
Avaya Oceana® supports the following antivirus products:

* McAfee
e Cylance Protect

You can deploy antivirus products from other vendors subject to the following guidelines:

 Infected file quarantine policy on the server and client: antivirus software can be configured
to clean up the detected virus automatically, and files must be quarantined if infected files
cannot be cleaned. Contact Avaya to verify whether the quarantine file is part of our product
files or a dependent system file. If a virus is detected, remove the server from the network
immediately during virus eradication to prevent further virus propagation.

» Do not connect a contact center application platform directly to the Internet to download
virus definitions or updated files. Furthermore, Do not use a contact center application client
PC to connect to the Internet. Instead, download virus definitions and updated files to
another location on the customer network and manually load them from this interim location
onto the contact center application platform.

» Perform the previous steps to download Oceana application service packs (SP). This
method limits access to the Internet and thus reduces the risk of downloading infected files.

e Scan all SP files, DVD-ROMSs, USB drives before you uploading or installing to the server.
This practice minimizes any exposure to infected files from outside sources.

» Capacity considerations: running virus scan software can place an additional load on a
contact center application platform. The implementation personnel must run the
performance monitor tool on the server to gauge CPU usage. If the antivirus software scan
causes the platform average CPU usage to exceed the recommended percentage for
longer than 20 minutes, the antivirus software must not be loaded onto the contact center
application platform.

» Product Support does not provide support on the configuration of antivirus software but
offers guidance where possible. Direct questions or problems on antivirus software to the
appropriate vendor.

 If performance or functionality issues are raised to Avaya support personnel as part of fault
diagnosis, you must remove third-party utility software or antivirus software if instructed to
do so.

Guidelines for Security Vulnerability Scanning

Avaya Oceana® supports Security Vulnerability Scanning only during Maintenance Window.

Do not run Security Vulnerability Scans on live production Avaya Oceana® solutions.

Sometimes the Security Vulnerability Scans emulate or cause denial-of-service type events in the

target solution. This disrupts the Avaya Breeze® platform clusters and blocks the network
communication.

Vulnerability scanning can trigger Cluster HA switchovers and cause short Denying New Service
outages as Avaya Oceana® attempts to recover automatically.

Running Security Vulnerability TCP SYN and ICMP Scans on live production solutions can
generate too many network connections and sometimes trigger SYN flood or ICMP flood alerts.
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Security

Most Vulnerability Scanning softwares allow the user to configure the level of SYN Port Scanning,
from Soft Detection to Aggressive Detection.

Refer to the Scanning software documentation and choose the least impactful option when

scanning Avaya Oceana®.

You can run Security Vulnerability Scans during Maintenance Windows. However, you must reboot
Avaya Oceana® to recover the Breeze nodes and rebalance Gigaspaces PUs across Avaya
Oceana® clusters.

Avaya Oceana® Omnichannel Microsoft Windows Server
2019 antivirus software

Exclude the following files and folders from scans (real-time and scheduled). Exclude all files of
type LOG, or exclude all files with a specific extension * . 1og. Avaya recommends this setting
when your antivirus application supports it.

* F:\Avaya\Contact Center\Database\ (including sub-directories)
<additional database drive>:\Avaya\Contact Center\Databases\
(including sub-directories)

e C:\Avaya\Logs\ (including sub-directories)

* Avaya log archive folder and file, any .cbk backup file

¢ Exclude all files named cache.dat in any directory or sub-directory (use your antivirus
wildcard convention)

« The folder where you store Service Packs and patches

Avaya recommends the following guidelines for antivirus software:

¢ Install antivirus software on the email server to identify problems at the source.

» Several maintenance tasks are automatically activated at midnight. Therefore, you must
schedule virus scans at a time other than midnight.

« Agent computers require antivirus software to ensure that attachments sent to the Avaya

Oceana® Omnichannel server do not have a virus. Avaya Oceana® Omnichannel does not
block specific attachment file types. Install third-party antivirus software on the Portal Server
according to guidelines in this document for such utilities.

* You must not enable the Microsoft Updater to Auto-Run. Microsoft Updater is configured to
alert level so that you can schedule updates for off-peak hours.

e Exclude all cache. dat files, journal files, the cache.cpf file, and any Caché-related files

from antivirus scans during runtime. However, when running antivirus scans during a
Contact Center service outage, you do not have to exclude these files.

» Disable McAfee Endpoint Security or any antivirus software you have installed while

installing or upgrading the Avaya Oceana® OnmiChannel software. Re-enable the antivirus
software after completing the installation or upgrade.
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Chapter 9 : Licensing requirements

Infrastructure system package

Avaya Oceana® has a base license named the Infrastructure System Package. This license
enables all the basic functionality and snap-ins and components required for the solution to
function for the duration of the subscription term. In addition to the base license, concurrent user
licenses are required for every agent and supervisor roles. The user license depends on the
respective roles and their features or capabilities in the contact center environment. For example,

an agent user is licensed based on the channels the agent is configured to receive. In Avaya

Oceana®, concurrent supervisors are also licensed.

Product licensing and delivery system

Avaya Oceana® is licensed through the Avaya’s Product License Delivery System (PLDS)

For more information about PLDS, including training, documentation, and job aids, see https://
plds.avaya.com

Avaya Control Manager licenses follow a manual process and you must request the same by using
licenseadmin@avaya.com

Avaya Workspaces for Avaya Oceana® licensing

Avaya Workspaces is a licensed component of Avaya Oceana®.

For customers using Avaya deskphones, Avaya Workspaces is provided as an entitlement of

Avaya Oceana®.

For customers using an Avaya soft phone or a non-Avaya deskphone, Avaya Workspaces is
charged additionally for every agent.

WebLM

Avaya provides a web-based license manager (WebLM) to manage licenses of one or more Avaya
software products.

To track and manage licenses in an organization, WebLM requires a license file from the Avaya
Product Licensing and Delivery System (PLDS) website at https://plds.avaya.com.

The license file is in XML format and contains information about the product such as the licensed
capacities of each feature that you purchase. You must activate the license file in PLDS and install
the license file on the WebLM server. You must run WebLM as a separate VMware virtual machine
or use the WebLM running on System Manager.
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Licensing requirements

Upgrade Advantage Preferred

You must subscribe to Upgrade Advantage Preferred to receive major software upgrades when
they become available during your contract term. This offer provides investment protection for your
communications systems. Use it to reduce risks and costs, and meet business objectives by
staying up-to-date with the latest technologies in a predictable operating expense model. Upgrade

Advantage subscription includes:

* New and additional licenses
» Upgrading of base licenses
» Moving, merging, and un-parking of licenses
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Chapter 10 : Resources

Documentation
4 N
Title Use this document to: Audience
Overview
® 1 Use this guide to know about the .
Avaya Oceana™ Solution g . Sales engineers
Description tested product characteristics and
S . * Business partners
capabilities, including product P
overview and feature descriptions, * Solution architects
interoperability, performance » Implementation engineers
specifications, security, and
licensing requirements.
Implementing
i ® Use this guide to know how to .
Deploying Avaya Oceana g . Sales engineers
deploy Avaya Oceana® Solution on —
. * Business partners
the customer environment. P
« Solution architects
» Implementation engineers
® Use this guide to know how to .
Avaya.Ocean"':z and Avaya g . Sales engineers
Analytics™ Disaster restore Avaya Oceana®, solution )
. « Business partners
Recovery when there is a complete outage at
the primary data center. * Solution architects
« Implementation engineers
igrati ® Use this guide to know how to .
Migrating Avaya Oceana g . Sales engineers
migrate Avaya Oceana® solution -
- . * Business partners
from the existing version. P
« Solution architects
« Implementation engineers
Deploying Avaya Deploy Avaya Analytics™. )
ploying 4 ploy y y « Sales engineers
Analytics™
« Business partners
« Solution architects
« Implementation engineers
March 2026 Avaya Oceana® Solution Description 136

Comments on this document?


https://onecare.avaya.com/customercare/en/documentation/feedback?formId=1399859460448&p1=S3&p2=Avaya%20Oceana%C2%AE%20Solution%20Description&p3=3.10.0.1

Resources

4 N
Title Use this document to: Audience
Administering
Administering Avaya ini ® -
g 37 Administer Avaya Oceana™. « System administrators
Oceana® _
e Supervisors
Using
Using Avaya Workspaces Use Avaya Workspaces for Avaya « Agents
for Avaya Oceana® Oceana®. .
e Supervisors
Using Avaya Analytics™ Use the features and capabilities of .
g 4 vt P e Supervisors
Avaya Analytics™.
* Administrators
» Report designers
Avaya Analytics™ Data Use historical and real-time -
4 v * Administrators
Dictionary measures in custom reports.
* Report designer
Maintaining and Troubleshooting
Maintaining and Perform maintenance and
« Support personnel
Troubleshooting Avaya troubleshooting procedures for
® . . » Implementation engineers
Oceana routine maintenance and
troubleshooting of Avaya Oceana®. * Administrators
Maintaining and Perform common maintenance
 Support personnel
Troubleshooting Avaya functions of Avaya Analytics™ and
. « Implementation engineers
Analytics™ use tools and utilities for P 9
troubleshooting of Avaya * Administrators
Analytics™.
® ; ; ®
Avaya Oceana™ Alarms View details about Avaya Oceana « Support personnel
alarms.
* Administrators
- J

Finding documents on the Avaya Support website

Procedure

1. Go to https://support.avaya.com.

2. Tolog in, click Sign In at the top of the screen and then enter your login credentials when

prompted.
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Avaya Documentation Center navigation

Click Product Support > Documents.

In Search Product, start typing the product name and then select the appropriate product
from the list displayed.

5. In Select Release, select the appropriate release number.
This field is not available if there is only one release for the product.
6. (Optional) In Enter Keyword, type keywords for your search.

7. From the Select Content Type list, select one or more content types.
For example, if you only want to see user guides, click User Guides in the Select
Content Type list.

8. Click & to display the search results.
Avaya Documentation Center navigation
For many programs, the latest customer documentation is available on the Avaya Documentation

Center website at https://documentation.avaya.com. Some functionality is only available when you
log in to the Avaya Documentation Center. The available functionality depends on your role.

~ ~N
© Important:

If the documentation you are looking for is not available on the Avaya Documentation
Center, you can find it on the Avaya Support website.

While navigating through the Documentation Center, you can click the Avaya Documentation
Center logo at the top of the screen to return to the home page anytime. On the Avaya
Documentation Center, you can do the following:

» Click Avaya Links in the top menu bar to access other Avaya websites, including the Avaya
Support website.

» Click Languages ( €) in the top menu bar to change the display language and view
localized documents.

* In the Search Documentation field, search for keywords and click Filter to filter by solution
category, product, or user role.

You can select multiple items in each filter category. For example, you can select a product
and multiple user roles.

» Click Library in the top menu bar to access the complete library of documents. Use the
filtering options to refine your results.

» After performing a search or accessing the library, you can sort content on the search
results page. When you find the item you want to view, click it to open it.

» Use the table of contents in a document for navigation. You can also click < or > next to the
document title to navigate to the previous topic or the next topic.

» Click Share (#) to share a topic by email or copy the URL.

» Download a PDF of the current topic in a document, the topic and its subtopics, or the entire
document.

 Print the section you are viewing.

» Add content to a collection by clicking Add to My Topics ( & ). You can add the topic and its
subtopics or add the entire publication.
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Resources

* View the topics in your collections. To access your collections, click your name in the top
menu bar and then click My Topics.

You can do the following:

o Create, rename, and delete a collection.

o Set a collection as the default or favorite collection.

o Save a PDF of the selected content in a collection and download it to your computer.
o Share content in a collection with others through email.

o Receive collections that others have shared with you.

« Click Watch (@) to add a topic to your watchlist so you are notified when the content is
updated or removed.

* View and manage your watchlist by clicking Watchlist from the top menu with your name.
You can do the following:

o Enable Email notifications to receive email alerts.
o Unwatch the selected content or all topics.

« Send feedback for a topic.
Training
The following courses are available for the Avaya Oceana® program.

Table 14: Sales Credentials

a )

Course

d Course title Course duration in hours Delivery type
code

APSS — 1202 Avaya OneCloud™ CCaasS Sales

41511W Selling Avaya OneCloud™ CCaaS 0.75 Web-based Training
Solutions
41551T Avaya OneCloud™ CCaasS Sales 1.0 Web-based Training

Specialized Test

ALCC —2005 Avaya Multiexperience Solutions Sales (ALCC-2005)

41710W The Avaya OneCloud™ Contact Center 0.50 Web-based Training
Automated Story

41411W Selling Avaya Oceana® 0.75 Web-based Training
41401W Selling Avaya Analytics™ 0.50 Web-based Training
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Training

4 I
Course . L i
d Course title Course duration in hours Delivery type
code
41481W Avaya Oceana® ROI for Sales 0.50 Web-based Training
41770W Avaya Experience Portal and Proactive 0.25 Web-based Training
Outreach Manager (POM) for Sales
S J
Table 15: Pre-Sales Design
' N\
Course . L i
Course title Course duration in hours | Delivery type
code
ACDS - 3480 Avaya Oceana® Solution Design
34211W Avaya Oceana® Overview for Design 0.75 Web-based Training
34811W Designing the Avaya Oceana Solution 1.0 Web-based Training
Part 1 of 3
34821W Designing the Avaya Oceana Solution 1.0 Web-based Training
Part 2 of 3
34831W Designing the Avaya Oceana Solution 1.0 Web-based Training
Part 3 of 3
34801X Avaya Oceana® Solution Design Exam 1.50 Exam
ALRI-7001 Avaya Oceana® Product Release Information Collection
39001W Avaya Oceana® R3.8 with Breeze 1.0 Portable Document
Snap-ins Details for Pre-Sales Format (PDF)
39020W Avaya Breeze® Snap-ins for Avaya 1.0 PDF
Oceana Details for Pre-Sales
- J
Table 16: Technical Services Partner Credentials
4 )
Course . L i
d Course title Course duration in hours | Delivery type
code
ACIS — 7495 Avaya Oceana® Solution Implement
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Resources

-~

~
Course . L i
d Course title Course duration in hours | Delivery type
code
74150V Integrating Avaya Oceana® Core and 40.0 Virtual Instructor-Led
Workspaces Training
74950X Avaya Oceana® Solution Integration 1.50 Exam
Exam
ACSS-7497 Avaya Oceana®
74550V Supporting Avaya Oceana® 24 Virtual Instructor-Led
Training
7497X Avaya Oceana® Support Exam 1.75 Exam
74360W Installing Avaya Analytics™ for 15 Web-based Training
Oceana®
. J
Table 17: Pre-requisite Courseware
4 )
Course i L i
Course title Course duration in hours | Delivery type
code
77900W Avaya Control Manager Training 5.50 Web-based Training
Bundle (5 courses 21900W,
77910W, 77920W, 77930W,
77940W)
70160W Avaya Breeze® Implementation 30.0 Web-based Training
and Support
. J
Table 18: End User, Programmer, Administration
~
Avaya Learning Center
Course . Course duration in i Vanity Link for
Course title Delivery type
code hours Attachment
ALEU-5002 Avaya Oceana® End-User Training
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Training

~
p\vaya Learning Center
Course . Course duration in . Vanity Link for
Course title Delivery type
code hours Attachment
24020W Using Avaya Workspaces for 1.0 Web-based https://

Avaya Oceana® - Agent Training www.avaya.com/
oceana-agent

24040W Using Avaya Workspaces for 1.0 Web-based https://

Avaya Oceana® - Supervisor Training www.avaya.com/
oceana-
supervisor

ALUC-4001 Avaya Breeze® Client SDK

2410W Customer Communications and 3.0 Web-based
Apps with Oceana® for Training
Developers

ASDC-0010 Avaya Workspaces® Framework

24150W Customizing the Avaya 3.0 Web-based
Workspaces® Framework Training

24150T Avaya Workspaces® Framework 1.0 Online Test
R3 Test

ASAC-0005 Avaya Oceana® Administration

21160W Avaya Oceana® Fundamentals 0.5 Web-based

Training

24300V Administering Avaya Oceana® R3 40.0 Virtual Instructor- | Attached with

Omnichannel Led Training the sale

2430T Administering Avaya Oceana® R3 1.0 Online Test

Online Test

24320W Administering Avaya Oceana® - 25 Web-based https://

Basic Training www.avaya.com/

Oceana-admin
ASAC-0031 Avaya Analytics™ R4 for Oceana® Administrator
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Resources

~
Pvaya Learning Center
Course . Course duration in . Vanity Link for
Course title Delivery type
code hours Attachment
24380T Administering Avaya Analytics1M 1.0 Online Test
R4 for Oceana8 Specialized Test
J
Table 19: Other Miscellaneous Courseware
' N\
Course . Course duration in . Vanity Link for
Course title Delivery type
code hours Attachment
ALCC-0001 Avaya Workforce Optimization Select Integration with Avaya Oceana® Workspaces
7014W Integrating Avaya Workforce 3.0 Web-based
Optimization Select with Avaya Training
Oceana® Workspaces
7014A Avaya Workforce Optimization 1.0 Assessment
Select with Avaya Oceana®
Workspaces Integration
Assessment
71610W Integrating POM with Avaya 1.0 Web-based
Oceana® Training
- /)
Support

Go to the Avaya Support website at https://support.avaya.com for the most up-to-date
documentation, product notices, and knowledge articles. You can also search for release notes,
downloads, and resolutions to issues. Use the online service request system to create a service
request. Chat with live agents to get answers to questions, or request an agent to connect you to a
support team if an issue requires additional expertise.
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