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zip X, zip XHEFRLUER xml. .pnos .jpogs Jpeg. .gifc .bmps .mp3. .wav. .0gg. .pkesl2
o pl2e pix M txt XXM RN, zip XHFRILATIHE 46xxsettings.ixt XHRFALSHE, Fla0
J100Supgrade.xml # KixxSupgrade.xml, XERILATE 46xxsettings.ixt X BIERB
TRUSTCERTS S#RVIEPR. REMARXHEBLEXDKNE,

B X SR

= M
FBRE X SI; -

= M
IESSITIS L(;Ii >

;é;% Avaya J100 %75 IP EiE 1 Avaya Vantage™ B9

XA A6xxsettings.ixt, L@ Device Enrollment Services FA{EEC B IR SS 250
LUF2M 46xxsettings.ixt X (53 Avaya J100 2% IP BBiE) HIREXAIRAZER :

SET ADMIN_PASSWORD 13579

SET SIP_CONTROLLER_LIST "135.12.345.670:5061;transport=tls"
SET TIMEZONE "America/New_York"

SET TRUSTCERTS "prod-sip-ca.crt"

SET SIPDOMAIN "avaya.com”

LUR2M 46xxsettings.txt X ($+%F Avaya Vantage™) HigEXAICAZER :

SET ADMIN_PASSWORD 13579

SET ACTIVE_CSDK_BASED_PHONE_APP "com.avaya.android.vantage.basic"
SET SIP_CONTROLLER_LIST "135.12.345.670:5061;transport=tls"

SET TIMEZONE "America/New_York"

SET TRUSTCERTS "prod-sip-ca.crt"

SET SIPDOMAIN "avaya.com"

BARSE, BERAUATHERE

« XIF Avaya J100 F% IP EBiE : https://support.avaya.com/downloads/download-
details.action?contentld=C201773928555860_8&productld=P1661,

« JtF Avaya Vantage™ : https://support.avaya.com/downloads/download-details.action?
contentld=C201773928555860 8&productld=P1644,
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Device Enroliment Services {ENBBIRS 2

Avaya J100 R% IP BiE # Avaya Vantage™ BIFR S
LATF2M J100Supgrade X (£+3F Avaya J100 35 IP B8iE) AIgEXAICEZER !

IF $MODEL4 SEQ J129 GOTO J129_SW
IF $MODEL4 SEQ J139 GOTO J139_SW
IF $SMODEL4 SEQ J169 GOTO J169_SW
IF $MODEL4 SEQ J179 GOTO J179_SW

GOTO GETSET

#J129_SW
GOTO GETSET

#J139_SW
GOTO GETSET

#J169_SW
GOTO GETSET

#J179_SW
GOTO GETSET

# GETSET
GET 46xxsettings.txt

LUF2M KixxSupgrade X (53 Avaya Vantage™) FRiZEXAYIBER !

IF $MODEL4 SEQ K155 GOTO K155SW
IF $MODEL4 SEQ K165 GOTO K175SW
IF $MODEL4 SEQ K175 GOTO K175SW
GOTO GETSET

# K155SW
GOTO GETSET

# K175SW
GOTO GETSET

# GETSET
GET 46xxsettings.txt
2023 12 B &£ Avaya Device Enrollment Services BEIEifm 15

XZXIEHITIE ?


https://onecare.avaya.com/customercare/en/documentation/feedback?formId=1399859460448&p1=S3&p2=%E4%BD%BF%E7%94%A8%20Avaya%20Device%20Enrollment%20Services%20%E7%AE%A1%E7%90%86%E7%AB%AF%E7%82%B9&p3=

E76: EGEE

EPAUXARESREESHNEAHAE, SEARIESFEFRE, HMKERSHURAD
Bl AR A R R A E B bR

EFneF R SHE FhRE

X FULIES

BT U ERIN R B E AR A, XS FHISFEIREFNE G U TEME, L@ N
Bk P EEE Y, TAINGBIKESBaFALEEN1ER Device Enroliment Services BYBY & 5T E 4
AR Ao

/7 N\
QXK :

NRIEF Device Enroliment Services F{EACBARSS 28, MR LASRLE R B SIBINEE,
IR ITIHEZEE MR Device Enrollment Services U E M EARSZ 2S, NEGEIE
IHEER TEFRIA SMI& &5 B X% S Device Enrollment Services BH&EA.

O
1. 7£ Device Enrollment Services Web P /1, SMEIATIKP, > AEE,
2. BITTIIEAP—TURE :
o ANIFHBEFKF, WMARARMLSIFHES
- EEHIKF, BEMIIRPIEEZFIKF, AEEEHE.

3. TEERIEIFLE, BHEEMFRE,

- N\
QxR
XL AFF https://des.avaya.com RINAEERS /A, LERBETFRER.

4. FEEMFRERT L, BEEREEHEEGRANISERESHED - - -, ARREHRE

5. EEMHMRAFERS, EFEUTEE—TER
« GikFAERE (FRIA)
< R
S
o MNgBEERSHRRAFIER
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B+ EE

Q=

INBERT, BERSHNRIEH M RATIH, Avaya BIERIZEHSMEEESHRAE
&, Device Enroliment ServicesiZEEAF, IFERFE 30 XHMIBRE AR Ao
Device Enroliment ServicesTt 30 X/EFEHFRRAFERIGE N RH

6. Bi v UREFLLER,

Device Enroliment Services {fE B G B ESSREEE

REREER ‘\\
https://des.avaya.com j

l

|

HER
RAE

EEEA

B4 EE ? KR

EEA

|

ERIEX B
B EEREAR
BARIEE FHEEME
ERREAR TERSE
DES fENEBRSE
https://des.avaya.com
BiRiE
et BRARE
Bt EEEE —
i
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E7V7: BEEXHEE

—MEEXFS— RS PMEPEREXE, AEe—TRERSHEER. RSRERMHERE. ZEEM
ERPAIUBPITEEXHERES,

ECEMRSS 2RI B

FEREEEXHRERERSS SR, EERSHRAUER HTTP B HTTPS 1%

ECEARSSARIEPiam

INRIEER B CHIRA HTTPS HNBIECERSSMIAIEBHIAE, M EEZIEBAERIRIES. 20
REERARLEBRNG, WEFLERIER. EIUNREXHEELS LEIER. EBBTFER
BMECERS SR BB R &R,

OEERR:

Device Enrolliment Services @INTEIEBHEHRE FQDN, RAREREEA EZEE
HEEIRTAY FQDN BYIEH, #)40 *.domain.coms

AL EMECE URL

#THY Avaya Vantage™ # Avaya J100 %% IP BiE RIFALZ S/ HTTP &, LA AREEIER,
2N DNS 8], /A HTTP WECE URL BYRA, 1S http://192.168.10.87 B http:/
provisioning.avaya.coms

Avaya JEBER

NERERIZHE (PK) BARINIEBATFERFNEEERS SICEBIILEER, HiLERSHFERAE
EHEESMRRIENE S HTTPS EEN, SEFAIEH, 18& M Device Enroliment Services 1K
WEH,

B A Avaya IEPEME, &&M Avaya IEFIRIEBMANH (CA) KENFIEH. UNR Avaya CA
ERFMIED, EAIUTERENEERSRZERERSEE. EREMIEHE, REER
BHEP, Avaya CA BIFEREA https://des.avaya.com/downloads/
DeviceEnrollmentServiceRootCA.pem,

BXBARESMEIEN—MRER, FSHMU T

« ¥FF Windows : https://blogs.msdn.microsoft.com/asiatech/2014/02/12/how-to-configure-iis-
client-certificate-mapping-authentication-for-iis7/
« JF XAMPP 8 Apache : https:/httpd.apache.org/docs/2.4/ssl/ssl_howto.html#allclients

B X s
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FREXMHERE

. (#ZEE @
BoE@ URL &= ) 19

T
STRINZ P K L(;Ei 0

EASEA Avaya iEBER

X FIiES
IEBERBIANZEA,
O
1. 7£ Device Enrollment Services Web A/, SHiFEEBXHEE,
2. EERFIEMEEEN .
3. TEAvaya IEBEMSFR, WITTIIREZ—
- EEM Avaya IEPER, ERFUHRA X BoEIEM,
o EZF Avaya IEPER, ERFUHRA X BEIEM,

BioE URL X
LUFAZE URL 2B T A FRE X HERE |

e )
e 3id Bl
https://<FQDN> https://utilityserver.avaya.com
https://<FQDN>:<i#[1> https://utilityserver.avaya.com:443
https://<FQDN>/<FB %> https://utilityserver.avaya.com/firmware
https://<FQDN>:<im[0>/<F B F> https://utilityserver.avaya.com:443/firmware
http://<FQDN> http://utilityserver.avaya.com
http://<FQDN>:<i® > http://utilityserver.avaya.com:8080
http://[<FQDN>/<FB &> http://utilityserver.avaya.com/firmware
http://[<FQDN>:<if[>/<F B R> http://utilityserver.avaya.com:8080/firmware
https://<ZEA IP k> https://10.10.10.10
https://<ZEAH] IP #itk>:<iF 0> https://10.10.10.10:443
https://<EH] IP #lb>/<FB F> https://10.10.10.10/firmware
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ANINECES

4 I
3] ANl
https://<EA IP #dit>:<igO>/<FBR> https://10.10.10.10:443/firmware
http://<EH IP k> http://10.10.10.10
http://<ZEAH IP #itk>:<imO> http://10.10.10.10:
http://<ZEAN IP H#ilik>/<F B R> http://10.10.10.10/firmware
http://<ZEA, IP #ulib>: <G O>/<FH R> http://10.10.10.10:8080/firmware
http://<FQDN>/<Device_Family>/$MODEL4 http://utilityserver.avaya.com/J100/$MODEL4
http://<FQDN>/<Device_Family>/ http://utilityserver.avaya.com/J100/$MODEL4/$MACADDR
$MODEL4/$MACADDR
http://<FQDN>/<Device_Family>/ http://utilityserver.avaya.com/J100/$MODEL4/$SERIALNO
$MODELA4/$SERIALNO
https://<Username>:<Password>@<FQDN> https://admin:tOpSecret@utilityserver.avaya.com
https://<Username>:<Password>@<FQDN>/ https://admin:tOpSecret@utilityserver.avaya.com/Directory
Directory
- J
ARINECE
X FIES

EEMdEF, KREEEFEEXNEEX . BEEXHEX T —TEREX MRS URL. RERIE
PHNEBIEH, EEXHRMTEES T EFURNERUE.

FEEXHIRERNERATFES EMIVIKE,
FoRE M

- WRECERSSHEMEMNN, SSHENAREXH.

. tﬂ%,b\ﬁﬁﬁﬁaﬁﬁﬁéﬂé HTTPS thiXRIECERRSZSFMAAIERHA, W EZZIEBHTRIR
I, MNREEARHIEBNG, WEFHELERIEHR,

o
P HECEXHEE,
BEAM.
EEREXHATrFER.
BEARM.
RS BRAERFE R, EFUATHAP—ED
« DES, WIREAEE URL $8ME hitps:/des.avaya.coms

a r w N
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FREXMHERE

o FTBEHEMASHHIHTTP(S).

HECE URLFEH, WAGZITREREXHFAIERNB RBENTE URL

NRIENECE URL I EA https://des.avaya.com, HIECIBR—IEFIKFE, FELEAD
FEKRGEREERANIKEX .

(FIE) EELERSFMIUET, EFAvaya IEBER TR X BohE A M,

WNREERSIRECENEERMIRIE, Eo]fih% 1% M Device Enroliment Services &3%
B P, ERERS 2 L THHZERIESR,

8. (Hi%k) ETHIRIES, ERE Avaya IRE#R CA,
9. MREERIMANIERNAG, BECA RIEBFRF R TEFEXXHH LEIR CAIEFR,

10. 7EEBIE4H (0-999)F R AIRE R EBIFAS,
IS ATXRABREXXGHHHNESHAE, fu, NREEXHSESHBIES 16 M 17 891&
B, UIEERFERF@MAT 17, WA 17 (ISENNBREMES. LLFERMNERIAMER
0o

11. B v UREES,

12. (AN%) BEEEREXHFRRINZNEE URL, BERMAEZEE NE I TETENTE,

13. BEHRIROANINEEX S,

1 X B

foEfRSEPIEm (% TiLb) 18
A& URL #&=X (&% m1Lk) 19

(E% ;W

el v

+) 24

Avaya IEBER (5 TiL) 18

SEHACE

XFULIES
MRBRECEXM, KEFEIMIRRREREHENEE,

VK ;-

o w N

BHEEEBXGEE,

PP R RIECE X o

B ..., ARREHE.
RIEFEEEHFELEXHRE, AREE vo
BHiER,

BRECIE S 1F

XFILES

MREEXGABRETRE M, BERRZEEX S, IRRXESEFILSEXBEEX S, T
TESTRI & M
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oIz
1. PEEBXHERE
2. EEFRENEEXH.
3. BEER.
4. BEHELEIA
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E7 8: REKF

|

REKPEE

KREBXBEUSTATER. EFf. ERMNERREKF XEEANEDL,

1 X 5
EHEERE (£5% k) 16

AN FHk

X FIULAES
ZEmEE A HMBERE. SHEBEERAMU

- BIEEFIKF

o AINEPUERAEEX G

o PITIEREEA ERCEMAE.
o HERERIRE.

« AR E.

RS RM AT UCIBEZ HEK . B2, RA Avaya ARFEECIZIRSIRMEREIKF . AXERER

F Avaya A5, Eltt, FiPAAIAEICIZARSS R EEK .
oz

1. 7£ Device Enroliment Services Web MNP/, SMEINTKF > KA EE,
2. BEZAM.
3. EEXEEIHSP, HITUTIRE:
a. TEWPIERFEF, PHEMHM,
b. EMPRMFERS, HWAMERIHS BT,
c. REBERANLFHNHEK. NEBIESIEMNEBEFHR4ML,
d. (AN%) LS EUAEER IDFEF, MAKFR Avaya Bl E1EIE IDo

EA AR R L S RN 5ER 1D R HREIKP SRS IR @K I X B,

4. TEREMAUERSH, BWARE UL,

5. (FI) EARSSER DS, FUNHRA X BRI AMLE BNARSBEIIE,

WHERBGEIEN TP IBII— N2 2R, BXESZER, BEH EANEAZRSMHIIE

j}i8) Device Enrollment Services (TEE£ 9 .L) »
6. BRI,

T

AINEHEKA EER. NNKAEESRE, ALK IZ—MNab &,
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AINE bk
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RRFXBOAR
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% FUES

ERKPRATFRESEFMREXEK, REREFMFNREXHEEEFLRBXER, RSEM
[EEAEESEESRIRPNCEE 20l Vs

FoRE M
MNERBEXHEER SRR EX 4.
O
1. 7£ Device Enrollment Services Web I"F /1, SMEIATIK, > ASEE,
2. BEHEAM,
3. FEEMERENFL, BEEAERBOHRITUTIRE !
a. TEMKPAEBIFEH, BEHEERF,
b. 7EMKPRFFFERD, MAMERIHA BT,
c. REBRAANBFNHRK. NEBIESEMLE BT HpAtit,
d. (AN%) 7£SAP EA SBITHEEAIE (FL)FEF, MAKF BT ID.
. EREMMEERSH, BARERLL,
BEHERR.
R RIETF £, BHEFMHARITIATIRE
TR TP, BAlLSRERT.
FEEEXHT, T FIEP—THRE
o BERMEBEXHUCIEFREEXHHTES S X B,
- BRHEEBESIRXBMNEEENX Y.
Z5REREERBXHEERIAI-FRRINNEE X 4.

c. (FIiE) B 12 i0EMAES, 157EPID (0000-9999)FE&Hhia A IEHY 4 4L PIN,
d. WREE URLIEE N https://des.avaya.com, F HEEESEARGEEEM Zip X4,

Q%
gl RS, B REHIEE LD,

o 0 &

S

B v URFLLER.

(FN%) B2 EEHIGEUARILEEHRA

(i) REENHEBHEFRAMKER SN - - -

(FIiE) BE4wIR, ARTEEMHMRATFRPEFUTERE—EN

S Q - 0
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o MIEEBRSHAENhRAFIERE
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AIANBERT, BHARFXEHIHF, FEENMEIREERFEEMNNE A, TES
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8. B v UREFILENR.
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Device Enroliment Services {ERECBIRSE
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ANREXH (FES$ ;L) 20
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F) 31
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VA& Wik
12 fIfe & F A LES ) 38
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BRANFERAIREEHAER

F2 MR EKAERS X PREEX 4 X B

POk
1. 7E Device Enroliment Services Web I"F /1, SMEIATIKF, > HASEE,
2. EFIRPRFENZ MRS MREXH XBEHNEFIKF,
b sUEI & £, MIIRPIERBESEEXH X NS MG,
i FOEME(GEATEFIKF . EREATRSRERHEHEK,,
B EH ERE S X B,
FEBFACRETED, AFREEXHMEERS S,
EEXRERBEXHFER, 2HEREXH, AR LEASERLEREN zip XH.
B HER3Z,

w

N oo g k&
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ERSEAKE
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HISAMEFIKFE, ZKFRBoER. BAZE, ZKFRIATER, B EBo15EREE
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ZRKPZE, ZKPNERRTEBRER Device Enrollment Services, EEBXHFIZE S5 K
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RS RN HE TS A ERKF,
O
£ Device Enroliment Services Web P/, SMEIAEMKF > KA EE,
TERTIKAEIRRF, EFEFATEK,.
BHBEZHRE
BHEUTETZ— :
- ERKP, BHiKF.
- BRI, BIEWKF

EHF

XFILES

B UEFHIKFIRE, PIREBNFREVATIKF R, SXEBSIKFP R, BrEHRKF 4
o

BB eI EEHPBIIE CAER, RIEBFRAFIES, BFER Device Enrollment Services Web
Portal, IEHHRATIERMANM (CA) £REEY, EBAREBERFIHIRIER, EPTHNERBHNINSH
PREREE—, BXAHIEPMANEISIR, 58R N CAFIKR (EFE27L) o
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WL,

A w0 DN

UK =

£ Device Enrollment Services Web [P/, SMEIATHF > kP EE,
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o MNRRELRIES, BREEEXEH LZIES,

« MRELERIES, WEEH -, THHAEBILEBXH.

6. RERXURFEN.

NH cAFIR

REKA

INRFFEF Device Enroliment Services AR IERERHUTE—2E CA &R, BBAERMNME
itk P AR E HER P IRIRIE R,

e )
IEBATR mEE 33
Actalis Authentication Root CA Actalis Authentication Root CA RSA
AffirmTrust Commercial AffirmTrust Commercial RSA
AffirmTrust Premium AffirmTrust Premium RSA
AffirmTrust Premium ECC AffirmTrust Premium ECC ECDSA
ANF Global Root CA ANF Global Root CA RSA
ApplicationCA2 Root ApplicationCA2 Root RSA
Atos TrustedRoot 2011 Atos TrustedRoot 2011 RSA
Autoridad de Certificacion Raiz del Autoridad de Certificacion Raiz del RSA
Estado Venezolano Estado Venezolano
Buypass Class 2 Root CA Buypass Class 2 Root CA RSA
Buypass Class 3 Root CA Buypass Class 3 Root CA RSA
CA Disig Root R2 CA Disig Root R2 RSA
Certinomis - Root CA Certinomis - Root CA RSA
Certum Trusted Network CA 2 Certum Trusted Network CA 2 RSA
CFCAEV ROOT CFCAEV ROOT RSA
COMODO ECC Certification COMODO ECC Certification ECDSA
Authority Authority
COMODO RSA Certification COMODO RSA Certification RSA
Authority Authority
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ComSign Global Root CA ComSign Global Root CA RSA

DigiCert Assured ID Root G2 DigiCert Assured ID Root G2 RSA

DigiCert Assured ID Root G3 DigiCert Assured ID Root G3 ECDSA

DigiCert Global Root G2 DigiCert Global Root G2 RSA

DigiCert Global Root G3 DigiCert Global Root G3 ECDSA

DigiCert Trusted Root G4 DigiCert Trusted Root G4 RSA

D-TRUST Root Class 3 CA 2 2009 D-TRUST Root Class 3 CA 2 2009 RSA

D-TRUST Root Class 3 CA2 EV D-TRUST Root Class 3 CA2 EV RSA

2009 2009

Entrust Root Certification Authority - Entrust Root Certification Authority - ECDSA

EC1 EC1

Entrust Root Certification Authority - Entrust Root Certification Authority - RSA

G2 G2

Federal Common Policy CA Federal Common Policy CA RSA

GeoTrust Primary Certification GeoTrust Primary Certification ECDSA

Authority - G2 Authority - G2

GeoTrust Primary Certification GeoTrust Primary Certification RSA

Authority - G3 Authority - G3

GlobalSign GlobalSign ECDSA or RSA

Go Daddy Root Certificate Authority Go Daddy Root Certificate Authority RSA

-G2 -G2

Government Root Certification Government Root Certification RSA

Authority Authority

IdenTrust Commercial Root CA 1 IdenTrust Commercial Root CA 1 RSA

IdenTrust Public Sector Root CA 1 IdenTrust Public Sector Root CA 1 RSA
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ISRG Root X1 ISRG Root X1 RSA
Izenpe.com Izenpe.com RSA
Microsec e-Szigno Root CA 2009 Microsec e-Szigno Root CA 2009 RSA
NetLock Arany (Class Gold) NetLock Arany (Class Gold) RSA
Fétanusitvany Fétandsitvany
OISTE WISeKey Global Root GB OISTE WISeKey Global Root GB RSA
CA CA
QuoVadis Root CA 1, 2, 0or 3 G3 QuoVadis Root CA 1, 2, 0or 3 G3 RSA
Security Communication RootCA2 Security Communication RootCA2 RSA
Staat der Nederlanden Root CA - Staat der Nederlanden Root CA - RSA
G3 G3
Starfield Root Certificate Authority - Starfield Root Certificate Authority - RSA
G2 G2
Starfield Services Root Certificate Starfield Services Root Certificate RSA
Authority - G2 Authority - G2
StartCom Certification Authority StartCom Certification Authority RSA
StartCom Certification Authority G2 StartCom Certification Authority G2 RSA
Swisscom Root CA 2 Swisscom Root CA 2 RSA
Swisscom Root EV CA 2 Swisscom Root EV CA 2 RSA
SwissSign Gold Root CA - G3 SwissSign Gold Root CA - G3 RSA
SwissSign Platinum Root CA - G3 SwissSign Platinum Root CA - G3 RSA
SwissSign Silver Root CA - G3 SwissSign Silver Root CA - G3 RSA
Symantec Class 1 Public Primary Symantec Class 1 Public Primary ECDSA
Certification Authority - G4 Certification Authority - G4
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Symantec Class 1 Public Primary Symantec Class 1 Public Primary RSA
Certification Authority - G6 Certification Authority - G6
Symantec Class 2 Public Primary Symantec Class 2 Public Primary ECDSA
Certification Authority - G4 Certification Authority - G4
Symantec Class 2 Public Primary Symantec Class 2 Public Primary RSA
Certification Authority - G6 Certification Authority - G6
Symantec Class 3 Public Primary Symantec Class 3 Public Primary ECDSA
Certification Authority - G4 Certification Authority - G4
Symantec Class 3 Public Primary Symantec Class 3 Public Primary RSA
Certification Authority - G6 Certification Authority - G6
thawte Primary Root CA - G2 thawte Primary Root CA - G2 ECDSA
thawte Primary Root CA - G3 thawte Primary Root CA - G3 RSA
TRUST2408 OCES Primary CA TRUST2408 OCES Primary CA RSA
T-TeleSec GlobalRoot Class 2 or 3 T-TeleSec GlobalRoot Class 2 or 3 RSA
TWCA Global Root CA TWCA Global Root CA RSA
USERTrust ECC Certification USERTrust ECC Certification ECDSA
Authority Authority
USERTrust RSA Certification USERTrust RSA Certification RSA
Authority Authority
VeriSign Class 3 Public Primary VeriSign Class 3 Public Primary ECDSA
Certification Authority - G4 Certification Authority - G4
VeriSign Universal Root VeriSign Universal Root RSA
Certification Authority Certification Authority
-
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